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BAN VAN NHAN TIN RAC (SPAM)
HANG NGAY TRONG KHI

- Ban dang cho tin nhan cta ddi tac

Rl 8 = .l 50%C® 10:03

Messages v Q <+

- Ban dang cho tin nhan cla “ngudi ay”

0061883039 M-B 09766363 MAY 1¢

B +84 163 932 9342

_EM LOAN SIM VIP _Em Mua Si. MAY 1¢

- Ban dang tap trung lam viéc, yén tinh thi béng bi phan tam vi wessoss
5 sl

Mua Sim so dep... MAY 16

+84 163 968 4621

rRat XL AC Em zail rat muon mua... MAY 1¢

- Ban dang da str dung tinh nang ‘block’ trong inbox nhiéu lan

LH 0911333688 M B Cam 0969... MAY 15

cua irng dung SMS trén dién thoai.

Kinh gui A/C: SK FINANCIAL GR... MAY 15

+84 162 622 4115
E Chao A 0981686668_28Tr 09..  MAY 15

- Ban thudo'ng xuyén bj quay ray dau gio lam viéc sang hay chiéu

EM MUA SIM VIP DAC BIET MU... MAY 1!

X

http://chantinrac.vn
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BAN CO MUON CHAN TIN RAC?

e hd 00 2 il €8 18:58

- Danh séch sé xau (blacklist) 1&n
» Chan tin rac theo noi dung

+ T dong phéat hién sd spam theo
ndi dung tin nhan?

- Chan tin 24/7

+ Mién phi

http://chantinrac.vn
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BAN CAN PHAI TU BAO VE MINH
KHOI TIN SPAM BO'l VI

- Nhan spam, xoa spam va buc minh la viéc cua ban. Guri tin
Spam la viéc cua nhirng ngudi guri (Spammer)

- Nha mang khoéng thé bao vé ban mét cach hiru hiéu, vi co
ché k¥ thuat cling nhu kinh té. O day, ching t6i ban vé co
ché chan tin cia nha mang va nhuoc diém cua co ché nay.

http://chantinrac.vn
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Vi SAO NHA MANG KHONG THE BAO
VE BAN HU'U HIEU

- Biéu nay c6 vé nhu v ly, vi nha mang chinh la chu thé truyén
thong tin gilra nguoi gui va ngu ol nhan. Nha mang co toan
quyén luu trlr (Store and Forward), cé thé doc ndi dung ndi dung
tin nhan (néu can) cting nhu quan ly tai khoan di dong cta ban.

- Nhung thuc té 1a nhu vay, xem trang ké tiép

+ ChU y: cac tin nhan spam van bj trir cwdc ngudi glri binh thuong

http://chantinrac.vn
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CO CHE CHAN TIN TREN OCS

»+ OCS = Online Charging System (c6 mang
gol la Realtime Billing System)

+ C6 thé hinh dung OCS nhu moét co s¢ dir Pang ky dich vu chén tin nhan rac
|I?U th‘u nho, luu th’ tql kho_an:uelrj (alr‘tlm?) . Phi: 7000/thang, chi duoc
cua hang chuc trieu ban ghi dir lieu la thong
tin thué bao di dong. M6i khi c6 mot cudc goi
phat sinh, OCS sé tao ra m6t dong ho
(Timer) dé quan ly va trtir cuéc cudc goi nay,
hét tién la cup ngay. Dung lwong (capacity)
ctia OCS co6 thé do bang kha néang tao ra va PR O 0 DD
quan ly dong thdi s6 lwong dong ho nay, tire e s s 0

£ A i e & —————————
SO lwrong cuoc goi dong thoi. Nhieu nhu o , L

S Pt o ~ 5 s0 thuée bao thang them tién tu so thur 6
Minions thi cang tot.

chan t6i da 5 sO xau.
. Twr sO thir 6, ban méat thém
phi cho mo6i s6 dugc thém

http://chantinrac.vn
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MO HINH OCS

Toi dung ngbn ngir
CAMEL/SS7

A B C
O 0 &0 O &0
1 2 3

4 5

5 s thué bao thang
3. A c6 nam trong danh sach bi chan khéng?

2. Kiém tra tdi khoan

4. tin nhan thu'o'ng
Ngu i dung dich vu SMS Block

SMSC

Khi Spammer (s6 xau) hay ngudi dung thuwong guri tin di, tat ca tin nhan duoc guiri dén toéng dai
tin nhan (SMSC), SMSC sé tim kiém vi tri thué bao nhan tin dé gtri tin dén (MT).

V&i cac thué bao dang ky dich vu chan tin nhan, tin nhan MT truéc khi chuyén tiép xudng sé
duoc SMSC tham van thong tin tir hé thong OCS dé biét, thué bao gtri c6 nam trong danh sach
bi chdn b&i ngudi nhan khéng, néu co, tin nhan sé bi huy b&i SMSC.



http://chantinrac.vn

CHAN THEO OCS cO PAC PIEM

Do khi chan tin nhan ciing can truy van OCS s6 gtri tin c6 nam trong danh sach chan, tirc str dung
nang luc hoi/dap, nén ban phai tra phi thang (khoang 7K/thang nhu da trinh bay ¢ trén). Cach lam
nay phu hop dé chan theo so thué bao.

Khéng chan duoc theo ndi dung tin nhan. D& thuc hién chan theo ndi dung tin sé can thuc hién &

don vi SMSC hodac uy quyén cua nd, va phai thuc hién trén tirng tin nhan, dan dén viéc xur ly vo cung
khé khan do sé lwong tin qua lon.

http://chantinrac.vn
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CAC VAN PE CHINH CUA NAN NHAN

« SO lwvong cac s6 dung dé spam rat Ién so v&i 5 s6
duoc phép mac dinh dan dén 5 s6 nay hau nhu
khong hiéu qua.

 Cac soO thué bao spam thay doi lién tuc.

» Khong chén duoc theo ndi dung tin nhan

» Cac mau tin nhan Spam ciing rat da dang, bién hoa,
hay xem hinh anh du¢i day:

« SO lurong s6 bi chan bi gi¢i han néu mua phi thang,
sau sO thué bao duoc phép chan, thém so6 la thém
phi. Gia str ban can chan 10 so, phi 1 thang sé la (Phi
thang) + 5 (phi thém 1 s6 phu) = A (VNB/thang)

* Néeu mubn chan thém cudc goi, ban chiu thém phi

¥ tuwong duong SMS, nghia la 2*A.

http://chantinrac.vn

Messages v

N @ & .l50%C® 10:03

Q +

+84 166 950 0672
LH: 0961883939 M-B 09766363.. M

o L T

1§

+84 163 932 9342

M LO

~ a' Dane:
|»A,«t'\" C Daliol

AN SIM VIP _Em Mua Si... MAY 16

mVip LhO911886/8... MAY 16

+84 98 852 38 88

ng Mua Sim sodep... MAY 16

+84 163 968 4621
Rat XL AC Em zai rat muon mua... M

+84 166 432 3550

LH 091

1333688 M B Cam 0969... MAY 15

IDTGROUP
Kinh gui A/C: SK FINANCIAL GR... MAY 15

+84 162 622 4115
£ Chao A 0981686668_28Tr 09..  MAY 15

+84 163 407 9415
EM MUA SIM VIP DAC BIET MU... MAY 15
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Danh sach so xau dugc ngudi dung dinh nghia

va

G

.

nén chan A?
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0

Hay chan A

4. tin nhan thuwo'ng

s

uu trén dién thoal

O

n

TU BAO VE BANG SHIELDNET

Ap dung cho Android 2,3,4

V&i Android 5 & thoi diém nay: ban co thé tham gia dé report tin spam cho cdng dong
V&i iPhone (khong jailbreak): trong luc cho doi thay doéi tir Apple, ban sé ti€p tuc song chung véi tin rac.

VIEILINAIVI L1LD



CO CHE CHAN CUA SHIELDNET

Xoa tin bo’i s6 xau

Xoa tin thep noi dung
| Xac nhan véi nguo'i dung
Danh sach-rang

(SO tin cay) Dan sach den 0 Ioc mau ndi dung Spam

(loc theo s6 x&u) loc theo ndi dung (e : |
http://chantinrac i 1'an dign lin Span e

S6 nam trong Danh séach trang,
tin nhan sé dugc coi la hgp I1€ nga

X
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CAC BAC PIEM UU VIET

= X 2 il @ 10:42

- S0 lwong thué bao bi chan khéng han ché. T —

- HO6 tro' chén theo ndi dung tin nhan (dich vu cua nha mang V
khong c6), cac mau tin nhan nay dugc khoi tao khi cai irng

0986956996 de chot lal gia ac nhe

dung va duoc cap nhat thuong xuyén tuo server cua s MllB BRI 5K /tr/ng ac var
: su dung sim
shieldnet. :

B&o sb xau dén server (chantinrac.vn)
Chan tin nhan
Chan thoai

. Théng minh: tw déng nhan biét dau hiéu mot tin nhan cé
kha nang la tin spam. Chi khi duwgc xac nhan boi nguoi Chiic nang bao s6xau s& gii 56 dién thoz

nhan va nol dung tin nhan trén dén

dung, tin nhan moi duoc chuyén vao Inbox IR i 1t cé moi nguti 2

SO gui tin nay sé dugc col la sd xau, dua
vao danh sach cua co so dir liéu sO xau

+ Chu )'/: chon vij tri (Iocale) cua dién thoai cua ban la Viét Nam Chung t6i khong thu thap thong tin vi

nauol aul thona bao. Tran trona.
]
NTC

dé hién thj giao dién tiéng Viét, ShieldNet ho tro da ngdn ngtr.

X http://chantinrac.vn
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DINH NGHIA DANH SACH CHAN

(BLACKLIST) vt

(¥ Chantinrac - Bao vé t6i va ban

° Tin Spam ném trong Inbox, chgn dé) chén Chan theo thiét |ap cla to
- Ban ciling c6 thé chan 1 sd tir danh ba

o Vu’a bi qué’y r‘éy, chén tu’ Iich su’ go Thém s6 can chan tUr inbox

Thém sd can chan tir danh ba

Thém s6 can chan tir lich sur goi

*-Tai vé s6 Spam tur cong déng ShieldNet

Tai vé s6 spam turcong dong
ShieldNet

- Vira bi quay ray, chan ttr lich st goi

X0a so bi chan
Tai vé mau tin spam tU ShieldNet

X04 mau tin nhan spam

Tai mau tin nhan Spam tr server

X0& mau tin Spam, cac tin nhan chira mau nay
sé dugc coi la binh thuong g oo

4

X http://chantinrac.vn
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THEM VAO BLACKLIST TU INBOX, LICH SU GOl

v ¥ O 2 .l €8 20:55

¥ ¥ hd 0k 2 .l €8 21:11

(¥ Chon sb can chan tir inbox

(¥ Céc cudc goi gan nhat, chon s6 dé k...

cIm muon mua

Sat May 23 1

& - Sat May 23 1

Spammer] - +84967181818 da luu trong
D danh ba. Ban ¢6 chac mudn khoa sé nay?

Them vao danh sach so

NTC

X http://chantinrac.vn
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CHE DO CHAN LINH DONG

ShieldNet chap nhan tat ca
moi tin nhan va cudc gol
(xem pham vi chan)

Chan theo blacklist va cac
mau tin nhan Spam duoc
quy dinh b&i ngudi dung

=¥ ¥ 00 % .l <8 20:54

(¥ Chantinrac - Bdo vé t6i va ban

Xoa soO bi chan
Tai vé mau tin spam tu ShieldNet

X0a mau tin nhan spam

A Tai Ngay DotA Truyén Ky
\ (
‘ P Coonle play

NTC

* http://chantinrac.vn

Chi céac tin nhan va cudc goi co
xuat phat tr s6 dién thoai trong
danh ba duoc chap thuan boi
ShieldNet

Khéng nhu ché d6 Airplan,
ShieldNet tir chéi moi tin nhan,
moi cu0c goi ma khong lam anh
hudng dén két noéi Internet (3G,
Wifi) cia ngudi dung. Tin nhan sé
bi x0a va nguoi goi s€ nhan duogc
tin hiéu ban. That phu hop khi ban
muon online ma khong bi quay ray.
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CHO PHEP CHAN CUOQC GOI (MIEN PHI)

ShieldNet chi chan tin nhan

ShieldNet chi chan tin nhan
va cuQc goi.

=3 I0n %> il 8 20:54

(# Chantinrac - Bao vé toi va ban

Xo0a so bi chan
rai vé mau tin spam tur ShieldNet

Xoa mau tin nhan spam

http://chantinrac.vn

- ShieldNet chi chan cubc

gol.

- V&i nha mang, ban sé can
dang ky them dich vu
CallBlocking, biéu phi
tuong toy nhu SMS
Blocking, c6 nghia la gap
doi chi phi hang thang.
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) 5 &
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BAO VE MOI NGUO'| BANG SHIELDNET




CO CHE BAO VE

- Khi mét tin nhan duoc xac nhan la Spam, tin nay dugc bao cao
vé server (tuy chon b&i ngudi dung)

- Nguoi dung bat ky c6 thé xem danh sach cac tin Spam nay va lua
chon thém s vao danh sach blacklist ctia ho.

+ Nho c6 co ché chia sé spam, ngudi quan tri co thé dinh nghia
cac mau tin spam md&i dé cap nhat va phat hién n6i dung chan tin.

http://chantinrac.vn
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MHO TRO KY THUAT

M XAY DUNG APP CHAN TIN RIENG CHO CA NHAN (VIP)
M CHIA SE MAU TIN SPAM VG'I CONG DONG

MHAY BAT KY VAN DE NAO, HAY LIEN HE VO CHUNG TOI

CHANTINRAC@XMOBILEVN.COM

http://chantinrac.vn
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raive SHIELDNET

https://play.google.com/store/apps/detalls/id=com.xmobilevn.ShieldNet4

http://chantinrac.vn
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Tai tro cho ching t6i dé duwgc vinh
danh trén danh sach cac nha tai tro, ho
tro chang t6i tiép tuc phat trién phién
ban ho tro Android 5 va méi hon?

Tran trong cam o’'n

ShieldNet - chantinrac.vn

Special thanks to Ms.
Nguyen thi Ngoc Mai for
your contribution

Thanks Jeremy Feinstein
for this SlidingMenu




