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System Requirements
· IIS 7.0
· SQL Server 2008
· Microsoft.Net 3.5
SQL Server Install
· Create new SQL database
· Open snomtastic.sql from the SQL folder on the installation media
· Ensure the newly created database is selected 
· Execute the script.
IIS Server Installation
Extract package
· Copy the shfa.snomtastic.admin, shfa.snomtastic.phone and shfa.snomtastic.root folders from the \IIS\Sites\[x86|x64] directory on the installation media to a directory on your web server.
Install Custom Basic Authentication Provider
· Run install.cmd as an administrator from the \IIS\provider folder.
· Execute an IISRESET on the web server.
Create Application Pool. [Recommended]
· Using  Internet Information Services (IIS) Manger
· Add a new Application Pool with Integrated Pipeline 
Create Root Site
· Using  Internet Information Services (IIS) Manger
· Create a Website or Application pointing to the shfa.snomtastic.root folder
· Use the created application pool.
· Only Anonymous authentication should be enabled.
· https is recommended (domain passwords are sent in soap requests to this site) but http binding is also required as the phones do not download firmware via https 
Add Phone Application
· Using  Internet Information Services (IIS) Manger
· Add an application under Root site named “phone” pointing to the shfa.snomtastic.phone folder
· Use the created application pool.
· Only Custom Basic Authentication should be enabled
· https is recommended (domain passwords are retrieved in clear text from this site)
Add Admin Application
· Using  Internet Information Services (IIS) Manger
· Add an application under the Root site named “admin” pointing to the shfa.snomtastic.admin folder
· Use the created application pool.
· Only Windows Authentication should be enabled
· Https is recommended.
Configure Site
Web.Config
· Edit the web.config file located in the Root site
· Update the connectionString parameter for the “cnn” connection to point to the newly created database 
<connectionStrings>
<add name="cnn" connectionString="Data Source=[ServerName];Initial Catalog=[Database];User Id=[User];Password=[pass];" providerName="System.Data.SqlClient" /></connectionStrings>
Site Settings
· Open the root website in a browser
· Use the link at the bottom right of the application to edit the system configuration
· Enter the required information and click the Save Settings button.
Required Information
	Field
	Description

	AD Search Root
	Active Directory Node to search for user list. 
e.g. LDAP://AD-SERVER/DC=domain/DC=com

	AD Filter
	Active Directory LDAP Filter to search user list.
e.g. (objectClass=user)

	AD Login
	A domain user with read access to Active Directory

	AD Password
	The password for the AD Login account

	Root Site URL
	The location of the Snomtastic website for access by the phones.
e.g. https://snomtastic.domain.com/

	Phone Admin User
	Http Server user name for phones (http_user)

	Enable Error Mode
	When set to on Snomtastic will disable the primary identity when the phone does not register with the OCS server.

	Phone Admin Password
	Http Server User password for phones (http_pass)

	Failed Reg Timer
	Seconds to wait after a failed registration (settings_refresh_timer)

	Max Registration Attempts
	Maximum registration attempts before failure

	Delete Events (hours)
	Hours to keep Event Log entries

	Domain
	Local Domain Name

	OCS Server
	Location of OCS Server

	Transport
	OCS Transport Protocol. E.g. TLS


Client Installation
· Copy the client folder from the installation media
· Edit the install.bat file
· Set USERSERVICEURL to the root site URL
· Set VALIDATEINTERVAL
· Run install.bat on the client workstations
Phone Setup
Registration
The Setting Url [setting_server] for the phone should ideally be set using DHCP option 66 and it should point to the register.aspx file in the root of the Snomtastic website.  For example: https://snomtastic.domain.com/register.aspx?mac={mac} . Alternatively this can be set manually on the phone but will need to be reapplied if the phone is reset. 
Settings and security
When the phone first registers with Snomtastic it will added to the database and provided with a username and password for access to the settings url.  To enable a phone to receive a complete configuration a user must be assigned to the phone.
 If the phone is reset through the Snomtastic administration console a new password will be provided when the phone re-registers but if the phone is reset manually the phone will need to be removed from the Snomtastic administration console and then re-registered so that it can receive a valid password.
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