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[bookmark: _Toc292786624]Abstract

This document describes the Functional Requirements Specification of the User Administration Toolkit – with FBA WSP of RIC 2.0 BETA.
There are 2 main objectives of the RIC community:
· It should be easy to deploy what is needed: Rather than creating one big solution package that has all the functionalities that a user might ever need, breaking them down into smaller units, which aligns with SharePoint 2010 best practices. Therefore, each functionality, or group of related functionalities, has been incorporated into one WSP.  The WSPs are available from the Web Part Gallery. 
· Ease of use:  The templates for personal sites and project sites are developed with all the web parts included in the relevant templates. New templates can be created with the required web part(s). 
Project Owners can register for an account and project via a Web form.  A login username (based on their e-mail address) and password filled in the web form are used by the user to login for the first time. The password can be changed by the user later. 

There is potential for intellectual property abuse with users uploading and sharing copyrighted documents within a distributed team. Therefore a warning notice can be presented within the Terms and Conditions.

The web form feature is available on RIC login page.
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[bookmark: _Toc292786628]1.1 Purpose of the Document

The purpose of this document is to describe the functional requirements specifications of the as-built User Administration Toolkit – with FBA WSP of RIC 2.0 Beta. This document details what is included in this WSP and how it is implemented. Interested parties can refer to this document to see whether this WSP is suitable as is, or needs to be customised to suit their requirements. 
[bookmark: _Toc292786629]1.2 Definitions, Acronyms, and Abbreviations

BRS		Business Requirements Specification
FRS		Functional Requirements Specification
RIC		Research Information Centre
UC		Use Case
WSP		Windows SharePoint Package
FBA		Forms Based Authentication
UAT		User Acceptance Testing
GUI		Graphical User Interface
[bookmark: _Toc292786630]1.3 References
[1]  	RIC V2 0 Microsoft Detailed Requirements 101123 V0.6 - by David Michael 
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2 Overview 
[bookmark: _Toc292786632]2.1 Scope of this document
This section describes the functional requirements of the logging and approving functionalities for the RIC community including researchers, users, system engineers and developers. 
[bookmark: _Toc292786633]2.2 Overview of System
This section provides a brief overview of the product defined as a result of the requirements elicitation process.
Each RIC user has his / her own personal site. RIC users can only login using their email id and password. The user lands on his / her personal site after logging in.  The email address, password and answer to selected secret question are mandatory fields in the registration form. The system checks if the email id already exists. The secret answer is used to reset the password. Only the first password filled in the registration form is known to the system. 
Once the password is changed, it is stored in encrypted form. 
[bookmark: _Toc292786634]2.3 System Details
	Step
	Actions

	1
	New User Registration: Prospective New User visits the RIC 2.0 log-in page and clicks on the button “Please register here”.

	2
	Registration web form opens in RIC 2.0.

	3
	Prospective New User fills out web form to set up user account.

	4
	RIC performs automated check of web form entry.

	5
	System confirms if details are correct.

	6
	If details in the web form are incorrect then the RIC details the errors / omissions back to the Prospective New User who then re-enters details until it passes the automated check.

	7
	On-screen message informs Prospective New User that registration has been completed successfully, and that they will receive a confirmation email shortly, if their request has been approved.

	8
	System generates and sends a ‘Registration Request’ email to the RIC Administrator.

	9
	New User approval: RIC Administrator receives ‘Registration Request’ email.  

	10
	RIC administrator manually generates the user account and sends confirmation via email with a link to the RIC

	11
	New User appears on the system as a Site Member.

	12
	System generates and sends a ‘Registration Approved’ confirmation email to the New User.

	13
	New User receives the email.

	14
	User Log-in: New User logs into the RIC with the information provided.

	15
	Change Password: On MySite, in Change Password web part, User enters Old Password, New Password, Retype Password. 

	16
	System confirms whether Retyped Password is identical to New Password. If not, user is prompted to re-enter it.

	17
	If the Retyped Password is correct, the User is able to change Password.

	18
	User logs into the RIC with the new password.

	19
	Reset Password: If a User has forgotten his/ her current password, on the RIC log-in page he / she clicks ‘Forgotten your password? Click here’. 

	20
	Password Recovery page opens. 

	21
	User enters his/ her User ID (email address)

	22
	System generates and sends a ‘Reset Password’ email to user with instructions and a link to Reset Password page.

	23
	User follows link to Reset Password page, and enters answer to his / her secret question.

	24
	System confirms whether answer to secret question is correct. If not, user is prompted to re-enter it.

	25
	If the answer is correct, the User is able to enter New Password and Retype Password.

	26
	System confirms whether Retyped Password is identical to New Password. If not, user is prompted to re-enter it.

	27
	If the Retyped Password is correct, the User is able to submit Reset Password request.

	28
	User logs into the RIC with the new password.





[bookmark: _Toc292786635]3 General Description
[bookmark: _Toc292786636][bookmark: _GoBack]3.1 Login WSP Functions
This section describes the general functionality of the Login WSP for the RIC system. The Login WSP includes the following functionalities:
· Register to become a RIC user
· Approve / reject registered users 
· Login by existing users
· Change password
· Reset password
	Req #
	Requirement
	Description

	Priority

	UC001
	Login
	Allows the user to register, login,  change password and forgotten password

	1

	UC001 and UC003
	Admin
	Allows the administrator to add new user and approve user
	1




[bookmark: _Toc292786637]4. Functional Requirements
[bookmark: _Toc292786638]Overview of Functional Requirements Specification 
This section provides an overview of the functional requirements for the software system. It also includes a reference to the Use Case to which each functional requirement is related.
	Name
FR ID
	UC ID
	Description

	Register
FR1
	UC001
	A Project Owner can register for an account via a webform. 
The webform feature should be visible on the RIC login page.

	Login Credentials
FR2
	UC001
	A login username (based on user’s e-mail address) and password will be manually requested by an administrator.

	Approve / Reject
FR3
	UC003
	Users will have to be authenticated in MOSS prior to being given accounts on the RIC.

	Terms and Conditions
FR4
	
	There is potential for intellectual property abuse with users uploading and sharing copyrighted documents within a distributed team. Therefore a warning notice needs to be presented within the Terms and Conditions.

	Login
FR5
	UC001
	The Project Owner will be sent a manual email following administrator approval with username based upon email address and password and a link to the RIC service where they will be able to log on first time.

	Change Password
FR6
	
	RIC users should be able to change their passwords.

	Reset Password
FR7
	
	Users should be able to reset their passwords in case they forget them.
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[bookmark: _Toc292786640]4.1 Functional Requirement 1
Register

[bookmark: _Toc292786641]4.1.1 Priority
Priority is 1.



[bookmark: _Toc292786642]4.1.2 Description
The Registration form can be accessed from 2 places on the homepage:
1. Link on the navigation bar: there is a link Join Research Information Center on the top navigation bar.  Clicking on this link opens the registration form. 
2. Button on the homepage: there is a button Please register here on the homepage, clicking on which opens the registration form.

[bookmark: _Toc292786643]4.1.3 Screen Shot

[image: ]
Figure 1.1

[bookmark: _Toc292786644]4.1.4 Dependencies
Stable Internet connection is required.

[bookmark: _Toc292786645]4.1.5 Technical and Design Issues
None

[bookmark: _Toc292786646]4.1.6 Risks
There is potential for intellectual property abuse, with users uploading and sharing copyrighted documents within a distributed team. Therefore a warning notice needs to be presented within the Terms and Conditions.


[bookmark: _Toc292786647]4.2 Functional Requirement 2
Login Credentials

[bookmark: _Toc292786648]4.2.1 Priority
Priority is 1.

[bookmark: _Toc292786649]4.2.2 Description
A login username (based on user’s e-mail address) and password will be manually requested by an administrator. The registration form has Email Id and Password as mandatory fields. 

[bookmark: _Toc292786650]4.2.3 Screen Shot

[image: ]

Figure 2.1


[bookmark: _Toc292786651]4.2.4 Dependencies
The email address should be unique.

[bookmark: _Toc292786652]4.2.5 Technical and Design Issues
None

[bookmark: _Toc292786653]4.2.6 Risks
None


[bookmark: _Toc292786654]4.3 Functional Requirement 3
Approve / Reject

[bookmark: _Toc292786655]4.3.1 Priority
Priority is 1.

[bookmark: _Toc292786656]4.3.2 Description
Users will have to be authenticated in SharePoint 2010 prior to being given accounts on the RIC.
The RIC admin creates an account with the details filled by the approved user.

[bookmark: _Toc292786657]4.3.3 Screen Shot
NA 

[bookmark: _Toc292786658]4.3.4 Dependencies
None 

[bookmark: _Toc292786659]4.3.5 Technical and Design Issues
None

[bookmark: _Toc292786660]4.3.6 Risks
None


[bookmark: _Toc292786661]4.4 Functional Requirement 4
Terms and Conditions

[bookmark: _Toc292786662]4.3.1 Priority
Priority is 1.

[bookmark: _Toc292786663]4.4.2 Description
There is potential for intellectual property abuse with users uploading and sharing copyrighted documents within a distributed team, therefore a warning notice needs to be presented within the Terms and Conditions.

A check box ‘I Accept’ to accept Terms and Condition (a link on the registration form) must be selected for the form to be submitted. 

[bookmark: _Toc292786664]4.4.3 Screen Shot
[image: ]
Figure 4.4

[bookmark: _Toc292786665]4.4.4 Dependencies
Each implementation must have its own terms and conditions.

[bookmark: _Toc292786666]4.4.5 Technical and Design Issues
None

[bookmark: _Toc292786667]4.4.6 Risks
None


[bookmark: _Toc292786668]4.5 Functional Requirement 5
Login 

[bookmark: _Toc292786669]4.5.1 Priority
Priority is 1.

[bookmark: _Toc292786670]4.5.2 Description
Project Owner will be sent a manual email following administrator approval with username based upon email address and password and a link to the RIC service where they will be able to log on for the first time.

[bookmark: _Toc292786671]4.5.3 Screen Shot
None

[bookmark: _Toc292786672]4.5.4 Dependencies
A support person needs to be assigned to RIC administration work. 

[bookmark: _Toc292786673]4.5.5 Technical and Design Issues
RIC Admin side is manual which causes delays in response.

[bookmark: _Toc292786674]4.5.6 Risks
The RIC administrator may be unavailable to create account and send email immediately.   


[bookmark: _Toc292786675]4.6 Functional Requirement 6
Change password

[bookmark: _Toc292786676]4.6.1 Priority
Priority is 1.

[bookmark: _Toc292786677]4.6.2 Description
There is a web part Change Password on My Site with 3 text fields:
· Old Password
· New Password
· Retype Password
Once the above information is submitted, the next time user logs in to RIC he / she should use the new password.

[bookmark: _Toc292786678]4.6.3 Screen Shot
[image: ] 
Figure 6.1

[bookmark: _Toc292786679]4.6.4 Dependencies
The old password must be correct. The Password and Retype Password must match. The password must be 7 characters long, with one special character. 

[bookmark: _Toc292786680]4.6.5 Technical and Design Issues
None

[bookmark: _Toc292786681]4.6.6 Risks
The changed password is stored in encrypted form in the system, therefore it cannot be recovered by the RIC administrator.




[bookmark: _Toc292786682]4.7 Functional Requirement 7
Reset Password.   
[bookmark: _Toc292786683]
4.7.1 Priority
Priority is 1.

[bookmark: _Toc292786684]4.7.2 Description
Users are able to reset their passwords in the event that they forget their current passwords. To reset a password the following steps are taken:
· The link Forgotten your password? Click here directs a user to the Password Recovery page, which prompts him / her to enter his / her email address. 
· An email is sent to the user with instructions and a link to Reset  Password page.
· The user enters the answer to the secret question entered in the registration form.
· If the answer is correct, the New Password and  Retype Password can be entered. 

[bookmark: _Toc292786685]4.7.3 Screen Shot
Password Recovery page to enter user’s email address, to which the link to Reset Password and instructions are sent.

[image: ]
Figure 7.1



Reset Password page that requires the answer to user’s secret question to be able to reset the password.

[image: ]
Figure 7.2

[bookmark: _Toc292786686]4.7.4 Dependencies
The user must remember the answer to the secret question. 

[bookmark: _Toc292786687]4.7.5 Technical and Design Issues
The major design issue is that resetting the password is based on the answer to the selected secret question, which is not provided when the project owner is submitting a request for additional user to the project. Therefore, the RIC administrator cannot create an account on Project Owner’s request as he / she will have to enter a dummy answer to a random secret question so that the user can reset the password in case he / she forgets the password. There is no way currently for the user to change the secret question and the answer to it.

[bookmark: _Toc292786688]4.7.6 Risks
The user not remembering the answer to the secret question.



[bookmark: _Toc292786689]5.1 User Interfaces

[bookmark: _Toc292786690]5.1.1 GUI
The UI of RIC V2.0 is quite similar to the previous version. However, the additional links/features have been included under screenshots of the corresponding functional requirements. No branding has been applied.
[bookmark: _Toc292786691]5.2 Software Interfaces
There may be other types of authentication, for example Active Directory. University of Southampton is working on this. 
[bookmark: _Toc292786692]
6. Performance Requirements
	Req #
	Requirement
	Description


	
	NA
	



[bookmark: _Toc292786693]7. Design Constraints
This WSP is specified only for FBA. 

[bookmark: _Toc292786694]7.1 Hardware Limitations
These depend on the organisation’s SharePoint implementation and infrastructure. 

[bookmark: _Toc292786695]8. Other Non-Functional Requirements
[bookmark: _Toc292786696]8.1 Security
Once changed, the password is stored in encrypted form in the system. 
Each personal site is private and secure. 
A project site is only accessible to approved project members. 
[bookmark: _Toc292786697]8.2 Reliability
If the system is down, e.g. for maintenance, login will be impossible.
[bookmark: _Toc292786698]8.3 Extensibility
This will be extended to allow Windows Authentication / Active Directory. 
[bookmark: _Toc292786699]8.4 Reusability
The WSP can be deployed on any SharePoint 2010 deployment.
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