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‘ HookDLIFunc( (LPCSTR)(DWORD_PTR)GetMenuStringd, (LPVOID)(DWORD PTR)HookGetMenuString, NULL);
—i#ifdef Testing
HookD11Func((LPCSTR) (DWORD_PTR)GetMenuItemInfoA, (LPVOID)(DWORD_PTR)HookGetMenuItemInfo, NULL);
L HookD11Func((LPCSTR) (DWORD_PTR)SetMenuItemInfoA, (LPVOID)(DWORD_PTR)HookSetMenuItemInfo, NULL);
#endif

HookD11Func((LPCSTR) (DWORD_PTR)IsDBCSLeadByte, (LPVOID)(DWORD PTR)HookIsDBCSLeadByte, NULLY;

HookD11Func((LPCSTR) (DWORD_PTR)CharPrevA, (LPVOID)(DWORD_PTR)HookCharPrev, NULL);

HookD11Func((LPCSTR) (DWORD PTR)CharNextA, (LPVOID)(DWORD PTR)HookCharMext, NULL);

addresses.lpEnumFontFamiliesExA = (LPEYTE)HookD11Func({LPCSTR)(DWORD_PTR)EnumFontFamiliesExA, (LPWVOID)(DWORD_PTR)HookEnumFontFam
/*+ (psettings->n0SVer == VER_WINXP SP2_OR ABOVE ? @ : 1)*/;

addresses. lpEnumFontFamiliesExW = (LPEYTE)HookD11Func((LPCSTR)(DWORD PTR)EnumFontFamiliesExW, (LPVOID)(DWORD PTR)HookEnumFontFam

addresses.lpEnumFontsA = HookD1lFunc((LPCSTR)(DWORD _PTR)EnumFontsA, (LPVOID)(DWORD_PTR)HookEnumFontsA, NULL);
L] addresses. 1pEnumFontsW = HookD11Fune((LPCSTR)(DWORD_PTR)EnumFontsW, (LPVOTD)(DWORD_PTR)HookEnumFontsk, NULL);
HookD11Func((LPCSTR) (DWORD _PTR)EnumFontFamiliesA, (LPVOID)(DWORD PTR)HookEnumFontFamiliesA, NULL);
HookD11Func((LPCSTR) (DWORD PTR)EnumFontFamilieswW, (LPVOID)(DWORD PTR)HookEnumFontFamiliesW, NULL);

HookD11Func((LPCSTR) (DWORD_PTR)CreateFontIndirectA, (LPVOID)(DWORD_PTR)HookCreateFontIndirect, MULL);
addresses. lpGetStockObjectAddress = (LPEYTE)HookD11Func((LPCSTR)(DWORD PTR)GetStockObject, (LPVOID)(DWORD PTR)HookGetStockObject

Ex 2 REHS
3) JFJA VisualStudio, %+ Debug #H4T7IHIR (release AT LA, {HJZ debug 25 Hi B K
FERERIGE I, 1M release # B NE NG5, Aowfbidat] 6 hgiE), MEL
Az e, HiEET ONEHEIETT), FERE ntlea Joilid ntleas MUREFEKE DLL 01+
WARFENE H et i, R EERE H bRl

Configuration: |Aclive(ReIeaseJ v| Platform: |Adive(Win32] v| ‘ Configuration Manager... ‘

I Commaon Properties DEbUQQET to launch:

4 Configuration Properties

|Loca| Windows Debugger v|

General

Debuggi
L Command $(TargetPath)

VC++ Directori
s rectanes Command Arguments G\Wirldows\SyﬂernBZ\mtepad.exq E
++ S 3 - -
I'I K Working Directory $(ProjectDir)
Linker Attach No

Manifest Tool T e i
Resources

XML Document Generat

Environment

Merge Environment Yes
Browse Information SQL Debugging No
Build Events Amp Default Accelerator

Custom Build Step

Code Analysis Command Arguments
The command line arguments to pass to the application.

E R 3 SHELE release F debug ¥ 7]
4) 3 VisualStudio FIREFECIEAIER, EFETR Z RN IR, X HIiEFE notepad.exe
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Transport Information

The default transport lets you select processes on this computer or a remote computer running the Microsoft Visual Studio
Remote Debugging Monitor (MSVSMON.EXE).

Attach to: Automatic: Native code Select...
Available Processes
Process D Title Type User Name Session  *
notepad.exe 1
ntleas.exe 288 %86 littlewater\Administ... 1
ntleasig.exe 5056 E:\ntleas\Tools\ntlea\_binx86\ntleasig.exe %86 littlewater\Administ... 1
MNvTmru.exe 3876 %86 littlewater\Administ... 1
taskhost.exe 516 %86 littlewater\Administ... 1
taskhostex.exe 2168 xB6 littlewater\Administ... 1
Taskmgr.exe 1200 =HEEES x86 littlewater\Administ.. 1
vepkgsrv.exe 5132 x86 littlewater\Administ.. 1
vpnclient.exe 3820 %86 littlewater\Administ.. 1
vpncmgr.exe 3148 %86 littlewater\Administ.. 1
v
[[]Show processes from all users Refresh

E3E 4 EFEFF hook BT

5) ZJa R EARYE A 7 X ntleas 41 [m] 4= BIWT, 40 SR 7R ZR A A48 1L 773 (375 nthook
(¥ InitUnicodeLayer BR¥, fEIARIZE 2 JE I 2217, JFHAZILERRERE Z /T, X
Pl i S HERRIZAT, S %A hook 238 H ;

i

addresses. lpGetiindowLongPtraddress = (LP5YTE)HookDL1Func((LPCSTR)(DWORD PTR)GetiWindowLongPtra, (LPVOID)(DWORD PTR)HookGetiWindowLongPtr, NULL)
+ (/*psettings->n0SVer == VER WINZK ? @ : =/2);

HookD11Func( (LPCSTR) (DWORD_PTR)GetMenuStringA, (LPVOID)(DWORD_PTR)HookGetMenuString, NULL);

#ifdef Testing
HookD11Func((LPCSTR) (DWORD_PTR)GetMenuItemInfoA, (LPVOID)(DWORD PTR)HookGetMenuItemInfo, NULL);
HookD11Func((LPCSTR) (DWORD_PTR)SetMenultemInfoA, (LPVOID)(DWORD PTR)HookSetMenuItemInfo, NULL);

sendif

HookD11Func((LPCSTR)(DWORD PTR)ISDBCSLeadByte, (LPVOID)(DWORD PTR)HookISDBCSLeadByte, HULL);

HookD11Func((LPCSTR)(DWORD PTR)CharPrevA, (LPVOID)(DWORD PTR)HookCharPrev, NULL);

HookD11Func((LPCSTR) (DWORD_PTR)CharNextA, (LPVOID)(DWORD_PTR)HookCharNext, NULL);

addresses. lpEnumFontFamiliesExA = (LPBYTE)HookD11Func((LPCSTR)(DWORD_PTR)EnumFontFamiliesExA, (LPVOID)(DWORD_PTR)HookEnumFontFamiliesExA, NULL)
7=+ (psettings->n0SVer == VER WINXP_SP2 OR ABOVE ? @ : 1)%/;

addresses. 1pEnumFontFamiliesExi = (LPBYTE)HookD11Func((LPCSTR)(DWORD PTR)EnumFontFamiliesExid, (LPVOID)(DWORD PTR)HookEnumFontFamiliesExi, NULL);

addresses. lpEnumFontsA = HookDL1Func((LPCSTR) (DWORD_PTR)EnumFontsA, (LPVOID)(DWORD_PTR)HookEnumFontsA, HULL);
© || addresses.lpEnumFontsW = HookD11Func((LPCSTR)(DWORD PTR)EnumFontsh, (LPVOID)(DWORD PTR)HookEnumFontsh, NULL);
HookD11Func((LPCSTR)(DWORD PTR)EnumFontFamiliesA, (LPVOID)(DWORD PTR)HookEnumFontFamiliesA, NULL);
HookD11Func((LPCSTR) (DWORD_PTR)EnumFontFamiliesw, (LPVOID)(DWORD_PTR)HookEnumFontFamiliesw, NULL);

HookD11Func((LPCSTR)(DWORD PTR)CreateFontIndirectA, (LPVOID)(DWORD PTR)HookCreateFontIndirect, NULL);
addresses. 1pGetStockObjectAddress = (LPBYTE)HookDI1Func((LPCSTR)(DHORD PTR)GetStockObject, (LPVOID)(DWORD PTR)HookGetStockObject, NULL);

}
#if !defined(_DEBUG) && !defined(DEBUG)
| #define D11Main _D11MainCRTStartup

#endif

= B x || Call Stack

Name Value Type Name
© ntleai.dilHookAnsiFunctions(const Settings * psettings) Line 183
ntleai.diltinitUnicedeLayer(unsigned long param) Line 2192
[Extemal Code]
[Frames below may be incorrect and/or missing, no symbols loaded for kernel32.dll]

Bl 5 EABRUBOIET
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nthooke + X

(Global Scope) ~|® HookWCtoMB(UINT CodePage, DWORD dwFlags, LPCWSTR IpWideCharStr, int cchWideCh
int WINAPT HookMBtoWC(UTNT » DWORD N ¥ HookWCtoMB X -
_{ ' P e s A ) Aa E % Current Document

// if (lpMultiByteStr 8& lpWideCharStr) OutputDebugStringA(lpMultiBytestr);
if (GetTlsvalueInternal()->IsCreateFileCall) {
GetTlsValueInternal()->IsCreateFileCall = 8;

/=[ebp + 8]*/ = ( »= CP_UTF7/*support UTF-7 UTF-8%/) ? : CP_ACP; // create file should use default CP, or else file won't be foun
} else {
/*[ebp + 8]*/ = ( »= CP_UTF7/*support UTF-7 UTF-8*%/) ? : settings.dwCodePage;
[ ] return MBtoWCI( N N N N N ¥
}
int WINAPT HookWCtoMB(UINT » DWORD 5
= TR , dint » LPSTR , dnt » LPCSTR » LPBOOL )

// if (lpMultiByteStr 88 lpWideCharStr) OutputDebugStringW(lpWideCharStr);

/*[ebp + 8]/ = ( >= CP_UTF7/*support UTF-7 UTF-8%/) 2 : settings.dwCodePage;
@ || return wctomBa( = . 5 N 5 s N )
H
IHRSRC WINAPT HookFindResourceEx(H1I0DULE . LPCSTR . LPCSTR . WORD )
{

= (WORD)settings.dwLCID;
1pTypel = ? MultiByteToWideCharInternal( )t NULL;
pNameld = ((DWORD PTR) & WM CLASSMASK) ? MultiByteToWideCharInternal( )t NULL;

hrsrc = FindResourceExi( » 1pTypew, (lpNameW ? IpNameW : (LPCHSTR) Ys 75
if (InMamally FrasStrinaTntarnal (0 DUNTOY Tnkamald) -
100 %
Watch 2 ~ I x || Call Stack
Name Value Type Name

© ntleaidlliHookWCtoMB(unsigned int CodePage, unsigned long dwFlags, const wcl
ntleai.dliiHookUnicodeToMultiByteSize(int * IpNumberOfBytesConverted, const we
[External Code]

[Frames below may be incorrect and/or missing, no symbals loaded for ntdll.dil]
notepad.exell0f
[External Code]

Autos Locals Watch 1 it ISV Ereakpoints Command Window Immediate Window Output

E&R 6 £ HOOK AL IBiIZiEH AT
6) Ntleasig M[LA—HFEEH, HT & B3 FHSLI, A4 2 &S B AR — ) fid &,
fi 2 J5 — IR AR SR AE AT PR FFE RL, B ¥ A ESC BT

[ E:\ntleas\Tools\ntlea\_binx86\ntleasig.exe = B “

enter <ESCAPE> for exit or <RETURM: for trigger.
: signal iz triggered?
: signal iz triggered?

Bz 7 MREIZEBEIREHIZEETIT

Ui IR

® Ntleasig ANMEKM, THFERAITE, AT LLFIRITI ntleasig #HJH3) CHIRH AT LA
AT 5 B g ELRE S
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NTLEAS AR UIHRA > TIRAS, B BGET 3 5 A E 2 3ETBE R DA A I 22 VR AL 5
ANEEAE NTLEAS F18 FI.NETFRAMEWORK 218 (48R 7] LAt 2 7] LA
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