Network Asset Manager

User manual for release v1.0.5

Initial draft of NAM user manual.
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Main user interface

The main window of Network asset manager uses a split view. On the left side of the main window
all the machines that are discovered and marked for asset tracking are listed. The details like IP
address, last connection status and last connection status message.

SEIE

File Machine Scan Iools Reports  Help

ﬁ““”a = Scans [11/14/2009 1157 &M -
aF
0 @ TESTMACHD! System | Softwares | Processes | Services |

I™ Expand list automatically

@ Processor

= o3
g‘ Microsoft Wincows ¥P Professional Service Pack 2

Maime Microsoft Windows ¥P Professional

Wersion 5.1.2600

Builc Mo 2600

Install Date 17202008 12:12:24 PM

Service Pack Service Pack 2

Windowys ID TE487-640-0145443-23840

Serial Key et ta be implemented
B Bios
G- @ Mother Board
- Disk
-G memary
B Logical Drive
B CORom
B Videa
B Muttimecia
B Manitor
- Share
B Hotfizes
- Start Up

[Scan complete

@ Computer cannot be monitored.
@ Computer is on-line and ready for monitoring.
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Getting Started

Specify Credentials

Network Asset Manager needs the administrative credentials to collect the data from the monitored
machine via WMI.

User needs to provide the appropriate credentials that are required for monitoring.
To add a credential

e C(Click on Menu machine - Add credentials

— Credentials — Credentials

adrminigtrator M anne Iadministratnr

|l zermame Iadministratur

Password | HHHHHEHH

M e | Save Delete

Specify login credentialzs to be uzed for collecting information

Cloze |

e To add a new credential click on new = Fill in the credentials and click save.

e To modify the credentials select the credential that needs to be modified > make the
necessary changes and click save

e To delete a credential select the credential and click delete.

At the time of discovery, these credentials are used to retrieve WMI data from the monitored
machine.

To learn more about Discovery process please refer the discovery section.

Machine Discovery

User needs to add computers to the monitoring list.

Network Asset Manager provides four ways to add machines to the management system:
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Add computers by domain

Add computers by range of IP addresses.
Add computers using csv files.

Add computers one by one

When a particular machine is added to the system, the credentials entered are automatically
mapped to the machine. This simplifies the credential mapping mechanism and machines
enables one click machine addition.

Add by domain

Network Asset Manager enables user to scan all available computers on your network and
add them to the system for monitoring.

To add computers on your network perform the following steps:

e Click on Menu machine >Add computers by domain

Add machine by domain d |

D'amain name

TESTDOMAIN =l

)3 Cancel |

e Inthe form select the domain.
e To add machines from all available domains select “All Machines”
e (lickon Ok

Add by IP/Hostname address

A single machine can be added for tracking using the IP/Hostname interface.
To add computer following are the steps

e Specify the hostname or IP address of the machine that needs to be added for
tracking.

e (lick on Ok.

e The machine will be discovered and added to the system for tracking.
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Add machine by hostname

MHame

2

| TESTMACHDT

Ok | Cancel

Add computers by range of IP addresses
Not yet implemented

Add computers from CSV file
Not yet implemented

Delete a computer from system

To remove a machine from tracking following are the steps

e Check the checkbox in the monitored machine list
¢ Inthe machine menu click on Delete computer

User manual (1.0.5)

Metwork Asset Manager

File | Machine | Scan  Tools  Reporks Help

M achir Find Machine tatus |
[ ] ocal m..
® Add computer by hoskname Nachin,

Add computers by domain
Add computers by IP range

&dd computers From file

Delete compuker

add credentials

Scans

Syzterr
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Tracking

Data collection

To collect data from a machine

e  Check the checkbox to mark the machine.
e Rightclick = Scan.
¢ The machine is scanned and data is displayed on the right side tree view.

The progress of the data collection process is displayed in the status bar at the bottom of the
main window.

Network Asset Manager =10

File  Machine Scan  Tools  Reports  Help

Machine IP address Status G I11J2."2UEIST:EH M j
[ JovnoLapTop lazaacae Lt pie
@ TESTMACHOD . not accessible Spstem I SDItwaresl Plocassesl Serwcesl
Delete machine
[~ Expand list automatically
q [ 12 | i ®

[ [Callecting Startlp information

Viewing collected data
To view the collected information for a machine
e Select the machine from the machine list.

e Select the scan instance from the drop down list (scan instances are with the scan
initiated date and time)

System tab

The collected hardware information is listed as a tree structure. The tree structure can be expanded
to show the details of a particular hardware. To expand the complete tree check the expand list
automatically check box.
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ietwork Asset Manager

File Machine Scsn  Toolks  Reports  Help
Maching [ 1P address | Status Scans [T17272003 101 &M
@ DYNOLAFTOP 17216815 Local machine
@ TESTMACHO Machine i not accessible... | System | Softwares | Processes | Services |

User manual (1.0.5)

=18l x|

I™ Expand list automatically

@ Processor
. CPUD 1496
@ crut 1as5

[J—g_ os

Micrasoft Windows XP Professional Service Pack 2

-9 Mother Board

J—g_ Disk
(Standard disk drives) IDE 120 GBs

Name: Micrazoft Vindows HP Prafessional

“ersion 512600

Build Mo 2600

Install Dete 142002008 12:12:24 PM

Service Pack Service Pack 2

Windows ID TE457-640-0145443-23840

Serial Key ‘et to be implemented
[]—E Bios

LENOWO DSCNSTWWNCY1 0B)

Manufacturer LENOWO

“ersion OSCHITWIAICY DB)

Release Date B#H 812007 5:30:00 A

Caption Hitachi HTSS41612)95400
Size 120 GBs
Manufacturer (Standard disk drives)
Interface IDE
Media Type Fixed  hard disk media
Bytes Per Sector 512
Heads 255
Cylinders 14593
Sectars 234436545 L
Tracks 721215
Model Hitachi HTS541612J35400
B9 Memory
@ Logical Drive
B+
i I3 __!CDRom LI
[
Software tab
All the software on the monitored machine are listed with the version and installed date details.
TS|
File Machine Scsn  Toolks  Reports  Help
Maching [ 1P address: [ Status Sears [7zzORTOT M 7]
@DYNOLEFTOF 17216815 Local machine
@ TESTMACHO Machine i not accessble .. | System  Softwares | Processes | Services |
Name [ version [ InstalDate [ Location -
@ Torent 184 C:MProgram FilsshuT orrent
@ ActivePer 510.0 Buid 1003 5101003 10/29/2009 1200:008M | C:4Paily
@ Adobe Flash Player 10 Active 1003218
@ ArkhSYN 21.7141181 2.1.7141.181 1041342009 12:00:00 44
® C |
@ CodeSmith Professional 5.0.1.4393 5.0.4553 10AEA2009 12.00:00 44 |
@ Foxit Reader
@ Free Download Manager 3.0 10/8/20091200:004M | C:“Program Files\Free Download Manag
@ GIMP 267 10/21/20093 1200:004M | C:\Program Files\GIMP-2.0%
@ GTK+ Puntime 2.14.7 rev a [remove anly)
@ High Definition fudio Diiver Package - KE838111 2004019.000000
@ Hijack This 2.0.2 202
@ Hofix for Microsoft NET Framewark 3.5 5P1 [KES53555) 1
@ Hofix for Microsoft NET Framewark 3.5 5P1 [KES58454) 1
@ Hotfix for Dffice (KBI50278)
@ Hoffix for windows <P (KBS0334] 1 10/20/2009 12:00:00 44
@ Hoffix for windows <P (KBS35448) 1 10/12/2009 12:00:00 M
@ Hoffix for windows P (KESS4E50-v5] 5 12042009 12:00:00 &M
@ Hoix for windows <P (KES51118) 1 10A1242008 12.00:00 44
@ Hofix for windows P (KBS71 2763 3 101542009 12:00:00 44
@ HTML Help Workshop
@ Intel(R) Graphics Media Accelerator Diiver
@ Intariview [remove only]
@ K-Lits Mega Codec Pack 5.1.0 51.0 10/8/20091200:00AM | C:\Program Files\K Lite Cades Pack’,
@ LiveReg (Symantes Comparation) 2151502 C:AProgram FileshCammon FileshSymante
@ Livepdate 3.3 [Symantec Corporation) 33069 "C:\Pragram FilestSymantechLivellpdat
@ Microsolt NET Compact Framework 2.0 5P2 20,7045 12042009 12.00:00 &M
@ Microsalt NET Compact Framework 3.5 35.7283 12042009 12:00:00 &M
@ Microsalt NET Framewark 2.0 Service Pack 2 2,2.30729 1011242009 12:00:00 44
@ Microsalt NET Framewark 2.0 Service Pack 2 3230729 10/12/2009 12.00:00 44
@ Microsoft MET Framewark 3.5 SP1 C:wINDOWS \Microsoft NET\Framewc
@ Microsatt MET Framewark 3.5 5P1 3530729 10/12/2009 12:00:00 M
@ Micrasalt ActiveSync 4550960 10/20/2009 12:00:00 44
@ Micrasatt Devies Emulator version 3.0 - ENU 9021022 1/20/20091200:008M | C:\Program Filss\Micrasoft Device Emul
@ Microsoft Document Explorer 2008 C:\Frogiam FilsshCommon Files'Microso
Micrentt Pl mmant Funlorer 2002 ansm 1203006 171N Ak
i o L1 '
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Processes tab

All the processes running at the time of scan are listed with the other process

details.
=gl

File Machine Scan Iools Reports  Help

Maching [ 1P address | Status Soans IWI

@ DYNO-LAPTOP 17216815 Local machine :

@ TESTMACHO Machine i not accessble .. | System | Softwares | Prosesses | Services |
MName | Process|D | ParentProcessiD | ThreadCount | WirtualSize | PrivatzBytes | Priority | CommandLing -
& Systern 1dle Process [i] [i] 2 0 bytes 0 bytes 0
@ System 4 o a3 1.84 MBs 28 KBz 8
W smss.exe 856 4 3 372MBs 176 KBs 1 “SystemB ootiSy.
W crssene 944 a5 1 £4.92 MBs .. 178MBs 12
@ winlogon exe arz o956 19 5417 MBs .. T38MBs 12 winlogon exe
W services.ene 1018 ar2 18 662 MBs .. 23EMBs 9 CAW/INDOWSY,
W lzass.ene 1028 972 22 41.74 MBs .. 439MBs 9 CVw/INDOWSY,
W svchost exe 1188 1mMe 16 62.94 MBs 335 MBs 8 LW WD OIS,
@ svchost exe 1284 1me 10 3761 MBs 236 MBs 8
@ svchost exe 1324 1me 73 14353 MBs 2114 MBs 8 LW WD OIS,
W SavService exe 1368 1016 40 22175 MBs 6346 MBs 8
W Smc.exe 1948 1018 B 10294 MBs .. 1241 MBEs ] “'C:\Program File..
W svchost.exe 1988 1018 E 3014 MBs .. 1E55MBs L]
W svchost.exe 2040 1018 14 40.45 MBs .. B25MBs L]
W coSvoHstese a1 101E 37 7493 MB2 .. 1098 MBs 8 “C:\Program File...
@ spoolsy. exe 1348 1mMe 1 42,88 MBs 3.4 MBs 8 CAwINDOWSY
@ svchost exe 1636 1me 6 3852 MBs 237 MBs 8
@ GhostStantService exe 1828 1me 3 18.97 MBs B3EKBs 8 “'C:\Program File
W salserviene 1864 1016 26 18GEs B4 65 MEs 8 “'C:\Program File
W nimbus. exe 1884 1018 2 1305 MBs .. GEOKEs ] “C:\Program File..
W explorerexe E72 208 14 12526MBs .. 233ZMBs L] CAW/INDOWSY,
W SAVAdDminService exe an4 1018 4 2042 MBs .. 173MBs L] “'C:\Program File..
W Alsvec.exe 9E 101E 7 39.46 MBz .. 1E3IMBs 8 “C:\Program File...
W svchost exe 1760 1mMe ] 3755 MBs 282 MBs 8 LW WD OIS,
@ vmware-authd exe 1280 1me 6 51.21 MBs 3.43MBs 8 “'C:\Program File
@ vmount2 exe 2268 1me 3 37.05 MBs 187 MBs 8 “'C:\Program File
W ightray. exe 2372 E72 2 3471 MBs 980 KEs 8 "CAWINDOWS
@ hkemd exe 2408 E72 2 3159 MBs .. 972KBEs ] "CAWINDOWS..
W ighisrvc.ene 2418 1188 4 2502 MBs .. T4EMBs L] CAW/INDOWSY,
W ighipers.exe 2448 E72 E 2542 MBs .. TE0KEs L] MCAWINDOWS..
W wrhnat.exe 2560 1016 3 15.43 MBs .. TT6KBs ] C:WIND WS,
@ solagent EXE 2640 1mMe a 41.27 MBs 231 MBs 8 “'C:\Program File
@ vmnetdhep exe 2864 1me 2 137 MBs 948 KBs 8 LW WD OIS,
@ RTHDCPL exe 2908 672 4 B6.95 MBs 19.25 MBs 8 “CWINDOWS.
W GhostStanTraydpp exe 25924 E72 1 25.42 MBs B80KEs 8 “'C:\Program File

CEFharnam P awe AT £77 1 2N Q8 MR- Q%6 KR 2
4 (] Lo |
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Services tab

All the services installed on the machine are listed with other service details.
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=181x|
File  Machine Scan  Tools Reports  Help

Maching [ 1P address | Status Soans IWI

@ DYNO-LAPTOP 17216815 Local machine

@ TESTMACHO Machine is not accessible .. System | Softwares | Frovesses
MName | Description | State | Starttode | Account | Path | -
o Alerter Matifies selected Stopped Disabled NT AUTHORIT CAWINDOWS",
@ Application Layer Gateway Service Provides support... | Rurining Manual NTAUTHORIT..  CAWINDOWSH
@ Application Management Provides softwar... | Stopped Manual LocalSystem CAWINDOWSY,
W ASP.MET State Service Frovides support.. | Stopped Manual NTAUTHORIT...  CAWINDOWSS...
W Windows Audio Manages audio...  Rurning Auto LocalSystem CAWINDOWEY..
@ Background Inteligent Transfer Service Transfers data b...  Stopped Manual LocalSystem CAWINDOWEY..
W Computer Browser Maintaing anup...  Running Auto LocalSystem CAWINDOWS..
@ Symantec Event Manager Event propagati.  Running Auto LocalSystem “C:A\Pragram File
@ Symantec Settings Manager Seftings storage .. Rurining Auta LocalSystem “C:\Prograr File:
@ Indesing Service Indexes content.. | Stopped Manual LocalSystem CAwINDOMWS
W@ ClipBook Enables ClipBoo..  Stopped Disabled LocalSystem CAWINDOWSY,
@ NET Runtime Dptimization Service v2.0.50727_=86 Microsoft MET ... Stopped Manual LocalSystem CAWINDOWEY.. i
@ COM+ Spstem Application Manages the co... | Stopped Manual LocalSystem CAWINDOWEY..
@ Cryptographic Services Frovides thiee m... | Rurning Auto LocalSystem CAWINDOWEY..
W DCOM Server Process Launcher Provides launch ... Running Auto LocalSystem CAWINDOWS..
& DHCP Client Manages networ. | Running Auto LocalSystem CAWINDOWSY,
@ Logical Disk Manager Administiative Service Configures hard .. Stopped Manual LocalSystem CAwINDOMWSH
@ Logical Disk Manager Detects ardmo... | Rurning Auta LocalSystem CAwINDOMWS
& DNS Client Fiesolves and c. Running Auta NT AUTHORIT. CAWINDOWSY,
W Enor Reporting Service Allows eror repo... | Running Auto LocalSystem CAWINDOWEY..
W EventLog Enables event lo... | Rurning Auto LocalSystem CAWINDOWEY..
& COM+ Event Spstem Supports Spstem... | Running Manual LocalSystem CAWINDOWEY..
W Fast User Switching Compatibility Provides manag...  Stopped Manual LocalSystem CAWINDOWS..
@ Windows Presentation Foundation Fort Cache 3.0.00 Optimizes perfor. Stopped Manual NT AUTHORIT. CAWINDOWS",
@ GhostStanService Backgrourd ser.. | Rurining Auta LocalSystem Co\Program Files
@ Help and Support Enables Help an.. | Rurining Auta LocalSystem CAwINDOMWS
@ Human Inteface Device Access Enables generic Stopped Dizabled LocalSystem CAWINDOWSY,
WHTTPS5L This service impl.. | Rurning Manual LocalSystem CAWINDOWEY..
@ Windows CardSpace Securely enable..  Stopped Manual LocalSystem MCAWINDODWS ..
& M44P1 CD-Bumning COM Service Manages CD re...  Stopped Manual LocalSystem CAWINDOWEY..
@ Server Supports file, pri..  Rumning Auta LocalSystem CAWINDOWSH...
@ Workstation Creates and mai Running Autar LocalSystem CAWINDOWS",
@ Livelipdate LiveUpdate Cor..  Stopped Manual LocalSystem “CAPROGRA™
@ TCP/IP NetBIDS Helper Enahles support Runining Autar NT AUTHORIT CAWINDOWS",
W Messenger Transmits net se... | Stopped Dizabled LocalSystem CAWINDOWSY,
@ Netheeting Remote Desktop Sharing Enables an auth...  Stopped Manual LocalSystem CAWINDOWEY..

4 T [y i oo ten. | Eroen Moo W AlTUADIT i |

10
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Reports

Network asset management system supports generating reports of the discovered system.

[ Asset report == x|

File  Print

REFERENCE 2073231601970

Microsoft Windows XF Professional | 5.1.2600 1/20/2009 12:12.24 PM Service Pack 2 TE437-640-01 45443-23840 | Vet to be implemented

Hitachi HTS541612195400 120GBs [Stamdard disk drives] | IDE Firedihard disk media [ 512

Intel(Ft) Core{TM)2 Duo CPU T5250 @ 1.50GHz | Genuinelntel
CPU1 Intel(Ft) Core{TM)2 Duo CPU T5250 @ 1.50GHz | Genuinelntel 1436 w85 2043 0 U2E1

Report generation

To generate a reports

e  Click on the report menu item = System report

@ Network Asset Manager

File  Machine Scan  Tools | Reports | Help

I achine | |F address | System report: |I REis F
@ DYNO-LAPTOP | 172163.1.5 Tocalm. ..
Spstem |

e Select the report parameters

1

IR
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i

a E &l Machines
o [m] DYNO-LAPTOP

- [=] MatherBoard -
- Share

- LogicalCrive

- Startlp

E as

-] Manitor

-] bisk

- Softwares

-] Hotfizes

E v oy
-] CORom
-[®] Processor

.1 Rins j

Ok | Cancel |

e The machines marked for monitoring and the associated entities are displayed. Select
the machines and the entities that are to be included in the report.
e (lick Ok to generate the report.

(B Asset report =& x|

File  Print

LENDYD REFERENCE IGT30 2079231601970

Microsoft Windows XF Professional | 5.1.2600 2600 1/20/2009 121224 PM Service Pack 2| 76487-640-0145443-23840 | Yet to be implemented

1GBs M1 Bank 0 S0DIMM Unknowrn BE7 nis
1GEs M2 Bank 1 SODIMM Unknown EE7 ns

Intel(Rt) Core(TM)2 Duo CPU T5250 @ 1.50GHz | Genuinelntel [ 1436 Model 15, St
CPU1 Intel(F) Core{TM)2 Duo CPU T5250 @ 1.50GHz | Genuinelnts! [ 1436 #H6 2048 1} U2E1 Model 13, St

Saving reports

The generated reports can be saved in multiple formats.

HTML reports

To save the generated report as html

1

N
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Click file->Save as>html

Specify the location where report needs to be saved.
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lsix
2+ [E] CiDoauments and settingslyan. erdgeiDesktopitest il =] 4 | x| [ |2]-]
Ele Edt Mew Favortes Tools Help
¢ Favorites @ asset Management Report | | B -7
Network Asset Manager Report T
Dated: 12/14/2009 1:31:22 AM
DYNO- R .
L APTOP 172.168.1.5
MotherBoard
Manufacturer Version Product Serial No Model
LENOVO REFERENCE IGT30 2079231601970
0os
Name Version Build No Install Date Service Pack | Windows ID Serial Key
Microsoft Windows XP | 12600 2600 1/20/2009 12:12:24 |Service Pack | 76487-640- Yetto be
Professional R - DM 2 0145443-23840 implemented
Memoary
Capicity Device Locator Bank Label |Form Factor ?Ez:or}' Manufacturer Speed
1GBs M1 Bank 0 SODIMM Unknown 667 ns
1GBs M2 Bank 1 SODIMM Unknown 667 ns
Processor
Device ID Name Manufacturer |Clock Speed Architecture |L2 Cache Size L2 Cache Speed %};}:et Version
- Intel(R) Core(TM)2 Duo CPU . § 5 - Model 15,
CPUO T5250 @ 1.50GH: Genuinelntel |1496 %86 2048 0 U2E1 Stepping 13 |
. Intel(R) Core(TM)2 Duo CPU . § 5 - Model 15,
CPU1 T5250 @ 1.50GH: Genuinelntel |1496 %86 2048 0 U2E1 Stepping 13 -
Done [ [ [ [ [ My computer [7a - [®0% -

13
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System requirements

Monitoring Platform:

e Windows 7

Windows Vista

Windows 2003

Windows XP

Windows 2000

Windows NT

Windows Me

Windows 98/95
(http://www.microsoft.com/downloads/details.aspx?familyid=98a4c5ba-337b-4€92-
8c18-a63847760ea5&displaylang=en)

Software requirements

e Dot Framework 3.5 or above

14




