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Windows® BitLocker™ Drive Encryption (BitLocker) is a feature in the Windows 7™, Windows Vista™ and Microsoft® Windows Server® 2008 operating systems that provides better offline data protection for your computer. This feature is enhanced by the use of a Trusted Platform Module (TPM).
This guide includes explanation of how to use the source code for Key Recovery Tool for Bitlocker® to support the recovery of information protected by BitLocker, with or without the use of a TPM.

[image: ]

Information in this document, including URL and other Internet Web site references, is subject to change without notice. Unless otherwise noted, the example companies, organizations, products, domain names, e-mail addresses, logos, people, places, and events depicted herein are fictitious, and no association with any real company, organization, product, domain name, e-mail address, logo, person, place, or event is intended or should be inferred. Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights under copyright, no part of this document may be reproduced, stored in or introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written permission of Microsoft Corporation.
Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this document. Except as expressly provided in any written license agreement from Microsoft, the furnishing of this document does not give you any license to these patents, trademarks, copyrights, or other intellectual property.
© 2009 Microsoft Corporation. All rights reserved.
Active Directory, BitLocker, Microsoft, MS-DOS, Visual Basic, Visual Studio, Windows, Windows NT, Windows Server, and Windows Vista are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.
The names of actual companies and products mentioned herein may be the trademarks of their respective owners. 
The Key Recovery Tool for Bitlocker® source code is governed by the terms of the license agreement accompanying the code.  The information in this document is provided “as-is.” You bear the risk of using it. Microsoft gives no express warranties, guarantees or conditions. To the extent permitted under applicable laws, Microsoft excludes the implied warranties of merchantability, fitness for a particular purpose and non-infringement.  You cannot recover any damages, including consequential, lost profits, special, indirect or incidental damages.


[bookmark: _Toc241480125][bookmark: _Toc241562325][bookmark: _Toc241562439][bookmark: _Toc241566320][bookmark: _Toc242073699]Contents
Introduction	4
Architecture	4
Source Code Folder Structure	5
Generating the Encryption Key	6
SMTP	7
BitLockerRecovery folder	7
BitlockerRecovery project	7
Scheduled Task setup	8
UI Folder	8
Database Scripts	10
SQL Server	10


[bookmark: _Toc241480029][bookmark: _Toc242073700]Introduction
Key Recovery Tool for Bitlocker® was created to address the issue that while Active Directory can be configured to backup Bitlocker Recovery information from computers when they connect to the network, Active Directory is generally purged on a regular interval to remove non-active computers.  But just because a computer may not have connected to the network in a particular time period does not necessarily mean that its data no longer needs to be accessed and retrieved. Key Recovery Tool for Bitlocker® harvests the Bitlocker Recovery information in a single database for long term storage.
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Prerequisites
· IIS 6 or 7
· Visual Studio 2008
· SQL Server 2008
· IIS has ASP.Net, SMTP, IIS6 Metabase Compatibility (if you’re using IIS7) and Windows Authentication installed
· The default webroot has a SSL certificate bound to https://
· Service account with permissions to read the Bitlocker Recovery information from Active Directory as referenced in Backing Up BitLocker and TPM Recovery Information to AD DS.  
[image: important_dd]Important 
This service account should not be used in the IIS application pool to connect to SQL Server as it has too high of privileges and its use should be kept to minimum.  
· Active Directory already is backing up Bitlocker Recovery data and there are records of bitlocked machines.
· [local file location]\UI\References\Enterprise Library 4.1 – October 2008.msi is installed
· The folder “C:\bdevault” is created, this will store the encryption key and the two config file, the web.config for the web UI and the scheduled task’s app.config, expect the key to be stored there.  
· [image: ]If you are using SQL Server 2008, ensure that the sql port has been opened in the windows firewall on the sql server.
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Here is the folder structure of the source code with explanations of what they are


BitlockerRecovery: This contains the source for the scheduled task executable that harvests the Active Directory information of Bitlocker Recovery data and its data layer.
	Bitlocker Recovery: source for the scheduled task executable
	BLRDAL: data layer
Database Scripts: contains the sql script that creates the database.
UI:  contains the solution for the web UI and the references required
	BDEVault
		BitLockerRecoveryWeb: web UI solution
		BLCDE: Common Data Elements
		BLWBL: Business Layer
		BLWDAL: Data Access Layer
References: contains dll’s that are referenced in the different projects plus the msi for Enterprise Library 4.1
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The encryption that is used to store the data securely leverages Microsoft’s Patterns and Practices Enterprise Library.  The msi is included in the References folder to ensure that the correct version is used and should already be installed at this point.  You can use this application to also export and import your encryption key to/from a password protected file for easy transfer between servers.

[image: important_dd]Important 
This key should be stored securely in a different location but keep in mind that that the file is machine protected, so storing the key file and trying to use it on another machine will fail.  It’s the actual key string that needs to be stored outside of the server in secure location.  You can export the key with this tool to a password protected file and the import the same file on a different server and you will then be able to use the same key to decrypt and encrypt the data.  

1. In your Programs menu, launch Enterprise Library Configuration
[image: ]
2. File=>New Application
3. Right-click Application Configuration=>New=>Cryptography Application Block
4. Right-click Symmetric Providers=>New=>Symmetric Algorithm Provider
5. Accept the default of RijndaelManaged and click Ok.
6. Create a new key
7. Next
8. Generate (this is the string that needs to be stored securely)
9. Next
10. … to browse to C:\bdevault.  If this directory does not exist, it should be created at this point.
11. Name the key “bdevault.key”
12. Next
13. Machine Mode
14. Finish
15. Rename the Name field from “RijndaelManaged” to “symprovider”
16. Save the application as test.config, this is the only way to have the bdevault.key generated physically.  But we no longer need the test.config file and can be deleted after you saved it locally. 
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Here is the solution file for the source code for the executable that runs as a scheduled task and that searches Active Directory for BitLocker Recovery data to store.  There are two projects, BitLockerRecovery and BLRDAL, the first is the application code, the second is the data layer code.
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This project compiles into the BitlockerRecovery.exe that is generally installed on the IIS server so that it can share the same bdevault.key as the web UI.  
Under UI\References folder, there is an xml file called bdevault.xml that can be imported into Windows Task Scheduler and will create the basic task to be scheduled.  This task should run with the service account that has the permissions to the AD.  

App.config key values
symmetricCryptoProviders key defines the type of encryption is used, where the key is located and the type of protection is used.
ConnectionString key is the database connection string and should be updated to point to the SQL Server that contains the BitDB db.
ADServer key is the Active Directory (AD) server that will used to initially connect to Active Directory.  The actual lists of domains to scan are stored in the database. 
LoginAccount key is the service account that has permissions to view the Bitlocker Recovery information in Active Directory.  

EncryptBitLockerAD.cs

GetOwner.cs

Logger.cs

Program.cs
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Once you have a compiled executable for this project, the output being BitlockerRecovery.exe, you can then create a Task Schedule that executes the exe on a regular basis.  This must run with the service account that has been granted the elevated privileges in Active Directory.  This service account must be granted rights on the SQL and assigned to the database role of “db_BitDBexecutor” which has already been granted the rights to execute the stored procedures in the BitDB.sql script file.

[bookmark: _Toc242073708]UI Folder
BDEVault
The solution file for all of the UI projects can be found under this folder.  To open bdevault.sln, you must already be running Visual Studio with administrative privileges.  The SSL bindings should already be configured in IIS.  Once you open the solution file BDEVault.sln, it will create a localhost virtual directory for the web UI.

BitlockerRecoveryWeb
Web.Config
connectionStrings: This string should be updated to point to your SQL Server
symmetricCryptoProviders: should point to the path of the bdevault.key and be named “symprovider”
InstallPath: should be mapped to “C:\bdevault”
LeftEmailImage & RightEmailImage: For the email notification templates you can include two images that will be embedded into the email itself.  
AppAdminRoleID: This is the ID from the SGRole table for Admins and they will be granted rights to the admin portion of the web application.
TPMHashFileName & KeyPackageFileName should not be changed.
BLAuthN should not be changed from WindowsAuth
EmailDomain: the email domain that will used for email notifications and needs to be updated otherwise the email notifications will fail.
[bookmark: _GoBack]
Admin folder
It is important that configuration management functionality is accessible only by users with administrative privileges.  Consider authorizing each role separately by using role-base authorization. Make sure admin accounts are set up following least privilege principals, as they have the ability to see all recovery keys. 
Additionally, it is recommended to set the ViewStateUserKey property.  It can help you prevent attack (one-click/CSRF) on your application from malicious users.  This property must be set during the Page_Init phase of page processing.  Setting this property during Page_Load phase throws an exception.


Configure.aspx
· This page allows admins to configure the FAQ’s, email notifications and Data Archival days.  Though Data Archival days was never implemented but the column is there for future use.
· To configure notifications, the easiest way to is format the whole email in Word, save the file as html and then copy that html into the email area.  There are two different options, one that is sent to the Requestor, and one that is sent to the Manager and Machine Owner so that you can have slightly different messages sent if desired.
· The email templates should include the following tags in the desired locations and they will be replaced dynamically by data in the system.
· {EmailTo},{Requestor},{TimeDate},{MachineName},{RecoveryKeyID},{Owner}

Default.aspx
· This is the admins search page.  While there is no email notification sent when a search is done, the searches are logged and available for review in the reports section.  Admins also have a more flexible search functionality, they can sure by user, machine name or first eight digits of the recovery ID.
Reports.aspx
· There are two reports available to admins, summary and detailed reports.  The summary report will give the total number of searches, unsuccessful searches, successful searches and total keys in the system for a given time period.  The detail report returns all logged searches, who completed the search, what role the user is in, if a key was found and their search parameters.
Agreement.aspx
This page is used for all non-admins where they have to acknowledge that all of their searches are being logged.  If they accept, they are allowed in the site.  If they do not, an message states that they can only use the site if they accept.

Default.aspx
If the user is not in the admin group, then they are directed to this page, where the only option is to search by the first eight digits of the Recovery ID.  Email notifications are sent to the requestor, their manager and the machine owner (the person who installed the OS on that machine), for each successful search where a matching record is found.

FAQ.aspx
Displays the FAQ’s that are defined in the system.
[bookmark: _Toc242073704]SMTP
Once the virtual directory for the website has been created, if in the development environment this won’t get created until after you open the solution file bdevault.sln, you need to set the SMTP email settings according to how your company handles SMTP.  The web application sends an email for every successful search a user completes, an email is sent to the person performing the search, their manager and the machine owner of the computer informing them that the user has looked up this information.
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BitDB.sql: This creates the table, stored procedures and database roles
[bookmark: _Toc242073710]SQL Server
Service Accounts
There should be two different service accounts that have access to the database.  The first one is used to run the scheduled task and the second is used to connect from the IIS web application pool.  The only rights that they should be given is to be assigned to the role db_BitDBexecutor which should already be created when you run the BitDB.sql file.  This role should be granted rights to execute all of the BitDB stored procedures.

Tables
ActivityLog
· This table is used by the scheduled task to track errors during its scheduled run time and by the web UI for any errors generated by the user.  Only records up to two weeks old are kept.
BitLockerRecoveryInformation
· This table is used to store all of the BitLocker Recovery data that is gathered from AD.  The RecoveryPassword and TPMHash are both encrypted by the bdevault.key.  The scheduled task inserts and updates the records while the web UI reads the data.
ConfigData
Suggested configuration for the BitDB Configdata table 
BitDB configdata table
	
	Name
	Value

	1
	LogInfoType
	1

	2
	LogLocation
	2

	3
	USNNumber
	0

	4
	ArchivalDays
	99999

	
	
	



The following are lists of all the possible values that can be entered into the configdata table.
LogInfoType Values:
Error = 1,
Warning = 2,
Error and Warning = 3,
Information = 4,
Error And Information = 5,
Warning And Information = 6,
Error, Warning And Information = 7,
DebugInformation = 8,
Error And DebugInformation = 9,
Warning And DebugInformation = 10,
Error, Warning And DebugInformation = 11,
Information And DebugInformation = 12,
Error, Information And DebugInformation = 13,
Warning, Information And DebugInformation = 14,
All = 15
LogLocation Values:
None = 0,
SQL = 2,
LogFile = 4,
SQL And LogFile = 6,
EventViewer = 8,
SQL and EventViewer = 10,
LogFile And EventViewer = 12,
All = 14

Domains
BitDB Domains table
	
	Domain
	FQDN
	ADServer
	ScanSubDomains

	
	YourCompanyDomainName
	DC= YourCompanyDomainName,DC=corp,DC=CompanyName,DC=com
	ServerName.DomainName.SubDomain.Company.com
	0



FAQ
· This table stores all of the FAQ’s for BDEVault and is only used by the web UI.
KeyRetrievalLog
· This table stores all of the searches successful or not.
Notification
· This table stores all of the notification templates
SGRole
	SGRoleID
	SGRole
	SGName

	1
	User
	

	
	
	

	2
	Administrator
	Administrators Group Name
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