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Installation Guide

How to install and use “CloudSaver”
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1.Goal

This manual will help you step-by-step to install CloudSaver on Window
Azure.

1.1 Glossary

e SSL Certificate: it provides security for Web traffic including
confidentiality, message integrity, non-repudiation and authentication.

e Azure Storage: it provides persistent, redundant storage in the cloud.

e Subscription ID: it allows the use of Windows Azure and its
administration tool.

e Partner/Client (PC): the company which will use the application.

e Technical Contact (TC): the technician who will setup the solution on the
cloud.

e End-user (EU): everybody belonging to the PC group.

e Virtual Machine Size: Windows Azure offers various instance sizes from
Small with one core to Extra- Large with eight cores.



4

Manual: Installation process

2.Installation process

The installation can be done in two different ways:

e Using the source code

e Using a pre-compiled application
Except for the second solution, you can customize CloudSaver’s
functionalities using the source code. The compiled application allows you to
make the deployment quickly.

21 Using the source code

You can open the solution using Visual Studio 2010. At first you need to have
installed Window Azure SDK, which you can find at this link:
http:/ /www.microsoft.com/download/en/details.aspx?id=15658)
The project has been written in ASP.NET 4 Web Forms.
Technical features:

e .NET Framework 4

e ELMAH

e AJAX Toolkit

e AspProviders

After customizing the solution, you can right-click on the project and select
“Publish”. This action will create a package .cspkg and a file .cscfg which you

can deploy on the Windows Azure.

2.2 Using a pre-compiled application
You need to create a Window Azure account (to have more info, read the
guide at this link http: / /www.microsoft.com/online/help/it-
it/ helphowto /f9a74cd3-c940-4946-9095-433708a74552.htm).

After that, you have to follow these steps:

1. Go to https:/ /windows.azure.com



http://www.microsoft.com/download/en/details.aspx?id=15658
http://www.microsoft.com/online/help/it-it/helphowto/f9a74cd3-c940-4946-9095-433708a74552.htm
http://www.microsoft.com/online/help/it-it/helphowto/f9a74cd3-c940-4946-9095-433708a74552.htm
https://windows.azure.com/
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2. In “Hosted Services, Storage Accounts & CDN” section, click

“Hosted Services”.

£ Windows AzurePlatform

5 o = <
New Hosted  Mew Production e ging | Upgrade Corfigure Delete  Start
Service Deployment Dy ent

New Deployments

<. | choose columns 1|

Name

2] cloud

=3 Deployment Health

3 Affinity Groups

3 Management Certificates
3 Hosted Services (0)

3 Storage Accounts (2)

(3 User Management

3 VM Images

= CDN

(\J Home

o Hosted Services, Storage
" Accounts & CDN

l] Database

&.ﬂ,] Reporting

Service Bus, Access Control
j & Caching

u Virtual Network

signout ~ @

Billing Roberto Freato
= By 3 ,
Stop Swap Configure Reboot Reimage | =i
VIP 0os
Instances
<
A
Type
Subscription
)
o
©
&
o
n

Picture 1: Azure control panel - Hosted Services

3. Click on “New Hosted Service” to create a new service

a. Set the service name, the url alias and the deploy region

Create a New Hosted Service

Choose a subscription

b

[ Cloud

Enter a name for your service

| CloudSaver

Enter a URL prefix for your service

| cloudsaver

.cloudapp.net

Choose a region or affinity group

(O] [ ‘West Europe .l (_) | Create or choose an affinity group
Deployment options

() Deploy to stage environment

() Deploy to production environment

(*) Do not deploy

< Start after successful deployment

Deployment name
Package location

Configuration file

Browse Locally...

Browse Storage...

Picture 2: Create a New Hosted Service

on
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4. Upload the SSL certificate which you have already created with its
private key (to create a new certificate you can read a brief guide
4.14.1):

Upload an X.509 Certificate

Target hosted service

CloudSaver

Certificate file

| |r—

Password

Create

Picture 3: Upload a SLL certificate

5. Take a note of the thumbprint of the certificate, available on the right of
the panel after its uploading;:

Choose Columns H ;J| e Properties

Mame Canonical name

=] Cloud CN=COMPACT

& CloudSaver T
[ Certificates

., COMPACT

CN=COMPACT

COMPACT

Status

Created

Thumbprint

SB035BBESDENES18122827E417D8573AFCSE

Picture 4: Thumbprint of the certificate
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6. In the “Storage Accounts” section, create a new storage service (“New
Storage Account”) like below picture:

Create a New Storage Account 25

Choose a subscription

[ Cloud .|
Enter a URL
| cloudsaverstorage .*.core.windows.net

Choose a region or affinity group

‘West Europe -|

() | Create or choose an affinity group

Creating the storage account may take several minutes

I 0K ‘ I Cancel

Picture 5: Create a New Storage Account

7. Take a note of the Storage account name and its access key (available
on the right):

View Storage Access Keys 25

Primary access key

y/nMNIILf+mwdXPQEX3tpsSgBn7sR+ESGCcf/8UogvmlhTk]9oWTai8 1ES104sxBh2cBEl 52

12l
Secondary access key

gzoHsvloly1IrYJYERSDLD11Egqlvas8)Gd25100p1Hgl 3udpoDO90QLY7ISNBa7z0cZxy 52

=l

Close

Picture 6: Storage Access Keys

8. Edit ServiceConfiguration.cscfg file specifying:
a. Storage account name (parameter {0})
b. Storage access key (parameter {1})
c. Thumbprint of the SSL certificate (parameter {2})
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If you don’t want to use the manual configuration , you can use the

Microsoft.CloudSaver.Configurator.exe tool. It will create a cscfg file

already compiled with the specified parameters.

-
Configura il tue CloudSaver

==

HNome account

Chiave di accesso

Thumbprint del certificato

Salva il CSCFG

Picture 7: Configurator Tool for CSCFG file

Come back to “Hosted Services” to create the deployment. Click on

“New Production Deployment”, set a name (es. “v1.0”) and the

location of your deploy package and of the configuration file created

before:

Create a new Deployment

Subscription
Cloud

Service name
CloudSaver

Target environment
Production

Deployment name

|v1.0

Package location

| 0CDStudio.Microsoft. CloudSaver. Cloud. cs

l Browse Locally

H Browse Storage... ]

Configuration file

| ServiceConfiguration.cscfg “ Browse Locally

H Browse Storage... ]

0K Cancel

Picture 8: Create a new Deployment

11. If everything is fine, you should see the following scenario:

Name Type

[=5] cloud Subscription

* CloudSaver Hosted Service
[ Certificates
{24 compacT Service Certificate

wl v1.0 Deployment

_:\ CloudSaver Role
i cloudsaver_IN_o Instance

Status Environment
Active
Created
Created
Ready Production
Ready Production
Ready Production

Picture 9: Application deployed
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3.How to use

After the installation, the solution is on line and available going to an url
which has this pattern: [yourAppName].cloudapp.net.

After the first access, the application runs an autosetup which allows to see

this page:
windows azure cloud saver inseriSCi qUI || |OgO
home della tua azienda

home files support login

Windows Azure & |a piattaforma di sviluppo che consente di creare ed eseguire applicazioni nella cloud, lanciarle in pochi minuti
anziché in mesi ed effettuare la codifica in diversi linguaggi e tecnologie, tra cui .NET, Java e PHP. Apriti allinnovazione, liberati
dall'infrastruttura superflua, dai limiti di larghezza di banda o dei server.

Vai alla pagina ufficiale

autenticati salva vai via tranquillo

_—
il
Hai installato correttamente Cloud Saver, Vai nell'area Files per salvare tutti i tuoi Con i tuoi dati salvati su Azure puoi
non ti resta che effettuare documenti personali sul Cloud. Ogni andare in vacanza tranguillo con la tua
l'autenticazione e salvare i tuoi files. Le utente del sistema avra sparzio illimitato @ copia di backup sempre con te sulla tua
credenziali di default sono “Admin® - potra accedere solo ai propri files. Azure fetta di cloud personale! Ricordati che
“PasswOrd!", che ti consigliame di offre SLA del 99,9%! ogni comunicazione tra 'applicazione e i
cambiare immediatamente dopo il login! dati avviene in S5L e che se vuoi, puoi
MNon ti fidi? anche abilitare I'SSL per |'applicazione.
Legai la guida
Scopri come
il

Copyright © 2011 / La mia azienda - Usa la versione sicura in S5L

Picture 10: CloudSaver homepage

You have to login with the following administrative credentials:
e Username: Admin
e Password: PasswOrd!

An admin user, thought his/her administration page, can:

e Create a new user (admin user or common user)
e Edit user permission
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¢ Reset the password
e Manage all permission
e Manage system settings

The picture below shows how to create the users and set the company name
and logo:

Inserisci nuovo

Username: Test

Email: test@testcom

Password: test

® Admin @ User

Inserisci

Picture 11: User creation (Administrator page)
Modifica le impostazioni della tua azienda

Nome della tua azienda: OCDStudio

Indirizzo web della tua aziendz: http:/fwww.robertofreato.cc

Inserisci il logo della tua azienda W:\OCDStudio\logoOCDGo

il logo che vuoi inserire dovra essere di taglio orizzonatale (230x60) e di
dimensioni massime di 1 megabytes

inserisci qui il logo
della tua azienda

Salva impostazioni

Picture 12: System settings

3.1 File saving process
The user (admin or simple user) has his/her own folder to save files.

In the “files” page you can upload, download, delete your files. Every user can
change the application theme using the dropdown list on the left:

windows azure cloud saver

inserisci qui il logo

files della tua azienda

home fles | support | admin | logout
Tema  [aefur [=] BY  Files archiviati
Cartelle personali Carica un file (massimo 50MB)

Admin
ManualeUtente pdf 92KB application/pf B (o)
defauithtm 18 et/ = E

Copyright © 2011 / La mia azienda - Usa la versione sicura in SSL

Picture 13: Files Management
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4.Appendix

4.1 How to create a SSL self-signed certificate
This brief guide will help you to create a SSL certificate to provide a secure
communication (transport-layer security).

4.1.1 How to create a certificate using IIS
After opening IIS, you have to go to “Server Certificates” section:

File View Help

‘Connections

§ B =
Qél Server Certificates
b Import..
= .
< C,SMPACT (COMPACTY | ). this feature to request and manage certificates that the Web Create Certificate Request...
L Application Pools server can use with Web sites configured for S5L. Complete Cerfificate Request...
(8] Sites B -
Name Issued To Create Domain Certificate...
Create Self-Signed Certificate...
® Help
Online Help
< i v

Picture 14: IS and SSL Certificate

Click on “Create Self-Signed Certificate” and set a certificate name. Export the
certificate right-clicking on it.

Actions

qgl Server Certificates

Use this feature to request and manage certificates that the Web
server can use with Web sites configured for 55L.

Narne ‘ Issued To

COMPACT

cloudsaver.cloudapp.net

Import...
View...
Create Certificate Request... Export...
Complete Certificate Request... K Remove
Create Domain Certificate... '@ Help
Online Help
Create Self-Signed Certificate... gt
View...
a |—| Export...
K Remove

Import...

Create Certificate Request...
Complete Certificate Request...
Create Domain Certificate...

Create Self-Signed Certificate...

Picture 15: Certificate export

While the exporting, set a password for the private key. Now you can import
the .pfx file in Windows Azure administrative console.



