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Instructions for Installation of the Consumer Direction Module Application

Description

The Consumer Direction Module (CDM)  is a software application for managing Medicare recipients in a participant-directed program.  There are tools for creating participants, their budgets and spending plans, report their expenditures, and compare spending vs plan.  Programs have the capability to enter notes about participants, attach documents to a participant file, and receive alerts and notifications regarding participant activity.

All previous releases of the CDM were written in ASP.NET Version 2.0.  This latest version was updated to ASP.NET Version 3.5
Pre-requisites

Prior to beginning this application, the following servers are required to be installed and configured:

· You must have an installation of Microsoft SQL Server 2005, Service Pack 1 available.  This application will also work with Microsoft SQL Server 2008.
·  You must have a Web Server on Windows Server 2003, complete with .NET 2.0 platform

· You must have an email server set up.  There is no installation to do.

Database Server

Description of Backup Database Contents

Your installation package includes a file called CDM_Blank.bak, which is a  backup of our base database.  It includes all the tables, views, stored procedures, and functions of the database. In addition, all of the lookup tables are populated with some default data.

This data has one default user in the system:

	Logon Id
	Password
	Role

	Admin
	Admin1
	System Administrator


This user has the capability of creating new users in the system.
Save the backup file somewhere on your database server for the next step.

Restoring the Backup Database to Your Server

Open SQL Server Management Studio, and connect to your database server.

Right click on the Databases folder and select the option called Restore Database …, as shown below:
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This is the window that will pop up.  In the To database field – type the name that you want to call your database.  Most states simply use CDM.  In the example above, we called it CDM_MyState.

In the section called Source for restore, select the radio button next to From device.  Then click the … button next to it to select your file.  You will then see this screen:
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Where it says Backup Media, select File.  Then click the Add button to select the backup file.
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Navigate to the location where you saved the CDM_Blank.bak file, select it, and click OK.  You will then get the screen below, with the name of your file showing.  Click OK to close that window.
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Next the screen below appears, with the name of the file that you selected.  Be sure to check the box next to the file that says Restore.  Then Click the OK button.
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If all goes well, you will receive this confirmation message that the restore was successful:
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Creating the Nightly Jobs
There are two nightly jobs that you should add two your database.  These are:

ClearExpiredNotifications.sql - for cleanup of notifications that have expired.

UpdateAlerts.sql - for population of alerts

Please read the accompanying document entitled 'Manually Creating Nightly Jobs.doc', to manually create the jobs to run nightly.

ASP.NET 3.5 Installation

This is the first release of the CDM that was written for ASP.Net Framework version 3.5.   To install this, download the file entitled ASP.Net Version 3.5 to your web server.  Double Click the file to run the installation.  Follow the instructions on the screen.

Crystal Reports
Installation on Web Server
To run Crystal Reports on your web server, you need to install the Crystal Reports for Visual Studio 2008 software.  Download this link from your install and save onto your web server.  Double click the file and follow the instructions.
Note: this is a Click-Once install, so it is possible that you will not receive any instructions other than a message that the installation was successful.

Setup of the ODBC connection

On your Web Server, Select Administrative Tools ( Data Sources(ODBC). Go to the System DSN tab:
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Select Add.  Then Set up an ODBC Connection with the SAME name as your server.  In the case below, we are connecting to a server at address 10.1.2.12 .

NOTE: You can use a named server.  You do not need to use IP addresses.
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Click Next.  Then enter login information:

[image: image11.png][Microsoft SQL Server DSN Configuration

How shoud SOL Server veily the authentcity of the login D7

€ WithWindaws NT authertication using the netork agi .

= Wil ST Server aLthenicaiion s & 1agin D and passiard]
entered by the user.

To change the network bray used to commuricale with SOL Server,

el Clert Carfiguraton
Clent Configuation.

Connect to S Server o obtain defaul settings for the.
ddiional configuration oplions.

LoginID: [sa

Password

<ok G| i





and enter the login information to connect to your database server.  Click next, and select the default database:
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click Next.  On the last screen, click Finish with no changes.
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Select Test Data Source to verify your connectivity and that setup is correct.  If successful, you should see this:
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Click OK.

Registry Key

Crystal installs a registry key on your server.  The path is:

HKEY_LOCAL_MACHINE;SOFTWARE;Crystal Decisions;10.0;Report Application

 Server;InprocServer;PrintJobLimit

The default value is 75.  Recommend that this value be modified to 300.

AJAX Installation

This release includes use of AJAX, which enables some pages to have changes made to them without requiring the entire page to be reloaded.  To make this functionality work requires these two items:

1. installation of AJAX technology on the production web server 

2. settings modifications on the web.config file to enable AJAX in the CDM application.  These settings are included in your base web.config file

Installation of AJAX on the Web Server

The file ASPAJAXExtSetup.msi was included with this installation package.  Copy this file to a folder on your web server.

Double click on this file to install AJAX on your web server.

Web Application

Un-install any previous Version of the Application

This step will not apply the first time you install the CDM program on a server.  But, in case the program has been installed before, you will need to uninstall the previous version.  Here are the steps:

Go to Control Panel... Add or Remove Programs.  Your screen will look like the one shown below:
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Highlight the item entitled CDMWebSetup, and select Remove.  Click yes when asked if you are sure you want to remove the application.

Run Install Program – Option 1
         From your installation package, copy the CDMWebSetupV2008.msi file to your Web Server. Double click on the msi file to run the installation program.  
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You will see the above Welcome screen. Click Next.
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The install program will prompt you for the Site and the name of the Virtual directory.

If your Web Server has multiple sites, you can select from this dropdown which site you wish to install.  If your server has only one site 'Default Web Site' will be the only option.

You also have the option of selecting the name of the Virtual Server to which you want to install the application.  The default is CDMWebSetup.  You may choose to name the virtual directory whatever makes sense in your state.

After the above, you are asked to confirm installation:
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The Program then installs the application, and gives you a confirmation of success, as shown below.
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Click Close to exit the application setup.

Run Install Program – Option 2
Option 2 is similar to option 1 for installation, but it involves having two locations for the code: the installation directory and the runtime directory.  The directories for this example:

· Installation directory: 
CDMWebSetup

· Runtime directory: 
CDMWeb

So the steps involved would be as follows:

1) Run the Setup application and install to the default location CDMWebSetup.

2) Create your runtime virtual directory,  CDMWeb, in IIS.

3) Copy all the files from CDMWebSetup to CDMWeb

And you are done!

The advantages to doing it this way will become evident when you install future releases.  These advantages are:

· Your web.config file remains in your installation directory, and will not need to be re-copied when you create a new install.

· Files in the Forms directory and Files directory that are not part of the install, but were uploaded by users, will not get deleted if you uninstall the current installation.  As a result, the previous step in this document, about backing up these directories, will not be needed.

· There are permissions on the Forms folder and the Files folder that need to be set, in order to allow web users to upload to this directory.  If done this way, these permissions do not need to be set every time there is an install.
Help Files

From the Installation package, download the file:  HelpManualFiles.zip (Link that says Help File Web pages).  Save somewhere on your web server.
Using any unzip application (such as Winzip),  extract all the files to the Help directory in your application.  For example, if your application is located at:

 
C:\inetpub\wwwroot\CDMWeb

The help directory is located at:


C:\inetpub\wwwroot\CDMWeb\Help

Verify that your directory structure appears as in the diagram below:
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Internet Information Services Configuration

Virtual Directory Properties

On your web Server, go into Internet Information Services (IIS) under Administrative tools.  Right click on your application's virtual directory and select Properties:
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Then Navigate to the ASP.Net tab, and verify that the version is asp.net 2.0:
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Then select Edit Configuration...
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Set the values for Session State, Cookieless mode, and session timeout.  The above values will work fine for states operating with a single production web server.  See the following section for states operating on a web farm.

Web Farms and Session State

If you are installing your application on a web farm, repeat the installation in the previous step on all the servers in your environment.  Please note, however, that the Consumer Direction Module uses session information.  This means that session data must be persisted across postbacks.  There are different options to do this.  A couple are:

In IIS for your Virtual directory, in right clicking the Virtual Directories properties, and navigating to the State Management tab as in the previous section: you may set the Session State mode to either State Server or SQL Server, to store session information: 

[image: image25.png]General| Custom Enors | Authorization | Authentication | Applcation - State Management | Locatians |

Session stae seltings

‘Session state mod: StaeSerer v
[ER—

‘Cookisless mode:

Session timeout (minutes}: 50L5erver

Custom

[~ State server selfings

Comneston sting tepip=loopback 42424

Netwark imeout secands}: 10

[50L Server settings

Conneston sting

[Gata souice-locahostintegated Secuy=S5FT

[Fath: DEVTEST/Default Web Site/cdmél [ Cancel Apply

Help





It is expected that states who have web farms have their own configurations set up to handle Session state.

Web.Config Configuration File


Copy the Web.config file that came with your setup disk.  This file has been excluded from the base installation, because every state needs to modify this file, and we want to make sure that subsequent installations do not overwrite this file.

           The web.config file should go into your application's root directory.  The two following sections detail the changes to consider.

Connection String Settings

This change is required in order to allow your web application to connect to the database server.  In your Web.config file, look for the section entitled <Gentle.Framework>.  Inside that section, look for the line that appears as follows:

<DefaultProvider name="SQLServer" connectionString="Data Source=SQLProdServer;Initial Catalog=CDM;User ID=sa;Password=bxsadfef"/>

Change the connection string to the database server you are connecting to.  The details of the connection string are:

Suggest you put in sample answers here:

                          Data Source =

[Name of Database Server]



  Initial Catalog =

[Name of CDM's database]



 User ID =


[SQL server user id ]



Password =


[password for the above user id]

The Type of user to use for this SQL Server would be one that has permission to select, insert, update and delete rows in all the tables of the database; but this user should be limited from granting and revoking permissions to/from other users, and this user should not have the capability of creating/removing users, or creating/removing database objects like tables, views, stored procedures, or functions.

Log4Net File Settings

Log4Net is the tool used to log site activity. See the section on the Software design document for more details on using Log4Net. The default settings for this section of Web.Config is as follows:

<log4net debug="false">



<!-- Define some output appenders -->



<appender name="LogFileAppender" type="log4net.Appender.FileAppender,log4net">




<param name="File" value="error-log.txt"/>




<param name="AppendToFile" value="true"/>




<layout type="log4net.Layout.PatternLayout,log4net">





<param name="ConversionPattern" value="%d [%t] %-5p %c [%x] &lt;%X{auth}&gt; - %m%n"/>




</layout>



</appender>



<!-- Setup the root category, add the appenders and set the default priority -->



<root>




<priority value="DEBUG"/>




<appender-ref ref="LogFileAppender"/>



</root>



<!-- Specify the priority for some specific categories -->


</log4net>

There are two modifications you may wish to make.  Under the line <param Name="File", you can change the value, to set the name of your log file.

Under <root> priority  -- you most likely want to change the priority value to "WARN."  This will keep the application from logging copious amount of information on every visit to a page, and instead, only log warnings and errors.

Custom Errors setting:

The customErrors section of web.config tell the web server how to show unhandled errors in a web application.  Custom errors mode has three settings: "on", "off" and "Remote Only".  It is recommended that you set this setting to say "Remote Only."  For users logged into the server, the details of an error are shown.  For users logging in from anywhere else, a generic, more clean page is shown.

  <customErrors mode="RemoteOnly">

        </customErrors>

You have the option of setting a defaultRedirect -- a page that you set up that informs the user of an error.

You also have the option of  setting up redirect pages for specific error codes.  Below is a sample of the customErrors tag with a defaultRedirect and error

  <customErrors mode="RemoteOnly" defaultRedirect="GenericErrorPage.htm">

            <error statusCode="403" redirect="NoAccess.htm" />

            <error statusCode="404" redirect="FileNotFound.htm" />

  </customErrors>

Please Note:  The customErrors section of web.config, by default, is commented out, by preceding it with the characters  < !-- 

and following it with the characters -->

If these characters are in place, remove them, to make sure your settings are saved.

Application Settings

The application settings are located in your web.config file, in the <appSettings></appSettings> node.  By default, the file looks like this:

                <appSettings>



<add key="TemplateLocation" value="..\files\blankpage.xls"/>



<add key="SpendingPlanDrop" value="..\files\upload\"/>



<add key="ExpenditureReportDrop" value="..\files\upload\"/>

                
<add key="ParticipantDocumentLocation" value="~/files/"/>

    <add key="ParticipantDocumentFileName" value="~/Files/ParticipantDocument.xls" />

</appSettings>
There are five settings to set in this section:


· TemplateLocation – this is the Excel spreadsheet file that is used as the template for creation of spending plan spreadsheets and expenditure report spreadsheets.  The location that is shown above is the relative location ..\files\blankpage.xls.  This is the location of the file that is delivered in the CDM Install by default.  If you wish to customize this file, modify it here.  

· SpendingPlanDrop – when a system user uploads a spending plan to go into the system, this is the location where the spending plans are saved.

· ExpenditureReportDrop – when a user uploads an expenditure report to to into the system, this is the location where the file is saved.

· ParticipantDocumentLocation – when a user uploads any kind of document related to a participant, this is the directory where the document is saved.

· ParticipantDocumentFileName – this setting points to the location where the ParticipantDocument file is created.  This is the blank Excel ParticipantDocument that the users in the application can use to download/upload participant data.

Folder/File Permissions

Grant Permissions to Folders and Files

         The following files and folders  need to be granted full control to the Internet Guest user, and the IIS_WPG User group,  on your web server:



The Files directory under the application root.  The application will create some files for excel templates in this directory.  It is also where uploaded forms will reside.


Please note:  If you change the settings for the directories in the previous section, then the new directory will need to have the permissions set as well.



The reports directory under the application root.  The application allows for upload of new reports created by the states, and they will reside in this directory.

The error-log.txt file in the application root directory.  (See the Log4Net section in the Web.Config section of this document)

To set the permissions of your folder or file:

Right click on the folder or file and Select Properties 
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Under the General tab, Make sure the check box that says Read-only is unchecked.  Then select the Security tab.
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Under the list of users, select the Internet user account for your server in the upper section.  Then check the Allow box under Full Control for that user.  Then select OK.

If the Internet account is not shown in the list of users, select the Add button to add that user to the list.  If you do not know the name of the Internet Guest Account, see the section entitled "Finding the name of the Internet User"

Grant Permissions to the IIS_WPG Group

Your machine should also have a group called [MACHINE_NAME]/IIS_WPG:
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Grant the IIS_WPG group the same permissions, in the same folders and files,  that you granted for the Anonymous Internet user.

Finding the name of the Internet User

To find the name of the Internet Guest Account:

Under Control Panel / Administrative tools, Go to Internet Information Services.  You will see a list of Virtual directories under your account, as shown below:
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Right click your application's Virtual directory, and select Properties.
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Select the Directory Security tab in your properties window.  Under Authentication an access control, select the Edit button.  The window you get will look like this:
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The value in User name (in this case IUSR_DEVTEST) is the name of the account for which you should set your permissions.

Testing Your Installation

1) Log in to the system.  Go to your browser and direct to the /default.aspx page under the Virtual directory to which you installed.

                   Your system was populated with an initial user called Admin, whose password is admin1 .  If you are able to log in to the system, then connectivity has been establlished.  


If your login failed, check the connection settings in the web.config file.  If they appear to be correct, test the connectivity of the ODBC connection that was created in the Crystal Reports section of this document.

      2)  To Test Upload Capability - After logging in as the Admin user, select Application Settings, then State Customization.  Then click on the button that says "Upload Logo", and verify that you can successfully upload a logo.

2) To test Email:  

First, make sure you put the name of the email server, and the Admin email address, in the admin section of the application. 

         Then, Create yourself as a State Admin user.  Log out of the system and then log in as the newly created user.  Then go to Broadcast Message.  In the checkboxes, select 'State Admin'.  Send yourself a message.  Verify that the message gets to you.

3) To test reports:  Log in as the state admin user you created.  Reports should be shown to you on your home page.  Click on one of the reports, and verify that you can run the report and view.

Installation of Source Code in a Development Environment.

Two important notes to consider prior to installation of code base for the purpose of modification:

Visual Studio 2008 is required to make modifications to the code base

Modifications should not be made while the application is under warranty, as any new builds of the application sent by Anexinet would overwrite these changes.  If you do need to make your own customizations, be sure to save these in a safe place, to re-insert these modifications for new releases.
Source code will be made available in the form of a .zip file.  Extract the source code to your working directory.

Open Visual Studio 2008.  Under the File menu, Select Open -( Project/Solution.  Then browse to the directory to which you extracted the source code, and select CDMWeb.sln.
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