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. What is «Remote MSI Manager»
Remote MSI Manager is an application that allows Administrators to see which MSI Products are
installed on their computer or remote computers. It use the WMI class «Win32_Product». You need

to have Admin right on remote computers.

The latest release of Remote MSI Manager can be found on CodePlex Web site.

https://remotemsimanager.codeplex.com/

Il. How to install «cRemote MSI Manager»

Just download it from CodePlex and run it! You only need .Net Framework 4.0 to be installed.

1. Searching MSI on local computer
When you start Remote MSI Manager, your computer is automatically added to the computer list. An

asynchronous search is also started:

L Remote MSI Manager = =
Show Msi Products for which the Msi Product code match these pattem :
[ L
Except these one :
]
ﬁ:r:ﬂnzmer User Total Displayed MSI Product Version Install Date
Add a Remote Remove Selected Query Selected ==lninstall Selected fa Install & MSI
o er_ Computers g Computer il Products I\y Product ﬂ &

Figure 1: The Hourglass state that a search is in progress for the selected computer

The search is based on a WMI query against the Win32_Product.



https://remotemsimanager.codeplex.com/

Once the search is completed, installed products are displayed in the right pan:

i Remote MSI Manager = =
Show Msi Products for which the Msi Product code match these pattem :
[ ||
‘Emept these one : | @
ﬁ(;r;zmer User Total Displayed M5 Product Name: Wersion Install Date [l
9B340FD7-7038-£633-A9B1-EF3FEA£D7D34 | Microsoft Keyboard Layout Creator 1.3.4000 25/08/2015
3BDEBE0A-£6F4-£9FE-9460-12FABSLEC7C0 | Update Services 3.0 APl Samples and Tools 100 06/03/2015
93E4B0EC-796E-4898-900A-B01EBSE3SE33B | Bépo 1.03.40 24/08/2015
|A08A6B7D-1F21-48<3-25A3- 778801 5FAEQE | Citrix Online Launcher 1.0.244 16/12/2014
FEEYEZDF-2CD7-4952-A648-95DEA8697BD8 | Microsoft Exchange Web Services Managed AP1 2.0 | 15.0516.14 01/01/2016
90150000-0041-040C-0000-0000000FF1CE | Microsoft OneNote MUI (French) 2013 15.0.4569.1506 | 10/02/2016
90150000-00E1-0£0C-0000-0000000FF1CE | Microsoft Office OSM MUI (French) 2013 15.0.4569.1506 | 21/10/2015
90150000-0012-0000-0000-0000000FF1CE | Microsoft Office Standard 2013 15.0.4569.1506 | 09/03/2016
90150000-00E2-0£0C-0000-0000000FF1CE | Microsoft Office OSM UX MUI (French) 2013 15.0.4569.1506 | 21/10/2015
90150000-0016-0£0C-0000-0000000FF1CE | Microsoft Excel MUI (French) 2013 15.0.4569.1506 | 09/03/2016
90150000-0018-040C-0000-0000000FF1CE | Microsoft PowerPoint MUI {French) 2013 15.0.4569.1506 | 09/03/2016
v
N Cmter. | @ oo | | corpnter T (@ e o

Figure 2: MSI Products are displayed in the right pan

V.

Adding firewall rule

If the Windows Firewall is enable, you need to allow «remote administration exception». There is a

GPO to do that.

'.'n Group Policy Object Editor

Ble Acton Wiew Help

&= | A B R

= {3 Computer Configuration
@[] Software Settings
- windows Settings
= () Administrative Templates
&) () Windows Components

A

2 OW 1O O QQ 1 .

§ Windows Firewall: Protect all network connections
Windows Firewall: Do not alow exceptions
Q Windows Firewall: Define program exceptions

Qs

a Domain Profile

«| |

S Comaonent Undetos @ Windows Firewall: Allow remote administration exception
4 m M Windows Frewdl: Allow T1e and prinker sharing exception
7 E (] Microsoft Peer-to-Peer Natworl @ Windows Firewall: Allow ICMP exceptions

) ONS Client @ Windowes Firewall: Allow Remote Desktop exception

(] Offiine Files @ Windows Firewall: Allow UPnP framework exception
(=) ] Network Connections W.ndows F'rewall: Prohibit @fxm

=] Windows Firewal Windows Firewall: Allow logging

§ Windows Firewall: Define port exceptions
§ Windows Firewall: Allow local port exceptions

N Extended )\ Standard /

ﬁ Windows Firewall: Prohibdt unicast response to multicast or broad...

Figure 3: Create the GPO




windows Firewall: Allow remote administration exception Prop...Jkl B3

Setting I Explain |

@ Windows Firewall: Allow remote administration exception

" Not Confi 1 1
Lo ara Enable the policy and, in the
€ Disabled textbox, write the IP address of
Allow unsolicited incoming messages from: ﬂ t h e co mp U ter W h ere t h e
I .
Sy application run or a subnet or
Type "' to allow messages fro.m any nelwo.lk, or “xk for a// /P address'
else type a comma-separated list that contains
any humber or combination of these: . .
IP addresses, such as 10.0.0.1 Ask the Securlty admin to know
Subnet descriptions, such as 10.2.3.0/24 . .
The string "localsubnet” ;j th e En ter p rise p O/ / Cy .

Supported on: At least Microsoft Windows XP Professional with SP2
Previous Setting I Next Setting I

oK I Cancel I Lpply I

Figure 4: Set the GPO

For other Firewall, see the manufacturer’s guide.

V. Adding a remote computer
Click on the «Add a Remote Computer» button and fill all fields on the new Window.
Add a remote computer B
Computer Name : |CodeBIocks |!|

Admin credential to queny the remote computer :

User Mame : |Co|.|rlel |

Test

Password : |.oooooo.o. |0|

Ok || Canead |

Figure 5: The green dot close to the computer name, gives information on the reachability

Once the new computer have been added, a new search is started. To edit credentials used to query
the computer, double-click on the computer.




Show Msi Products for which the Msi Product code match these pattem :

[%
Except these one
ﬁ:l;nn;;mer User Total Displayed M5! Product
CEDS COURTEL 324 324
Add a Remate Remove Selected Query Selected
Computer_ ‘Computers Computer

Figure 6: A new search is immediately started

VI. Displaying informations on a MSI Product

Double-click on a MSI Product, or right-click and chose «Show Details» to display all available
informations on this item.

Show Msi Products for which the Msi Product code match these pattem -

%
Except these one
ﬁ:;rr:p;mer User Total Displayed M351 Froduct MName:
S0160000-0041 -040C-0000-0000000FF1CE | Micros:
CEQS COURTEL 324 324 '
S0160000-00EL-040C-0000-0000000FF1CE | Micros:
80160000-0012-0000-0000-0000000FF1CE | Microst
201 6000 Copy M5! Product Code | =
2016000 Copy Entire Line -
901 60-06| ©  Show Details rost
9016000 @ Set as Pattern rost
3018000 ° Set as Exception o=t
016000 R 0S¢
I Uninstall selected Products... —
8016004 st
wwmmmj_lﬁ.—..
Add a Remote Remove Selected Query Selected ﬁ-&mﬂ Selected
Computer_ Computers Computer Il Products




Product Properties n

Assignment Type Computer

Caption Microsoft Office OSM LX MUI (French) 2016
Description Microsoft Office QSM UX MUI (French) 2016
Help Link

|dentifyingMumber | 50160000-00E2-040C-0000-0000000FF 1CE
InstallDate 20160206

InstallLocation C\Program Files (c86)\Microsoft Office™
Install Source CAMSOCache Al Users'{30160000-00E2-040C-0000-0000000FF1CE}Ch
Install State Installed

Language 1036

LocalPackage CAWindows\Installer'.3ad52 msi

Name Microsoft Office OSM LX MUI (French) 2016

PackageCache CAWindows\Installer'.3ad52 msi

PackageCode {F0A11435-3D77-4EFB-AED3-772386F30D 04}
PackageMame QSMUEMUI msi

Product D

ReaOwner

Transform

i UrinfoAbout

UrUpdateInfo

Vendor Microsoft Corporation

| Version 16.0.4266.1001

|

Figure 7: Displayed informations on a MSI Product

VII. Filtering display
You can filter the result by using the two TextBox on the top of the application. Set a MSI Product
Code in the upper TextBox to see only this MSI Product.

Show Msi Products for which the Msi Product code match these pattem

S3E4B06C-796E-4858-500A-B01EBSE3E33B |

one.

[ |

MSI Product & Version Install Date

User Total Displayed

COURTEL 324 324

@

Figure 8: Filtering on one product




You can set more than one MSI Product Code, separated by a «;», to see more than one MSI Product.

Show Mei Products for which the Msi Product code match these pattem :
|AC?BBASS—?AD?—1BSS—MACOFUHEHMSSE-QM-MEWWBN EB5SE3E33B |
one

[ |

Install Date

ader DC - Francais

Add a Remote Remove Selected Query Selected Uninstall Selected @ Install @ MSI ﬂ Quit
Computer_ Computers Computer Products Product_

Figure 9: Displaying more than one product

VIII. Using WildCards

You can use a «%» to replace zero or more characters.
Use this pattern to display all release from 6 to 8 of Java

Show Msi Products for which the Msi Product code match these pattem -
| 26A24AE4-039D-4CA4-B7B4-, |

Except these one
| [X]

MSI Product 4 Version Install Date

G e

Figure 10: Displaying all Java 6,7,8




Use the «_» character to replace any character. Displaying all 32bit release of Java 8 update 7x

Show Msi Products for which the Msi Product code match these pattem :
|26A24AE4-039D-4CA4-87B4-2F8321207_FO |

|

M5I Product 4 Wersion Install Date

2 73 1 &
esscicemosso—scne-eroeseesaseorces mespimers | ooz |omaavs

2dd 2 Remot Remove Selactad Query Selected Uninetal Selected Inetall 3 MSI
H Comptar S ier Genie T e @ e oducs. ﬂ =

Figure 11: All 32bit Java 8 Update 7x

Displaying all release of Java 8 Update 7x, whatever the bitness.

Show Msi Products for which the Msi Product code match these pattem
|26M4AE44ED4CMBTE+2FB_1W_FD |

|

MS5I Product Version Install Date

Add a Remote Bemove Selected Query Selected Urinstall Selected @ Install @ MSI a Quit
Computer_ Computers ‘Computer Products Product

Figure 12: All Java 8 Update 7x, whatever the bitness
The second TextBox allow to exclude some MSI Product from the selection.

Here how to display all Java except Java 8 Update 74, whatever the bitness.




IX.

X.

Show Msi Products for which the Msi Product code match these pattem

| 26A24AE4-039D4CA4-87B4-5

|

Except these one :

‘26&24AE44B9IJ—4CA1—8734—2F8_1 8074F0

|

Computer M5| Product

Name User Total Displayed
CEOS COURTEL 324 0

C

Install a MSI
Product

& Version

Install Date

Figure 13: All Java except Java 8 Update 74, whatever the bitness

Uninstalling MSI Products

Select one or more MSI Products to uninstall and click on the «Uninstall Selected Products» button.
Confirm your chose. These products will be uninstalled from the selected computer.

Uninstall MSI Products
Are you sure to want to uninstall all these MSI Products -
Product Name Wersion Install Date Result
Java & Update 73 807302 |19/03/2016
Java & Update 65 (64-bit) 8.0.650.17 | 17/03/2016

Target Computer: | CodeBlocks

Figure 14: Uninstalling two products

Installing a MSI Product

Select a computer and click on the «Install a MSI Product» button.

Browse to the MSI file, eventually add files/folders need for the installation, and click on «Install».

All files and folders will be copied on the remote computer, and the installation will start. The result

will be displayed once the installation is finish.




Msi file path :

Additional files

Additional folders :

Cptional parameters
Target Computer :
Status :

Result :

+) Install

Install a MSI Product

C:\Users\Courtel MCSA\Downloads\StarlUML-v2.4.0.msi
Example - C:\ Temp \example.ms’

[] C:\Program Files (<B6)\StarUML templates Default mdj

Example - C:\ Temp \example.msf

[] C:\Program Files (x86)\StarlIML'\samples

Example - C:\ Temp

CodeBlocks

@ -

(O o
(>

‘_?_ Add Folders_

P

q Close

Please, report any issue at: https://remotemsimanager.codeplex.com/workitem/list/basic

And comments at: https://remotemsimanager.codeplex.com/discussions
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