Instruction manual of sysem Scarabeus DMS

SCAl@EUS DM.S

Document management system Scarabeus

System Scarabeus DMS is a cloud solution for document management in companies with emphasis on
sharing. Security is documents’ clarity. System’s use is primarily in large data archives and as a central
place for sharing company documents. For problem-free bringing it into the company environment
speaks also easy link with a domain controller, simplicity of work in the environment and direct work
with documents.

The system is built on a client-server, where the dlient can be any application also from third parts that
communicates with the server using standard SOAP boundary and that is using server as a storage
with all described eventualities.
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Document management

Tree structure of document

Reviewing directories

Y = 4 \Documentsisers\Data',

“Documents
YDocumentsh Users

Documentsh Usersh Data

1

Objects Settings

= [
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LT

Create Upload | Upload Encrypted | Scan  Encrypted
folder - - upload = - SCAMN ™
D v g
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||
= 1 = = =
- =
- Documents Docs Processes Scanned
ry documents

# Download
% Rename

| Move

Templates

It is possible to structure files to
arbitrarily complicated tree structure
as we are used to in a disc space on
local computer.

System extends this hierarchical
structure of a level below to file
revision. All its previous changes are
saved in the revisions.

When working with files and folders all
standard operations are supported as
we know it from a file system.

,  When reviewing directories the actual path is shown in
upper address line. It's possible to enter the address
directly by typing it in, or to paste it. For fast move to
higher file it's possible to use menu — a button for shift to
root file. There are available all higher levels.



Instruction manual of sysem Scarabeus DMS

Loading and downloading of files and folders
Loading of files or folders is easily done by moving to an
application window. The second option is to use menu in

o - ',_\-l == upper bar. There are available more sophisticated
- possibilities to paste files as encrypted files (or folders), or

Objects Settings

Create Upload ||Upload | Encrypted | Scan  En

folder - v | upload v - - files with pasted metadata.
EI% With metadata f About loading data to the server is the user informed in
El (R lower left corner. Here it's also possible to end the
) loading, or end loading of all files in a line.
o~ 1

Direct opening and editing of files in initial programmes

System supports direct opening of a file saved in storage and its editing. To open the file, double click
on it, or open it by command. The file opens in an initial program on a local computer and user can
adjust it directly. After finishing the revision and saving the document its changed version uploads
automatically back to the storage as a document revision that is automatically set as actual.

After opening, the file is automatically locked so other user isn't able to edit it.

Automatic document revision

System automatically creates revision of
managing documents and that is during
direct editing, or in a case that a folder with
the same name as an existing one is
uploaded to the file.

';.l File revisions - DataA.doox

Revision  Size Created Created by

2 12, 3kB 30.7.2012 ... Administrator (admin)
1 12,3 kB 30,7.2012... Administrator (admin)

By the file name there is always displayed its last revision. To display a revision list use specialized
view under Revision. There are displayed all file revisions with information about their creation.



Management of document history and development

/< 30,7.2012 1- creation
$ 3072012 & oome
2 30.7.2012 1 4,
f30.7.20020 " Move
% 30,7.2012 1+ & lodk
, 30.7.2012 1: unlock
, 30.7.2012 1+
i & W
j 30.7.9012 1 download

4 30.7.2012 1¢ _? new revision
/% delete subobject

g 30.7,2012 1
30.7.2012 %

Making documents

Y v e {Templates)

[ﬁ:J_ Excel

Word

=
=

File system notices

'Ff Motifications

Q@ X

MName
Type

Time

Recipients

Content
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i) Next to file revision the system gathers all information about

file movement.

These information are accessible in right panel under History.
By using this tool the users obtain complex overview about
document development. This enables easy finding of changes

and responsible users.

The standard way of making new documents is to make them on a local
PC and later upload to DMS. The system includes a function that enables
to make documents directly in DMS. This function is accessible from an
address line where the user can choose different document types that can
be made. This menu is fully adjustable so it's possible to make any
document types, even prepared once which can be used as templates.

New file

At specified time

10.09.2012 08:00

L Administrator (admin)
E;'BGroup

Information message text @
Subject

[name]

(@ e

File notifications

Al files:
[files]

H Save

The system is able to
automatically notify the user of
changes in expirations at
chosen documents (i.e.
contracts), or to point out
changes as pasting of a new
document or making new
revision.

Access to set the notification is
from context menu in a chosen
object (document, file). The
notification is sent to the user
by email that is defined in this
setting. In the email content it

is also possible to use automatically supplied fields that the system fills up according to the actual

context before sending.
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Shared spaces

| v o
[P
= % 7 X P B
Documents Name

+ Dokumenty

.l share space

Mame Dokumenty
Type Standard
31 Mapped space
Space limit 0 ~| GB

Mapped folder D:\Dokumenty

Disk spaces | Main

Document link using bar codes

\ * 4 ‘Docs\Users)

doc doc doc

Data data.docx  DataAdocx DataB.docx

The system offers simple facility of sharing data among user
areas. This function solves problem of fast data exchange
among friendly groups (more in a company environment.

Special shared space is created for groups that need to
share data. Each group adds the shared area into its
environment. This sharing acts as a classic folder including
transfer of set certification and access exclusiveness.

In case there is a shared directory in net or local file archive
it's possible to use mapping for this existing file. Data in
these already existing archives don’t have to be loaded to
the system but are only added as shared space.

System creates automatic
links among files based on a
Linked files sameness of bar codes in

doc
DataC.docx  [¥] Only head revisions their metadata. An example

— is on the picture where all
DataC. doc three files contain one bar
code. After clicking on one of
them the other two are
marked as Linked files.

[+ Metadata
Linked files

=) History
It is possible to enter bar

codes to already existing files manually in section Metadata on the right panel. Or to pick them

directly while computerizing documents.

This function provides very fast access to folders that are closely connected although they are placed
far from each other under the directory structure.
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Security

Digital signing of documents

P

a]j

. Sign file - a.jpg
Select certificate

") From file

Fath

@ From store

Store [Current user

Location lMy

Certificate [CN=Radek—THINK'|RadEk

Password

Selected certificate

[Subject]
CMN=Radek-THINK\R.adek

[Issuer]
CMN=Radek-THINK\R.adek

[Serial Mumber]
4EEFB17D04F 2F3904205972F8BB 10CB7

[Mot Before]
19.11.2010 12:22:34

[Mot After]

Document encoding

SiuU=aunoog

Y * 4 ‘\Docs\Users),

doc dog doc

doc

Data data.docx DataA.docx  DataB.dock  DataC.docx
it} Encryption password x
Password e
[] show password
0K Cancel

System supports electronic signature of
documents. Signed documents include a
medal symbol.

Signing of documents is accessible from
context offer on each document. The
system supports signing using certificates
saved either in a file or installed in local
certificate archive.

It is possible to sign one document with
more signatures, certificates (verification
by more persons).

"ﬁ Digital signature >| Sign

Signature info

Verify by certificate

In a context menu it is possible to look
through added signatures on already
signed documents. Or to verify whether
the document was signed by entered
certificate.

The system includes document encoding
for absolute classification of a file
content.

In encoded regime the files are uploaded
to the system clicking on File upload in
upper bar (it is also possible to upload
fully encoded files). After choosing files to
upload the user is asked for a password
that executes the encoding. Encoded files
are red.

Also when downloading the file it's necessary to know the right password.

In case of direct opening and loading changes of modified file this file is again loaded coded. The file is
always encoded and decoded on a client site. Its decoded version is never loaded to the server.
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Users and user groups management
83, Users and groups

Group Paolicy Creator Owners
Schema Admins

User name Name Surname Space Use s...
ik MAA 0B
ik MAA 0B
MAA 2713 MB
'y
ik MAA 0B
ik - MAA 0B
ik MAA 0E
User's groups
Administrstors
Domain Admins
Entemprise Admins

The system supports full
administration of user accounts and
user groups. It's possible to be used
for control of access rights to files
and folders.

It's possible to use quotas of used
space (N/A = without a limitation).
User who exceeds an assigned
quota is stopped from entering files.

On a picture you can see listing of
users’ accounts where the accounts
with - an icon come from
synchronization with ActiveDirectory.
The system also enables login using

Windows accounts. The user doesn’t have to type user name and a password but its identity in the
system is derived from its domain account (this variant can be made only in company environment).
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Authorization of access to the documents
() Permissions s | The authorization can be defined only
by user whose account is set as an

@ X o .

A administration account. Access to

Groups object’s certificates is through context
& Everyone menu on an object or in upper bar

when choosing and object.

— Defined authorizations are
'SS'E'”S automatically transferred to
Write subordinate objects. When displaying
Q) Deleting the authorizations the transferred ones

are showed like this:

() Read
() Write

() Deleting

The authorization is set or taken by clicking on a relevant circle before its name. When clicking on a
transferred authorization these are set as not transferred ones and act as a new authorization for both
the object and subordinate.

Unwritten rule: What's not allowed is forbidden.

Document locking
For support of uniqueness of files changes the system

D i

Q 1 Pocssers) supports both automatic and manual object locking.

— — -

E _ doc F ) It is possible to lock the object manually in a context menu.
= Data data.docx  DataAdocx  Only an author of the lock can cancel it, or an administrator.

Automatic locking is made in case of opening a file where the file is again automatically unlocked after
ending an application in which the file was open and changes saved.

The lock is always transferred to all subordinate objects.

It's possible to get an overview of all locked object in the upper menu Utilities. Here it's possible to
unlock locked objects. Administrators have an overview of all other locks and can unlock them.

Limit of used space
Each user can have a space limit that he wants to use for his documents (see
544, 1MB z N/A *’4 Users and user groups’ maintenance). Actual status of used space is visible for
o each user in right lower corner.
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Option of link with ActiveDirectory

{? Login

Type
Server
User name

Password

[Winduws

srv 1.moje-dokumenty.cz

Loagin

The system enables direct link with
ActiveDirectory. Thanks to that it's possible to
skip entering user name and password. User’s
account that is used for log in to the operating
system is used for the identification.

An administrator can see all domain account
and groups. He can set rights, space limits
and object authorizations to them as if they
were typical accounts created in the system
environment.
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Electronization

Direct document scanning
Direct computerization is one of the most important parts of

| = i whole system that enables scanning and immediate uploading of
ted || 820 | Encrypted a document including reading of bar codes, fulltext search and
i+ - scan v = highlighting of important areas.

= With metadata Access to the tool is from upper bar where you can choose from

several ways of computerization of documents just as when
uploading files.

Basic option is classic Get document from scanner including bar codes reading. Second option is meant
for data highlight where the tool directly fills in metadata fields according to chosen areas (see Own
definition of metadata template). Both options can be subsequently used in coded version.

The tool for scanning enables easy and fast set of scan parameters including fast scanning on passing

scanners.
= New file - B ] x
i
Officejet Pro L7400 - R - = | H
Fram scanner From file Delete page | Save
Page & 1 H P Scan one
M Scanall :‘L !{ 105
Page insertion » "
UZival &  color Scarabeus DMS
w Grayscale
. Black and white
#  Resolution [

Mining of data from electronic documents

The system enables automatic mining of interested areas from electronic documents (document’s
number, maturity date, or any text sections). The mining is made by defined templates of metadata
(see Metadata).

Automatic fulltext making from arbitrary documents

The system helps the user to easily find requested document using fulltext search. The system can
process almost all mostly used formats of text files. In case of pictures the system uses OCR. All
commands are made in background during pasting a folder to the system.
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Search

Fulltext search

Only my | Document content | Searching documents in the system is
e | Metadata quickly made using command line. If a
Only head revisions IEarcode |

text is typed to the command line that
e il i doesn’t begin with -\, eyeglass symbol

g |7 s Q »  appears on the right side. This symbol
E E Metadata » means that typed text will be searched.
o .
7 et doe :; :z::mwmus i Searching is made in:
HL12486597.254
¢ File names
e Bar codes
e Inner text of a files
fgﬁ.j?agu e Metadata items

Search by document type and metadata

Second option is to search files by pertinence to a document type. Filtration is made by choosing
document type (form), see Proper definition of metadata’s templates. Subsequently you may choose
documents according to degrees of each entry.

Metadata 5
doc
DataC.docx  'PocumentsiVarious

Barcode
HL12486597264

[=~_J Documents

i | Company
; Various
_.i Invoices
(-] Templates

N

sju2wund>og

Received
19,7.2012
T oo Only head revisions
Apply filter onlymy [
Name >
| |: b Metadata
Received = Linked files
S |
=) History

Address S
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Publication
" DataA.docx 1 12.3kB
=h € Publish address x |12,3kB

=l 2,3kB
Object is published on address:

tip:/localhost: 15384/public/C6350 278D 38B24607171004217F638 17BE5635 1C 10933210734 MRS
CEE7B738E1D6341A5145ED 440052

Send by email

File’s publication is made for enabling
downloading a file by user who doesn't
have an access to the system.

You may publish the file in a context
menu on selected file. The publication

creates web address with a link to the published file. And the published file can be downloaded. It's

possible to send the address to the recipient by email.

Published files ale always marked by boldface in the list. The publication is valid until it's cancelled by

user with relevant rights.

The address always declassifies last version of a document. So made link may be used on own
websites where the actualization of files is made directly in the system. An accessible actual revision is

on the website for download.
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Metadata

Proper definition of metadata templates

Name Various For better overview and logical compactness of
Code generator rHWI-{% % %%} i) document management the system enables
Restart counter | After week ~| adding real files to own document type -

metadata description.

Defining of metadata templates can be made in Draft of templates and metadata. The draft is
accessible from menu Tools. Each template may contain configurable generator of documents’ codes.
generated codes are used to create a new file name at document computerization.

a X / LR - oo & ¥ 7/ X i T_emplat_es may be sorted to
T hierarchical files. Metadata temples
=i Documents Mame il . .
| [#-_1 Company N may be furthermore adjusted. So if
-1 Tvoices there is a need to change the
; Received 1 .
B4 Templates 2 DE:E"’E templates it’s not necessary to delete

ane

the old one lest it will be necessary to
- b *  come back to it in the future.

Long text

Price 2 Each template may contain arbitrary

Decimal number amount of metadata items. These

may vary from number, date, text,
etc. In case of automatic highlight at computerization it's possible to appoint on which side and its area
they are located.

The following picture shows how to definy OCR frames for each metadata items.

=5 New file

: g B & X

From scanner  From file Delete page | Draw region Delete region

Page [® 1 =+

3‘1 3{ 839 Found barcodes

Q2202007638550
“ | TC89323001012

Pojisténi odpovédnosti za Skody .
Zp ﬁso bené p mvozem VMid la (PU |P':.ﬁ;nf odpovédnost za Skody zplsobeng provnze|

Received

Fiy

EEma
o
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Composing and editing metadata of documents
Barcode

HL12486597264
IN45557326

Metadata items
MName
|Internet invoice
Received
| 19,7.2012
Address Fi

|35,a|

Metadata may be saved to the file
immediately when these are composed or
in time when the file already exists in the
system.

Composing metadata at inserting is
possible if there are options for upload or
scan of files with metadata in the upper
screen bar. In such a case the user is
directly asked to fill in metadata to
applicative template that had been chosen
as a type of inserting file.

It's possible to edit metadata later,
prospectively to relegate the real file to
other metadata template. All modifications
are accessible in upper right bar
Metadata.

Rightness of input value is controlled at filling in metadata. In case of false input the user is alerted by

red symbol with an exclamation mark.

Option of automatic filling in metadata at scanning
All entries in metadata templates may be automatically discerned and filled in at scanning. This process
is made in case that an entry is on just scanned page and has defined OCR frame in which is its value

according to the template.
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Workflow

Workflow definition

Processes - actvities

2+

Refresh  Add

/ it Link processes / st :;) Y notifications
L] Create relationship “  Event scheduler

7< Delete Add activity . Permissions.

1 EKO

e KAM

E-_j Main processes

| Mail room
-1 MAN

Input EKO

SuiE Invice =i

\m\

Offers

To AN
To arshiy,

KAM Archive

KAM r

In inbuilt draft, the system offers a very comfort
option of workflow definition in an organization.

It's possible to make a tree structure of processes
for better overview, prospectively their semantic
pertinence.

It's possible to create links between processes.
This enables breakdown complexity to compact
and clearly defined sub-processes.

Each process consists of activities to which it's
possible to assign user roles. Users then may see

and have an access to activities which have been assigned to them.

Entry process activities may automatically generate file codes according to predefined example.

File processing in activities

In an environment for file processing
the user may use a panel with all for
him accessible activities.

When opening an activity you can see
a list of all files that can be found in

I 5 e abe x
& 3 & =
Refresh Move next  Lock for me Delete Q. Search
Offers - Mail room F® s 712 00+ To 3 712
Create act
Process desc. Activity desc. # M20120730001  Input - Mail room
Mail room —
M20120730001
i i Administrator (admin)
,.9", Zdroi: Input - Mail room
\ For processing e Cil: Offers - Mail room

Input - Mail room
Offers - Mail room (1)

/ In process =

the activity. At the same time an
overview of all moves in the activity is
shown in upper information panel.

The user has an option to lock an applicative file. By doing this he necessitate access exclusivity and

other users see that he is working with the file.

After processing he may pass it on using button on upper bar. A list of possible final activities is offered

to a user (according to process definition).



Instruction manual of sysem Scarabeus DMS

Act processing

O Y Download [ Permissions
o * Eé 11- m = “ J . i =Y
o =] Rename £5 Delete

Create  |pload
folder - -

Create act

Mail room

‘;F\ For processing

Input - Mail room
Offers - Mail room (1)

/ In process

Fon 2
LY Undassified

All unfiled (0)

Upload Encrypted

Scan  Encrypted T Revision  Send Icons
upload ~ - scan v | Mave &
M20120730001
- Offers - Mail room
Procasses:
\ v 4 \Processes\Main\M20120730001)
- -_— -
Metadata
i) g
Attachments b.jpg c.ipa M20120730001
Offers - Mail room
-— Object is not assign to any temple
A
= Barcode
dir 0220200763655
oo TC89323001012

j Administrator {admin) 30.7.2012 11:03 Offers - Mail room d jpghl
T3 Administrator sdmin)  30.7.2012 11:03 Offers - Mai room ‘cjpahl
1 Administrator (edmin} 3072012 11:03 Offers - Mail room \bjpg\l
_] Administrator {admin) 30.7.2012 11:03 Offers - Mail room ‘ajpghl

+ Administrator (admin} 30.7201210:59 Offers - Mail room Offer

Announcing of act occurrences

B Input EKO
Gro .‘r X
o Lol Name New act
New comment Event [msertact v
Recipients [AII assigned to activity - ]

Information message ta@

Subject New act [file_ct  auto fill fields can be use in message body or subject:
Content Act: [file_code
Activity: [activ  [process] name of parent process of act
Create time: [ [activity] name of parent activity of act
[file_code] act code
Comment: [action_time] event time

[fle_comment] [file_comment]  user comment

[user] user event that triggered

[files] generate publish links on all files in act {only
in body)

[confirmation] active links for move act by relationships

{only in body)

H Save

At act processing and its opening the
user may use all options as if he was
working in a folder system.

Entire activity made in the file is listed
in detail including its passing on.

In upper bar there are accessible all
options of work with a file as its
passing on, paste in user's comment,
etc.

Alerts on occurrences at acts’s move
may be added to particular process
activities. Announcements are sent
to users via electronic mail in a
predefined format. It's possible to
use placeholders in a subject or
inside an email. These placeholders
are replaced by concrete number,
phrase, and words while sending.

It's possible to use acts’s creation,
its move, demise and user’s
commentary as file occurrences.

Announcement’ recipients may be
either  undertaken from set

authorization of an activity or from manually set where you may use system users and user groups.

Start documents

Introductory documents enables that newly

based act isn't empty. The file is filled by

| Start documents
o
Mame Path
excel, xlsx iTemplatesiexcel. xsx
word. docx iTemplatesiword. docx

documents which
according to its purpose. An example -
making up new company guidelines where
there

it needs to contain

exists required template. The

template contains fields to be filled.
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Occurrence scheduler

" Event scheduler % Occurrence scheduler is a tool
__ © X \ame offer that enables to control set terms
Motice Invoke eventduring0  [2]d 6 [5|h 0 [2| m sinceinsertactinto activity or its automatic move in a
Type [Move act -]l process of circulation of the
Relationship [offer -] document.
Notification
= Save

You may set the scheduler to:

e Move act — it sends act after an expiration of set time by chosen linkage

¢ Delete act — after expiration of set time the a file is deleted (functions as a shredding time)

e Send a notice — it enables to send chosen notice (see Announcing file occurrences) after
expiration of a set time — keeps reminding of not solving a task.



