{Application/Service}
Backup and Restoration Requirements
Summary
Backup and restoration of service data is specialized to a service and its use cases.  This document is used to define the data stores and the backup requirements.  This document does not address the backup or recovery solution.
Disaster Scenarios
Many disasters can occur for a service.  To plan for the backup and restoration plan, the scenarios shall be understood and defined.  The scenarios listed in this document should also be documented in the Failure Mode and Effect Analysis (FEMA).
Infrastructure 
The scenario in which the Azure infrastructure has a failure (failed disk, server, datacenter location, etc.). For most Azure services the infrastructure scenario has built in options for high-availability, resiliency, and disaster recovery.
Application 
Application logic caused adverse actions to be performed (EG - deleting/updating data). Typically application failures will occur during the release/update of an application, but can also occur during the continued operations of the service.
Human / Operator
A human initiate action that causes adverse effects to the service. This could due to accidental actions intentional actions; EG – deleting the wrong table, bugs in scripts, etc.
Data Stores
[bookmark: _GoBack]Define the data stores that are utilized by the service and the data CRUD patterns.  Depending on the data CRUD patterns, the backup process, and ability may differ.
	Name
	Type
	When is Data Written?
	When is Data Accessed?
	When is Data Updated?
	Notes


Data Store Disaster Scenarios
Define the specific scenarios that are intended to be supported by a backup solution.  For example: human deletes a table, new application release corrupts data, etc.
	Name
	Scenario Category
	Description


Backup Requirements
Define the requirements for each data store in order to support the service.
	Name
	Recovery Time Objective (RTO)
	Recovery Point Objective (RPO)
	Retention
	Backup Location Requirements
	Recovery Abilities
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