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OpenlD Membership Provider

Orbit One has developed a ASP.Net Membership
provider and login control that is compatible with

the OpenlD Authentication 2.0 implementation.

It allows you to quickly upgrade your ASP.Net 2.0
or SharePoint site to access OpenlD accounts.

This document describes the steps to deploy and

configure the modules in your application.
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1. Workflow

The diagram below describes how the different modules work together, and how a user gets

authenticated using OpeniD.
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1. User tries to login with Openld.
2. Openld membership provider redirect the user to the login page of Openld provider site.
3. Openld provider site sends response back to Openld membership provider.

4. If login on Openld provider site succeeded, Openld membership provider retrieves Userld
from Openld table by offering Openld.

5. Openld membership provider gets user from the default membership provider with the

Userld from step 4.

6. Openld Link page validates the user account and password with the default membership

provider.

7. User tries to login with user account and password, use the default membership provider to
validate.
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2.  Login control

The login page has two login controls: “Normal membership login control” and “Openld login

control”. User can use either to login.

Sign In - Window:

ip User Login'

| | user name: [ |

Password: I ~ User can login with normal membership
_sonn| ke aRs ik

I sign me in automatically

[OpenID User Login

User can login with his openld if user has and openld and
open1D:[ | _Lwgin |the openldis linked with an membership user account.
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When user tries to login with Openld, he/she will be redirected to Openld provider website,
where user will be asked for his/her password.

/> sign In - Windows Internet Explorer =18 x|
Go-a dconsgnn ToraBcocbonzedds: (8 [l [uve searn
W o Begn | | R % v B - 0% v 0 Page + iTacls v 7

El

é myOpenID

SECURE OPENID PROVIDER

YOUR PERSONAL ICON

. Home
! Notice Dismiss

Recover Account
‘You must sign in te i to http:/ as http://lzh id. /.

OpenlD Site Directory
Username http:/ /{zhang. myopenid.com/

Password [sunssnee

v Etay signed in

(] I

Sign in with an Information Card
+ Sign in with an S5L certificate
+ | cannot access my account

Help | Feedback | Privacy | Language: Not set Biog | About Us | ® 2007 JanRain, Inc.
myOpeniD™and the myOpenl D™ website are trademarks of JanRain, Inc.
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[T [@mtemet [Hiow - 4
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After being authenticated by Openld provider, by click the “Allow Forever” or “Allow Once”
button, user will be redirect back to consumer site, authenticated.

/2 Open ation - Windows Internet Explorer — &l x|
Gﬁ; - [a . comtrustotid=Faf17 7749897 29cfeb1 I6b0de 1 41 =1 & |32 Juive searcn |2]-]
o by 2} OpenlD Yerfication | | B - B - = - rpage - ook - 7

o

ElmyOpenID

SECURE OPENID PROVIDER

YOUR PERSONAL ICON

Asite identifying itself as
http://localhost/

nttp:/ /izhang. id.com/.
Home
has asked us for confirmation that

Account Settings
http://lzhang. myopenid.com/

i your identity URL. Account History

The site also asked for additional information. It did not provide a fink to the policy on data it collects. This is the B

persona we're going to send to localhost: Your Affiliate Sites

OpenlD Site Directory

New Persona Z=nEL
Set an image for | £y Name Liging Zhang
this persona
Gender Mals
Birth Date 01 October, 1972
E-mail tzhang@arbitone.com

Edit this persona
Delete this persona

Or you can send a different persona:

I N

Add a Persona

_onro |_ o | o] 4

[T T [ [@mneme [~
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Welcome testUser + | @

[This Site: Home =~ ¥l

View All Site Content

= Shared Documents.

Lists

= Calendar

= Tasks

= http://ol-testdl
= LiveProfilesync
= Testliveld

= Team Discussion

Orbit One

There are currently no active To add a new dick "add new

below.

& Add new announcement

Calendar

There are currently no upcoming events. To add a new event, dick "Add new event” below.

[ Add new event

SharePoint Services

Links M

There are currently no faverite links to display. To add &
new ik, dick "Add new Ik belorn.

B Add new link
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If user is authenticated by Openld provider while his/her Openld is not linked with any
membership user account, he/she will be asked to link Openld with membership user account.

/= http:/ /localhost/_layouts/OpenldUserLink.aspx2openld=http%o3a%2f2fizhang.myopenid.coms2f - Windows Internet Explorer

Go- e TR s ehang myepend.comnt = (o) ] [ove semen o)

WA e |ayouts/OpeniduserLink, aspx7pen. | % v B - i v Pags ~ () Tool
@ =

Link Openld with user account

The Openld: http:/ /Izhang.myopenid.com/ you are trying te login with is not linked with any site user, please link this Openld with your site user account:
Input User Login

Log In

User Name: jtestUser
Password:

Your login attempt was not successful. Please try again.
i
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3. Deployment in ASP.Net 2.0

The modules can be used with Windows SharePoint Service 3.0 (WSS). or Microsoft

Use “Script OpenlD Database.sql” create database for openld membership provider.

If the site already has a membership provider database, just create an Open_ld table in

database.

Copy Openld_User_Link.ascx, OpenldLogin.aspx, OpenldUserLink.aspx, Openld-icon-small.gif to
the site.
Copy assemblies to bin folder of the site:

= Janrain.Openld.dll
=  OrbitOne.Openld.Controls.dll

= OrbitOne.Openld.MembershipProvider.dll

OpenlDLogin.aspx:

=  The MembershipProvider property of “Login1” should be consistent with the name of

OpenldMembershipProvider defined in web.config.

<ccl:0penIDLogin ID="Loginl" runat="server" LinkOpenIdPage="OpenId User Link.aspx"
DestinationPageUrl="~/0Openld/Pages/About.aspx"
MembershipProvider="OpenIDMembershipProvider" CssClass="textImag">

</ccl:0OpenIDLogin>

OpenldUserLink.aspx:

= The OpenldMembershipProvider property of “OpenlD_User_Link” should be consistent with

the name of OpenldMembershipProvider defined in web.config.

<ucl:OpenID User Link ID="OpenID User Link" runat="server"

OpenIdMembershipProvider="0OpenIDMembershipProvider" />

Openld_User_Link.ascx:

=  The MembershipProvider property of “LinkOpenldLogin” should be consistent with the name

of ICTENENEHBESRBRINEEE d<fined in web.config.
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SqlMembershipProvide

3.4. Webh.Config

Add connection string for Openld membership provider:

Add Openld membership provider:

NonOpenIdMembershipProviderName="SglMembershipProvider"

NonOpenldMembershipProviderName is the name of default membership provider of the site.

Set login page to OpenldLogin.aspx

Allow anonymous user to access OpenldUserLink.aspx page and openid-icon-small.gif:
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4.  Deployment in SharePoint

The modules can be used with Windows SharePoint Service 3.0 (WSS). or Microsoft Office

SharePoint Server 2007 (MOSS). Follow the steps below to integrate OpenlID in your application:
Use “Script OpenlD Database.sql” create database for openld membership provider.

Copy Openld_User_Link.ascx, OpenldLogin.aspx, OpenldUserLink.aspx, Openld-icon-small.gif to
C:\Program Files\Common Files\Microsoft Shared\web server
extensions\12\TEMPLATE\LAYOUTS

@ C:'Program Files',Common Files'Microsoft Sharedweb server extensions', 124 TEMPLATE,LAYOL

File Edit Wiew Favorites Tools  Help
PBack ~ o) - ¥ | ) search | [ Falders | B G X ) | -
fddress |2 C:\Program Files\Common Files\Microsoft Sharediweb server extensions) 12 TEMPLATELAYOUTS
Folders ® || Mame = |
I Web Folders N ; MEQFP. 35p
=l 55 web server extensions = newlink. aspx
=] @ 1z ,ﬂnewMWS.aspx
) ADMISAPT ] newinay  asp
@ EIN IEr'-JEWF‘En;|EL.E:‘:.M:nuI:..E|5|:|>c:
I3 CONFIm IgnnE!l.-wsI:uwel:u.aspx
I-5) HCCab IﬂNEWTra|'|sIaI:i-:||'|r'-'1an-au;|erru3nt....
hﬁ Help IﬂNnalml'-.-'ariatiu:unSiI:E.asp}c
I5) 154PT Iﬂr'-J|:|I:Zr.Enl.-%.llSnE!tI:ings.asp:nc
I5) LoGS ,ﬂObjectCacheSettings.aspx
) Resources ,j afficialfilesetup, aspx
= 5 TEMPLATE | afficialfilesuccess, aspx
) 1033 IZIZIpEenI-:I_I_I::Er'_Linl::..a::n:::-::
) ADMIN L‘ﬂnpenid-imn-small.gif
) conTRoLTEMPLATE: | | =] OpentdLogin.aspx
| DocumentTemplates 'jl OpenldLiserLink. aspx

Copy assemblies to bin folder of SharePoint site or GAC:
= Janrain.Openld.dll
= OrbitOne.Openld.Controls.dll

= OrbitOne.Openld.MembershipProvider.dll
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4.3. Check page content to be consistent with

web.config settings.
OpenlDLogin.aspx:

= The MembershipProvider property of “Login1” should be consistent with the name of

OpenldMembershipProvider defined in web.config.

MembershipProvider="OpenIDMembershipProvider"

OpenldUserLink.aspx:

= The OpenldMembershipProvider property of “OpenID_User_Link” should be consistent with

the name of OpenldMembershipProvider defined in web.config.

OpenlIdMembershipProvider="0OpenIDMembershipProvider"

Openld_User_Link.ascx:

= The MembershipProvider property of “LinkOpenldLogin” should be consistent with the name

of IEENENESTHBESERBRIeNEs] d<fined in web.config.

SqlMembershipProvide
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4.4. Web.Config

Add connection string for Openld membership provider:

Add Openld membership provider:

NonOpenIdMembershipProviderName="SglMembershipProvider"

NonOpenldMembershipProviderName is the name of default membership provider of the site.

Set login page to OpenldLogin.aspx

Allow anonymous user to access OpenldUserLink.aspx page and openid-icon-small.gif:
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