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Orbit One has developed a ASP.Net Membership 

provider and login control that is compatible with 

the OpenID Authentication 2.0 implementation. 

http://openid.net/specs/openid-authentication-

2_0.html 

It allows you to quickly upgrade your ASP.Net 2.0 

or SharePoint site to access OpenID accounts. 

 

This document describes the steps to deploy and 

configure the modules in your application. 

Date:  26 March 2008 
Developed by:  Olivier Mangelschots 

Reference:  ORB-9359 
Company: Orbit One Internal 
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1. Workflow 
The diagram below describes how the different modules work together, and how a user gets 

authenticated using OpenID. 
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1. User tries to login with OpenId. 

2. OpenId membership provider redirect the user to the login page of OpenId provider site. 

3. OpenId provider site sends response back to OpenId membership provider. 

4. If login on OpenId provider site succeeded, OpenId membership provider retrieves UserId 

from OpenId table by offering OpenId. 

5. OpenId membership provider gets user from the default membership provider with the 

UserId from step 4. 

6. OpenId Link page validates the user account and password with the default membership 

provider. 

7. User tries to login with user account and password, use the default membership provider to 

validate. 



  

 
 

 

Orbit One 
OpenID Membership Provider - ASP.Net and SharePoint Deployment Guide - 27 February 2008 

4 

 

2. Login control 
The login page has two login controls: “Normal membership login control” and “OpenId login 

control”. User can use either to login. 
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When user tries to login with OpenId, he/she will be redirected to OpenId provider website, 

where user will be asked for his/her password. 
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After being authenticated by OpenId provider, by click the “Allow Forever” or “Allow Once” 

button, user will be redirect back to consumer site, authenticated. 
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If user is authenticated by OpenId provider while his/her OpenId is not linked with any 

membership user account, he/she will be asked to link OpenId with membership user account. 
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3. Deployment in ASP.Net 2.0 
The modules can be used with Windows SharePoint Service 3.0 (WSS). or Microsoft 

3.1. Create Database  
Use “Script OpenID Database.sql” create database for openId membership provider. 

If the site already has a membership provider database, just create an Open_Id table in 

database. 

3.2. Copy files 
Copy OpenId_User_Link.ascx, OpenIdLogin.aspx, OpenIdUserLink.aspx, OpenId-icon-small.gif to 

the site. 

Copy assemblies to bin folder of the site: 

 Janrain.OpenId.dll 

 OrbitOne.OpenId.Controls.dll 

 OrbitOne.OpenId.MembershipProvider.dll 

3.3. Check page content to be consistent with 
web.config settings. 

OpenIDLogin.aspx:   

 The MembershipProvider property of “Login1” should be consistent with the name of 

OpenIdMembershipProvider defined in web.config. 

<cc1:OpenIDLogin ID="Login1" runat="server" LinkOpenIdPage="OpenId_User_Link.aspx" 

DestinationPageUrl="~/OpenId/Pages/About.aspx" 

MembershipProvider="OpenIDMembershipProvider" CssClass="textImag">         

</cc1:OpenIDLogin> 

 

OpenIdUserLink.aspx:  

 The  OpenIdMembershipProvider property of “OpenID_User_Link” should be consistent with 

the name of OpenIdMembershipProvider defined in web.config. 

 

 <uc1:OpenID_User_Link ID="OpenID_User_Link" runat="server" 

OpenIdMembershipProvider="OpenIDMembershipProvider" /> 

 

OpenId_User_Link.ascx: 

 The MembershipProvider property of “LinkOpenIdLogin” should be consistent with the name 

of default MembershipProvider defined in web.config. 
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<asp:Login ID="LinkOpenIdLogin" RememberMeSet="false" 

DisplayRememberMe="False" LoginButtonText="Link" runat="server" 

OnLoggedIn="LinkOpenIdLogin_LoggedIn" 

MembershipProvider="SqlMembershipProvider "> 

 </asp:Login> 

 

 

3.4. Web.Config 
Add connection string for OpenId membership provider: 

<add name="O1OpenId" connectionString="SERVER=O1-TEST01\SQL2005; 

DATABASE=OrbitOne_OpenId; Integrated Security=SSPI;" /> 

 

Add OpenId membership provider: 

<add name="OpenIDMembershipProvider" 

type="OrbitOne.OpenId.MembershipProvider.OpenIdMembershipProvider, 

OrbitOne.OpenId.MembershipProvider" 

connectionStringName="O1OpenId" applicationName="OpenIdProject" 

requiresQuestionAndAnswer="false" requiresUniqueEmail="false" 

OptionalInformation="nickname,email,fullname,dob,gender,postcode,c

ountry,language,timezone" 

NonOpenIdMembershipProviderName="SqlMembershipProvider" /> 

 

 

NonOpenIdMembershipProviderName is the name of default membership provider of the site. 

Set login page to OpenIdLogin.aspx 

<authentication mode="Forms"> 

      <forms loginUrl="~/_layouts/OpenIdLogin.aspx" /> 

</authentication> 

 
 

Allow anonymous user to access OpenIdUserLink.aspx page and openid-icon-small.gif: 

<location path="_layouts/OpenIdUserLink.aspx"> 

    <system.web> 

      <authorization> 

        <allow users="*" /> 

      </authorization> 

    </system.web> 

  </location> 

  <location path="_layouts/openid-icon-small.gif"> 

    <system.web> 
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      <authorization> 

        <allow users="*" /> 

      </authorization> 

    </system.web> 

  </location> 
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4. Deployment in SharePoint 
The modules can be used with Windows SharePoint Service 3.0 (WSS). or Microsoft Office 

SharePoint Server 2007 (MOSS). Follow the steps below to integrate OpenID in your application: 

4.1. Create Database  
Use “Script OpenID Database.sql” create database for openId membership provider. 

4.2. Copy files 
Copy OpenId_User_Link.ascx, OpenIdLogin.aspx, OpenIdUserLink.aspx, OpenId-icon-small.gif to 

C:\Program Files\Common Files\Microsoft Shared\web server 

extensions\12\TEMPLATE\LAYOUTS 

 

 

 

Copy assemblies to bin folder of SharePoint site or GAC: 

 Janrain.OpenId.dll 

 OrbitOne.OpenId.Controls.dll 

 OrbitOne.OpenId.MembershipProvider.dll 
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4.3. Check page content to be consistent with 
web.config settings. 

OpenIDLogin.aspx:   

 The MembershipProvider property of “Login1” should be consistent with the name of 

OpenIdMembershipProvider defined in web.config. 

<cc1:OpenIDLogin ID="Login1" runat="server" LinkOpenIdPage="OpenId_User_Link.aspx" 

DestinationPageUrl="~/OpenId/Pages/About.aspx" 

MembershipProvider="OpenIDMembershipProvider" CssClass="textImag">         

</cc1:OpenIDLogin> 

 

OpenIdUserLink.aspx:  

 The  OpenIdMembershipProvider property of “OpenID_User_Link” should be consistent with 

the name of OpenIdMembershipProvider defined in web.config. 

 

 <uc1:OpenID_User_Link ID="OpenID_User_Link" runat="server" 

OpenIdMembershipProvider="OpenIDMembershipProvider" /> 

 

OpenId_User_Link.ascx: 

 The MembershipProvider property of “LinkOpenIdLogin” should be consistent with the name 

of default MembershipProvider defined in web.config. 

 

<asp:Login ID="LinkOpenIdLogin" RememberMeSet="false" 

DisplayRememberMe="False" LoginButtonText="Link" runat="server" 

OnLoggedIn="LinkOpenIdLogin_LoggedIn" 

MembershipProvider="SqlMembershipProvider "> 

 </asp:Login> 
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4.4. Web.Config 
Add connection string for OpenId membership provider: 

<add name="O1OpenId" connectionString="SERVER=O1-TEST01\SQL2005; 

DATABASE=OrbitOne_OpenId; Integrated Security=SSPI;" /> 

 

Add OpenId membership provider: 

<add name="OpenIDMembershipProvider" 

type="OrbitOne.OpenId.MembershipProvider.OpenIdMembershipProvider, 

OrbitOne.OpenId.MembershipProvider" 

connectionStringName="O1OpenId" applicationName="OpenIdProject" 

requiresQuestionAndAnswer="false" requiresUniqueEmail="false" 

OptionalInformation="nickname,email,fullname,dob,gender,postcode,c

ountry,language,timezone" 

NonOpenIdMembershipProviderName="SqlMembershipProvider" /> 

 

 

NonOpenIdMembershipProviderName is the name of default membership provider of the site. 

Set login page to OpenIdLogin.aspx 

<authentication mode="Forms"> 

      <forms loginUrl="~/_layouts/OpenIdLogin.aspx" /> 

</authentication> 

 
 

Allow anonymous user to access OpenIdUserLink.aspx page and openid-icon-small.gif: 

<location path="_layouts/OpenIdUserLink.aspx"> 

    <system.web> 

      <authorization> 

        <allow users="*" /> 

      </authorization> 

    </system.web> 

  </location> 

  <location path="_layouts/openid-icon-small.gif"> 

    <system.web> 

      <authorization> 

        <allow users="*" /> 

      </authorization> 

    </system.web> 

  </location> 

 


