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App.xaml.cs

public App()

{
if (App.Current.Host.Settings.EnableHTMLAccess == false)

throw new Exception();
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string htmlurl =
System.Windows.Browser.HtmlPage.
Document.DocumentUri.ToString().ToLower();

if (htmlurl != "http://foo.com/mypage.html"™) //lod culas Gussl

throw new Exception();

string xapServer = this.Host.Source.ToString();

11 4lss Ll (58518 Jae 5 als 3 338 (o

if (xapServer != "http://localhost:60338/TestApp.xap")
{

throw new Exception("Application came from an unexpected server");

}
this.Startup += this.Application_Startup;
this.Exit += this.Application_Exit;

this.UnhandledException += this.Application_UnhandledException;

InitializeComponent();
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Use this feature to specify the resources, such as DLLs and managed code, that handle responses for specific request types.

Group by: State -
Name ’ Path State Path Type Handler Entry Type *
HttpRemotingHandlerFactory-soa... “.soap Enabled Unspecified System.Runtime.Remoting.Channels... Local
HttpRemotingHandlerFactory-soa... “.soap Enabled Unspecified IsapiModule Local
HttpRemotingHandlerFactory-soa... “.soap Enabled Unspecified IsapiModule Local
HttpRemotingHandlerFactory-soa... “.soap Enabled Unspecified IsapiModule Local
HttpRemotingHandlerFactory-soa.. “.soap Enabled Unspecified IsapiModule Local |
OPTIONSVerbHandler " Enabled Unspecified ProtocolSupportModule Local 3
PagetiandlerFactory-Integrated iaspx Enabled Unspecified System.Web.ULPageHandlerfactory ||| Local .
PageHandlerFactory-Integrated-4.0  ".aspx Enabled Unspecified System.Web.ULPageHandlerFactory  Local
PageHandlerFactory-ISAPI-2.0 *,3spx Enabled Unspecified TsapiModule Local
PageHandlerFactory-ISAPL-20-64  *.aspx Enabled Unspecified TsapiModule Local
PageHandlerFactory-ISAPI-4.0 32bit  *.aspx Enabled Unspecified TsapiModule Local
PageHandlerFactory-ISAPI-4.0 64bit  *.aspx Enabled Unspecified TsapiModule Local
rules-64-1SAPI-2.0 *.rules Enabled Unspecified IsapiModule Local
rules-Integrated “rules Enabled Unspecified System ServiceModel.Activation.Http... Local

*.rules Enabled Unspecified System.ServiceModel Activation.Servi...  Local S

rules-Integrated-4.0
<

m

b

S 7.X jo sadds s jas glajlasl ol ) (a8 Ghoy laciall ) K

oues bl el T ASPNET Web site of yoa 4 1, waa Silverlight a3, S Soliie ol sl

ProtectXap.cs

using System;

using System.Web;

namespace SilverlightApplication65.Web

{

public class ProtectXap

{

public void Dispose()

1

IHttpModule

public void Init(HttpApplication context)

{
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context.EndRequest += context_ EndRequest;

}
static void context_EndRequest(object sender, EventArgs e)
{
var app = (HttpApplication)sender;
HttpContext context = app.Context;
if (context.Request.Url.AbsolutePath
.ToUpper().Contains(".XAP"))
{
if (context.User == null ||
context.User.Identity.IsAuthenticated == false)
context.Response.Redirect(
"login.aspx?ReturnUrl=" + context.Request.Url);
}
}

}

(SJL.:):»‘)lS 45:33)\9.4.@)4\9&.\.&3 WJ)JMLXAP Jiljusi(s\s'.sﬁsu:\\.&@.u‘\};)d&am u.u)ls Of‘)"‘
Onaea 5 httpModule ) cd glys ad aalsa culaa login gaadn 0 wdl sadd ol licl
alomis gulas Wb 1, b, Web.Config Ll dagl ) cdislas cga XAP sla Ll U L e httpHandler

Paged ol s i3
Web.config

<?xml version="1.0"?>
<configuration>
<system.web>
<compilation debug="true" targetFramework="4.0" />

<authentication mode="Forms">

<!--one month ticket-->

<forms
name=".403AuthXap"
cookieless="UseCookies"
loginUrl="login.aspx"
defaultUrl="default.aspx"
slidingExpiration="true"
protection="Al1l"

path="/"

timeout="43200"

/>
</authentication>

<l-- “.\Jy‘\ u“‘ (ST (ST (5‘.):’__>
<httpModules>
<add type="silverlightApplication65.Web.ProtectXap, SilverlightApplication65.Web"
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name="ProtectXap" />

</httpModules>

<httpHandlers>

<add path="*.xap" verb="*"

type="System.Web.StaticFileHandler"
validate="false" />

</httpHandlers>

</system.web>

<o a3V Gl 6T T slsem->
<system.webServer>
<modules>
<add name="ProtectXap"
type="silverlightApplication65.Web.ProtectXap, SilverlightApplication65.Web"/>
</modules>
<handlers>
<add name="ProtectXap" verb="POST,GET,HEAD,DEBUG" path="*.xap"
type="System.Web.StaticFileHandler" />
</handlers>
</system.webServer>
</configuration>

wlewd K3 50 IIS 7.X igan SIS 6.0 cga a5¥ oladdass Jols ol 9
@ Bise sk oo Lliel Olyu,lS s al 1 3 Silverlight saaly &1 almis ool 5) pu o5
sbael Forms Authentication aiews 35k 5 wb i) od sial 25 4ol s XAP Ll (gl sine (soualins
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3 ol jlisl and g XAP (sly L1 (g 05 1,8 Joo (g5lw 5o

oobie ool sl ols &1, 50 HitpHandler 6 b 5515 4ol s XAP (gl gine )55 o0 83 (Bg, s s9)e
by & GetXap.ashx oG « 1, Generic handler < wwas bl S 0338 43S w355 oo 3

%Ad)ﬁismcﬁu‘)uTcsLA.\SwJ:sSSML.A‘Cs)L;QJJ‘)éASPNET

GetXap.ashx.cs

using System.IO;
using System.Web;

namespace SilverlightApplication67.Web
{
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/// <summary>
/// Summary description for GetXap
/// </summary>
public class GetXap : IHttpHandler

{
public void ProcessRequest(HttpContext context)
{
if (!context.User.Identity.IsAuthenticated)
return;
// Render XAP Stream Back To Client
var buffer = File.ReadAllBytes(
context.Server.MapPath(
"ClientBin/SilverlightApplication67.xap"));
context.Response.ContentType =
"application/x-silverlight-app";
context.Response.BinaryWrite(buffer);
}
public bool IsReusable
{
get
{
return false;
}
}
}

}

soliteal « ASPNET (sladelis 5o oF Jliol 5 5sbond wiile bgsyae slasls 51 cbslas slagis, 5 oS
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ASPX

<object data="data:application/x-silverlight-2,"
type="application/x-silverlight-2" width="100%" height="100%">
<param name="source" value="GetXap.ashx"/>

9 Lo ._\.A‘ja.’s “)XAP Gudeu)fuuj‘au ‘L§~9§ J..!LQ Source y%‘ﬁleu‘y)ls _;34 ues_): uf“i_s
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Web.config

<?xml version="1.0"?>
<configuration>
<system.web>
<compilation debug="true" targetFramework="4.0" />
<authentication mode="Forms">
<!--one month ticket-->
<forms
name=".403AuthXap" cookieless="UseCookies"
loginUrl="login.aspx" defaultUrl="default.aspx"
slidingExpiration="true" protection="All"
path="/" timeout="43200" />
</authentication>

<authorization>
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<deny users="?"/>
</authorization>
</system.web>

o) s XAP cladsls 5 sus Jlacl ASPNET sladal s slahls & Uys oladsss opl ool gous
o S Glgie U8 e Ho odole HitpModule G LagT ) cdsdlas (35 4S aiieud 4e gans
o e sldel 5, 60 5 ola ASPINET aeliys v Hliel p63 (lasS50 cga 15 e gu aalsl 5o
tals axalsa &1, WCF Service (pl b 53
TestService.svc.cs

using System.ServiceModel;
using System.ServiceModel.Activation;
using System.Web;

namespace SilverlightApplication66.Web

{
[ServiceContract(Namespace = "")]
[AspNetCompatibilityRequirements(RequirementsMode
= AspNetCompatibilityRequirementsMode.Allowed)]
public class TestService
{
[OperationContract]
public string GetAuthenticationType()
{
return HttpContext.Current.User.Identity.AuthenticationType;
}
[OperationContract]
public string GetLoggedUser()
{
return HttpContext.Current.User.Identity.Name;
}
}
}

Ll 4, « 1, Silverlight-enabled WCF Service < «Salast ) ad S5 50 jiday S shiles
ASPNET L5 L ol cea o ods oy bl s
Al oo cwlie Silverlight uaea 5 (aspNetCompatibilityEnabled=true)
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(el U S 5 eledal =l o anle 1 usa odili s Hlidel 3hie a5 e SecurityManager
R D P X | PV P S VTR LIV VI
SecurityManager.cs

namespace SilverlightApplication66.Web
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{
public class SecurityManager
{
public static bool Authenticate(
string username, string password)
{
/198l 5k solyy Lol 5015 908 (sl i el 3hie
return username == password;
}
}
}
login.aspx

<%@ Page Language="C#" AutoEventWireup="true"
CodeBehind="login.aspx.cs" Inherits="SilverlightApplication66.Web.login" %>

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0org/TR/xhtmll/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head runat="server">
<title></title>
</head>
<body>
<form id="forml" runat="server">
<div align="center">
<asp:Login ID="ctrlLogin" runat="server"
OnAuthenticate="ctrlLogin_Authenticate" />
</div>
</form>
</body>
</html>

os Forms s jie v Hldel sl 5 Login J,i€ 5 soliin) gogad 9y90 59 sale Jls
tecol sass S S3 delal ;0 ASP.NET
login.aspx.cs

using System;
using System.Web.Security;
using System.Web.UI.WebControls;

namespace SilverlightApplication66.Web

{
public partial class login : System.Web.UI.Page

{

protected void Page_Load(object sender, EventArgs e)

{}

protected void ctrllLogin_Authenticate(object sender,


http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd
http://www.w3.org/1999/xhtml
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AuthenticateEventArgs e)

{
if (SecurityManager.Authenticate(
ctrlLogin.UserName, ctrlLogin.Password))
{
//authenticated
FormsAuthentication.RedirectFromLoginPage(
ctrlLogin.UserName, ctrllLogin.RememberMeSet);
}
}

}

G i Hliiel 5 G L€ Web.Config Jsls ,a suds <3 Forms authentication oladiss 4 4a 6 b

sl culaa gl sules Response.Redirect <G el jo ol bl .ad aal & o gaia , default.aspx sassn
il suid suly 1,8 Silverlight g4l cinle )T saadn

default.aspx.cs

using System;

namespace SilverlightApplication66.Web

{
public partial class _default : System.Web.UI.Page
{
protected void Page_Load(object sender, EventArgs e)
{
Response.Redirect("SilverlightApplication66TestPage.aspx");
}
}
}

sl LISl Bl 31 LS 5 aus e Ll © sud olasl WCF Gy gimn 5 i 55l ool LIS Lol
iy aal g o sa s WCF Service ol o o sicus K6l ouds ai el 5,8 slladiie s ASP.NET

s WCF Service gl 40 Jlas! sl (Y JS&) 15 sola 83502 Silverlight cadS slasS ayjls wad () 9
GBsre IS 51 5 80 S ok suly MVVM o &Il S a5 1, JBe 0l aats a5 oo oledbl iulas
s asal s soliiul gola SUS L3 sladiad o sud suls aaw 55 DelegateCommand

asa Silverlight s34 & ASP.NET 655,55 50 o alas) WCF Service w1 ela,l B el 5l lail
B8se wilay Jac Basb ol & SI(Add Service reference sauX w3sn oo bws) adls wlal
el sudn s sliel - WCF Service o pla ) (58 cadS 1) adla @lal | gela,) B ad wal sas
o8 sud K3 authorization ceewd lanl obiie ool glos ol HISG alad) sls 15 ad¥ pasias
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Jb o |, authorization cwwd slasS lsaas ¢ 5SI aile wdlal WCF Service « 1, a3¥ glayl
S wslsl Web.Config
owd il g5l suly sl o WCF Service ) a8l 0 cowmld so 31 L Silverlight gaal s Jas
a0 S o Jis INotifyPropertyChanged
Servicelnfo.cs

using System.ComponentModel;

namespace SilverlightApplication66.Model

{
public class ServiceInfo : INotifyPropertyChanged
{
string _authenticationType;
public string AuthenticationType
{
get { return _authenticationType; }
set
{
if (_authenticationType == value) return;
_authenticationType = value;
raisePropertyChanged("AuthenticationType");
}
}
string _identityName;
public string IdentityName
{
get { return _identityName; }
set
{
if (_identityName == value) return;
_identityName = value;
raisePropertyChanged("IdentityName");
}
}
public event PropertyChangedEventHandler PropertyChanged;
void raisePropertyChanged(string propertyName)
{
var handler = PropertyChanged;
if (handler == null) return;
handler(this, new PropertyChangedEventArgs(propertyName));
}
}
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8555 ol tais glaa L by View « |, GetLoggedInUserName s GetAuthType
taas oo alasl Silverlight
ServicelnfoViewModel.cs

using System.Windows.Input;

using SilverlightApplication66.Helper;

using SilverlightApplication66.Model;

using SilverlightApplication66.TestServiceReference;

namespace SilverlightApplication66.ModelViews

{
public class ServiceInfoViewModel
{
public ServiceInfoViewModel()
{
ServiceInfo = new ServiceInfo();
GetLoggedInUserName = new DelegateCommand<ServiceInfo>(
getLoggedInUserName, canGetLoggedInUserName);
GetAuthType = new DelegateCommand<ServiceInfo>(
getAuthType, canGetAuthType);
}

public ICommand GetAuthType { set; get; }
public ICommand GetLoggedInUserName { set; get; }
public ServiceInfo ServiceInfo { set; get; }

private bool canGetAuthType(ServiceInfo arg)

{
return true;
}
private bool canGetLoggedInUserName(ServiceInfo arg)
{
return true;
}
private void getAuthType(ServiceInfo obj)
{
var srv = new TestServiceClient();
srv.GetAuthenticationTypeCompleted +=
srv_GetAuthenticationTypeCompleted;
srv.GetAuthenticationTypeAsync();
}

private void getLoggedInUserName(ServiceInfo obj)

{
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var srv = new TestServiceClient();
srv.GetLoggedUserCompleted += srv_GetLoggedUserCompleted;
srv.GetLoggedUserAsync();

void srv_GetAuthenticationTypeCompleted(object sender,
GetAuthenticationTypeCompletedEventArgs e)

if (e.Error == null)
ServiceInfo.AuthenticationType = e.Result;

void srv_GetLoggedUserCompleted(object sender,
GetLoggedUserCompletedEventArgs e)

if (e.Error == null)
ServiceInfo.IdentityName = e.Result;

}

Ll Ho asleadd Bl jiduy 0T b s e Jead (b 50 WCF Services b 5 (lojas pe Jlael oldsa b
owdsil Servicelnfo s 4yl s 4y @iboe @)Y oldbl S S Geea 4 30
Gk o) Aslads T Galsd laie Lo (55m33 5a il susad g5l suly |, INotifyPropertyChanged

WS o L8 5 el View jlaal 5o Binding st
ranilad o sualine 1 4els o XAML slasS aalyl o
MainPage.xaml

<UserControl x:Class="SilverlightApplication66.MainPage"
xmlns="http://schemas.microsoft.com/winfx/2006/xaml/presentation"
xmlns:x="http://schemas.microsoft.com/winfx/2006/xaml"
xmlns:d="http://schemas.microsoft.com/expression/blend/2008"
xmlns:
mc="http://schemas.openxmlformats.org/markup-compatibility/2006"
xmlns:vm="clr-namespace:SilverlightApplication66.ModelViews"
mc:Ignorable="d" d:DesignHeight="300" d:DesignWidth="400">
<UserControl.Resources>

<vm:ServiceInfoViewModel x:Key="vmServiceInfoViewModel" />

</UserControl.Resources>
<Grid x:Name="LayoutRoot" Background="White"

Margin="5"
DataContext="{StaticResource vmServiceInfoViewModel}"
>

<Grid.RowDefinitions>
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />

</Grid.RowDefinitions>


http://schemas.microsoft.com/winfx/2006/xaml/presentation
http://schemas.microsoft.com/winfx/2006/xaml
http://schemas.microsoft.com/expression/blend/2008
http://schemas.openxmlformats.org/markup-compatibility/2006
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<Grid.ColumnDefinitions>
<ColumnDefinition Width="150" />
<ColumnDefinition />
</Grid.ColumnDefinitions>
<Button Grid.Row="0" Grid.Column="0"
Command="{Binding GetAuthType}"
Margin="5"
CommandParameter="{Binding ServiceInfo}"
Content="GetAuthenticationType" />
<TextBox Grid.Row="0" Grid.Column="1"
Margin="5" HorizontalAlignment="Left"
Text="{Binding ServiceInfo.AuthenticationType}
Width="200" IsEnabled="False" />
<Button Grid.Row="1" Grid.Column="0"
Command="{Binding GetLoggedInUserName}"
Margin="5"
CommandParameter="{Binding ServiceInfo}"
Content="GetLoggedInUser" />
<TextBox Grid.Row="1" Grid.Column="1"
Margin="5" HorizontalAlignment="Left"
Text="{Binding ServicelInfo.IdentityName}"
Width="200" IsEnabled="False" />
</Grid>
</UserControl>
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& SilverlightApplication66 - Windows Internet Expl... /= . e Solution Explorer v R x

) g
"J|'.=_=‘|4

j Solution ‘SilverlightApplicationd6' (2 projects)

@'\/" |g, http://localh... '| ] ““)| A ||b Bing

File Edit Mew Favorites Tools Help Fl ‘E SilverlightApplication66
'3 Favorites ‘7)5 & Suggested Sites v & | Get More Add-ons ¥ > =d Properties
. > [« References
(& silverlightApplicationB ﬁ v Eﬂ MEE - 4 7 Service References
I Gfﬁ TestServiceReference
| GetAuthenticationType 4 [ Helper
] DelegateCornmand.cs
| GetlLoggedInUser 4 [ Model
] Servicelnfo.cs
@& Local intranet | Protected Mode: Off g v H100% - 4[5 ModelViews
h ] ServicelnfoViewModel.cs

(= Appaxaml
= MainPagexaml
5 ServiceReferences.ClientConfig
4 _’& SilverlightApplication66.Web

> =d| Properties

[l References

> [ ClientBin
= default.aspx
[ login.aspx
) SecurityManager.cs
5] Silverlightjs
&) SilverlightApplication66TestPage.aspx
#] SilverlightApplication66TestPage.html
¥ TestService.sve
5 Web.config

WCEF Service s g5k ol (585550 Lbalu 5 ol —Y K

Silverlight gaely huwgi LOGin gasxiuo (43,9l o218 5,90 43 IASS

B ol Sl 5 wiles suldins) ASPNET U Lsye Login J,aK 51« wals wiaide wld J8 JBe o
Gl i el sie SO Hsliie ol (5158 S (ghlw suly usa Silverlight g4l 5 501, Login gaadn

il il 5y S WCF Service
TestService.svc.cs

//using System;
//using System.Web.Security;

[OperationContract]
public bool Authenticate(string Username, string Password)
{
if (FormsAuthentication.Authenticate(Username, Password))
{
FormsAuthentication.SetAuthCookie(Username, false);
return true;

}

return false;
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S 51y sals gila 1, usa Login siats IS glanl Lo Silverlight sl yn oy ol

s oas Llais o SetAuthCookie 51 soliin) cle ogad aalpd suliiul 3.8 Authenticate
.aab s HttpContext.Current.User

IsAuthenticated cawsla wsa clead &I1 5 Gty wls WCF Service b g sads <1, die 54 () 5

ol g 1 ola oS L s e
TestService.svc.cs
[OperationContract]

public bool GetMyBalance(out decimal Balance)

{
if (HttpContext.Current.User.Identity.IsAuthenticated)

{
Balance = 1000.00M;
return true;

}

else

{
Balance = decimal.MinValue;
return false;

tae] walsa a4y JSa  WCF Service gsaias €I ASP.NET 4l s Web.Config cldls ol 5o
TestService.svc.cs

<?xml version="1.0"?>
<system.web>
<authentication mode="Forms">
<forms name="secure">
<credentials passwordFormat="Clear">
<user name="myUser" password="secret"/>
</credentials>

</forms>
</authentication>

</system.web>

Forms atiws geoliinl o)ge oS il w8 Ciyal sud S5 cladine b 5,8 S w5 ol

o5 5 8 JBe SecurityManager (WIS glea 5 olsie L oted S aalsa 1,3 Authentication
om 0B G olads (358 Web.Config b jo (sines .28 S sl login.aspx.cs Ll Lo o 558,
Silverlight (s4al 5 Lo lagT (sl salsy Jlie ol 5 Baa |y tilents K3 Koo login 5 aiew el )
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sl Login gaain 5o aa ol 5 058 chpe Wb LS L sas S5 Authenticate e S 6al 58
5l 5 sad au ,lase HttpContext.Current. User ¢ & «olilae o g sual cudd go &, e o . Silverlight
wagad saliieal (55l LIS Canis s s 5 S Ol e O Lalss
G o yiws Oga ) fasad soldinl authorization &5 51 Js e anle o) 55 oo el 5o Koo sl 4
Bl 50 5 ol sads ol Hlidel ol sas 5o L Silverlight =S WCF Service s liel sis

HttpContext.Current.User.Identity.IsAuthenticated

WCF Service Sy L ko Meta Data dis yigy owyy

a0 sola (585550 0 sa 5e Silverlight gaal b 55 ol 5158 LS Lais saud 5 WCF Service SI
Lo g o pad Bla abeares catiel G0Vl g 1 g oF b b e Meta Data b w,€ 5158 solitel
I, WCF Service & oledb! b 5 OperationContract . ServiceContract () 53 .« Meta Data .l
PP FECIN

Meta oledb) wdla o 4ilsl WCF Service <6 1, ela ) ssa Silverlight g4l 5 o Sl
098! 51 Gy Gl i wial g Blal el o lagedS UK 4 g JolS & 0 Gung e o] Data
SleMbs) ol «KalasT ) 5 usad das |, Meta Data oledb) o) 5 o Sol & WCF Service el )l
G sobiie Gl sl ol salas by K G Raaa ol s e L Silverlight gaebise 5o o581 aa
syl 5o Comment K& & b adla Gaia 1 ) sl 5 60 S 4aal 50 4l Web.Config

Web.Config

<!-- <endpoint address="mex" binding="mexHttpBinding"
contract="IMetadataExchange" /> -->

Web.Config

<behavior name="">
<serviceMetadata httpGetEnabled="false" httpsGetUrl="false" />
<serviceDebug includeExceptionDetailInFaults="false" />
</behavior>

I, 3¢ IMetadataExchange Iui) wus g Jlael 15 (s5ma5 s & WCF Service jo SI el K3 4 a3

S 5 s el ey SUS Silverlight a3 08 Gussw G2l b baiise plasl (590 22 o 0 S Jlas
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