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Project Specifics
Project Name = CryptoCollaboration for SharePoint 2007

Project Type = Shared Sister Assemblies | SharePoint Feature | SharePoint Application Page

Author:  Adam Buenz 

Working With CryptoCollaboration
Working with CryptoCollaboration is fairly straightforward since it is directly bound and callable from SharePoint lists that are specified within the CryptoCollaboration Feature file. For a list of the list types that the SharePoint Feature targets, view the CryptoCollaboration Installation Instructions which provides a list registration types that are targeted by default.
Working With CryptoCollaboration From A SharePoint List

Open a SharePoint list that coordinates to one that is targeted from the Feature file, and one that you have Edit List Item rights on (this is specified within the Feature file because when calling encryption options since you will be directly modifying the list metadata). In this example, I am using a custom list type called “test” which solely contains the “Title” column (this could obviously be more complex depending on your requirements).
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As you can see, I also have one new list item created, also named “test”. Now, I would like to encrypt this item with an encryption algorithm of my choosing. In order to do this, bring up the ECB menu for the item by hovering over it, then selecting the highlighted item, which will bring up the default options available for working with the list item as well as the new encryption item.
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Within the ECB menu for the list item, select “Encrypt / Decrypt This Item” from the available options. Once this is selected, you will be brought to the CryptCollaborations Operations Application Page that is stored in the _layouts directory in the 12 hive.
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Within the CryptCollaborations Operations Page, you will notice two different panels that are offered. The first panel offers you some insight into the housing SharePoint list, the SharePoint list item, as well as the item fields that are considered “encryptable” by CryptoCollaboration. Certain fields are not considered “encryptable” because SharePoint demands specific formats for provided data. For example, you can’t when a field is defined as an integer, put a lengthy set of several character types in it, since SharePoint when doing the Update check on it will error out since the format is inconsistent. Similar to integer fields, further consider URL fields. If the provided URL being stored is encrypted, it wouldn’t be considered a valid URL by SharePoint and therefore it wouldn’t store it. Besides field formats that won’t be stored because of the validity of data, furthermore, we also don’t want to encrypt fields that are considered read-only, or hidden.

Therefore, in the “SharePoint Item and List Specifics” section, besides showing basic information such as the:

· List ID

· List Name

· Item ID

· Item Name

you will also find a section that displays the fields that will be encrypted by the routine. In this specific example, the title field that is a simple text field is considered “encryptable”, so is displayed in the interface in a comma delimited format. 
In the next section labeled “Encryption and Decryption Specifics”, there are some segments that require your interaction for your encryption routine to function correctly. The first is a radio button list that contains all the encryption routines that are offered by the CryptoCollaboration Encryption Engine. Within this current revision, there are four algorithms that are supported:
1. Rijndael (also known as Advanced Encryption Standard [AES]) – Rijndael is a block substitution linear transformation cipher encryption algorithm supporting key sizes of 128, 192 and 256 bits.

2. RC2 – RC2 is a 64-bit block cipher supporting a variable size key.
3. Triple DES – is a 56-bit block cipher using the Data Encryption Standard (DES) three times with a key size of 168 bits.
4. Blowfish - Blowfish is a 64-bit symmetric block cipher with a variable size key ranging from 0 to 448 bits.
It is pretty much your preference when selecting which encryption algorithm you would prefer to use, it is best to do further research based on your organization or industry security standards. For this example, I am going to select Rijandael as my encryption algorithm. Following, you have to select some more specific encryption options. By default, the Encryption Key is set to use the string “SecretKey” and for the Initialization Vector “ SecretIV”. The Encryption Key is a string that is used in order to determine the output of the encryption algorithm, and the Initialization Vector is basically used to avoid keying processes.

These strings can be customized by selecting the “Customize The Encryption Key” and the “Customize The Initialization Vector” checkboxes.
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After these are customized to your needs, you can either encrypt or decrypt the item using the two provided buttons.
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Selecting either of these options will kick you to the list item display page, where you can view the output of your specific operations. In this case, I am going to encrypt the item. Once I select the “Encrypt Item” button, the “Title” field value should be encrypted with a new value.
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You can see in the above picture that the string is now encrypted with my selected algorithm, and the text field is now unreadable.
Now, if I want o decrypt this item, I select the same ECB menu item, and as opposed to selecting “Encrypt Item” button, I am going to select the “Decrypt Item” button. Ensure that you select the same algorithm that was used to encrypt the item. Once you decrypt the item, it should return to its plaintext format.
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