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1. Pre-Requisites
1. Microsoft Office SharePoint Server 2007 

2. A SharePoint web application using the Windows authentication type – see Appendix G if you need to create a new SharePoint web application for SSN
3. A Windows account to be used for SSN site installation and administration.

4. An Active Directory domain running Windows Server 2003, with the domain and forest in Windows Server 2003 Native Mode.  Native mode is required for the password management features to function properly.

5. An SMTP Server configured on your network to support the user registration and management facilities

2. SSN Automated Installation

The SSN automated installation will install the following SSN components:
· All SSN web parts. (SSN web parts are installed into the Global Assembly Cache)

· SSN Master Rating List Feature

· SSN Membership Feature (not activated)
· SSN Site Templates

· SSN image files

In addition the SSN automated installation will perform the following actions:

· The Microsoft Enterprise Library Exception Handling configuration will be added to the web.config file.
· “Safe Control” entries will be added to the web.config.file for SSN web parts.

· The SSN Home Page will be added as a site under the SharePoint portal root site.
· The IT Professionals, Developers, Project Managers, Projects, and Solutions site collections will be created.
After the installation the following site topology will be installed on your SharePoint server:
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Perform the following steps to run the automated installation:

1. Unzip the SSNinstall.zip file to a folder on the server

2. Open the .bat files (addsitetemplates.bat, createsitecollection.bat, install.bat) and verify that the path to the stsadm SharePoint utility shown in each .bat file matches the stsadm path on your server.
3. Run install.bat with the following 4 parameters: 1) url of the SharePoint web application, 2) email of site administrator, 3) login name of site administrator, 4) path to the SharePoint web.config file. (example:  install "http://ssndev1" "administrator@contoso.com" "administrator" "C:\Inetpub\wwwroot\wss\VirtualDirectories\80\web.config")
3. Post Installation

The following steps must be taken to complete the installation of SSN:
1. Enable Auditing on site collections where the Hot Downloads and Hot Sites web parts are to be used – see Appendix A
2. Verify that the Template names for the Create Solution Site and Create Project Site webparts are correct.  Note: This only needs to be done if you install SSN on an existing web application that has custom site templates. – see Appendix B
3. Configure Site and Workspace Creation rights on the Solutions and Projects site collections – see Appendix C
4. Add your Terms of Use and Privacy Policy – see Appendix D
5. Add the Community sites to the General Stats web part Sites Included property

· Go to the SSN Home page and select Modify Shared Web Part for the General Stats web part

· Go to the Miscellaneous section in the Tool Pane

· Enter the urls for the home pages of the Community sites delimited by a comma (example: http://ssndev1/sites/solutions,http://ssndev1/sites/projectmanagers,http://ssndev1/sites/itprofessionals,http://ssndev1/sites/developers,http://ssndev1/sites/projects)

6. Change the SSN Home links in the Top Link bars of the community sites to your SSN Home page address

· Go to the home page of the community site (example: IT Professionals)

· Site Actions > Site Settings > Top Link Bar

· Click the edit icon next to SSN Home

· Change web address to your SSN home page address

4. Post Installation – SSN Membership feature
1. Extend your Active Directory schema with the required Membership Provider attributes - see Appendix E

2. Add Membership Configuration data to the web.config file for your SSN web application – see Appendix E

3. Add a Group to your Active Directory for new users – example: SSN Visitors.  Note that ‘SSN Visitors’ is what is used in the sample files in the installation, so if you would prefer to use something else, please ensure to make the necessary modification in SharePoint’s web.config file.  The SSN Visitors group is the default group that all new users are added to on the approval of their registration.
Important
The AD Membership Provider settings in the web.config file allow an administrator to configure settings such as minimum password length.  These settings are combined with whatever password policy you have in place in Active Directory Domain Controller, Domain, and Local policies on the domain contoller, and the most restrictive will apply.

4. Activate the SSN Membership Feature

5. Configure the SSN SharePoint web application to allow anonymous access through SharePoint Central Administration.  Ensure that you select the application installed on the correct port.
6. Configure the SSN Home web site to allow anonymous access
· Site Actions > Site Settings > Advanced Permissions

· Actions > Edit Permissions

· Click Ok to create unique permissions for the SSN Home site

· Settings > Anonymous Access

· Select “Entire Web Site” and click Ok

7. Add the SSN Visitors Active Directory group to each site collection with the permission level that you want new members to have (example: Read)

· Site Actions > Site Settings > People and Groups

· New > Add Users

· Enter “SSN Visitors” in the People and Groups textbox

· Click “Give users permissions directly” and check Read (you can also select Contribute if you want to give new members permission to post content straight after they have registered and been approved on the site)
Note: you can also grant read access to anonymous users if you want to allow this user type to access content on the site before they register.
8. Set permissions on the SSN Membership Review List page
· Go to <your url>/SSN/SSN Membership Review List/AllItems.aspx

· Settings > List Settings > Permissions for this List
· Actions > Edit Permissions

· Click Ok to create unique permissions

· Settings > Anonymous Access

· Uncheck all check boxes and click Ok

· Add users that will have permissions to access the Membership Review List

· Remove users or groups that you do not want to have access to the Membership Review List

9. Set permissions on the Password Management library.

· Go to <your url>/SSN/SSN Password Management

· Settings > Document Library Settings > Permissions for this Document Library

· Actions > Edit Permissions

· Click Ok to create unique permissions

· Settings > Anonymous Access

· Uncheck all check boxes and click Ok

· Add users that will have permissions to access pages in this library (example Administrator (FC) and SSN Visitors (R))
· Remove users or groups that you do not want to have access to pages in this library

10. Set permissions on the SSN Master Ratings List

· Go to <your url>/sites/Solutions/SSN Master Ratings List

· Settings > List Settings > Permissions for this List

· Click Ok to create unique permissions

· New > Add Users

· Add the SSN Visitors with Contribute permissions if you want new members to be able to rate Solutions
      Important:

By default users with Read permissions cannot post to discussions threads or upload content.  If you want new members to have these rights you must give them Contribute permissions.  Other elements of the site can be given unique permissions by modifying the list/document library/etc directly.
Note:

Many webparts that have been created for SSN will only show users what they have permissions to see; this is done through attempting to authenticate.  Anonymous users cannot be authenticated, so web parts may appear empty unless authentication takes place.

5. Appendix A – Auditing configuration
Note: the Hot Downloads and Hot Sites web parts require that SharePoint auditing be enabled on each site collection in which they are used.  By default the Hot Downloads and Hot Sites web parts are installed in the Home pages of both the Solutions and Project site collections. Auditing must be enabled in these site collections for the Hot Downloads and Hot Sites web parts to function properly.
To enable Auditing
1. Logon as the Site Collection Administrator.
2. Go to the home page of the site collection in which auditing will be enabled.

3. Click “Site Actions”, then “Site Settings”.
4. Under “Site Collection Administration”  click “Site collection audit settings”.
5. In the “Specify the events to audit:” section, ensure the following item is selected: “Opening or downloading documents, viewing items in lists, or viewing item properties”.
6. Click “OK”.

7. Repeat steps 2 – 6 for each site collection requiring audit enabling.

6. Appendix B – Configuring the Create Sub Sites Web Part
Run the following command: stsadm –o enumtemplates *
*stsadm is located in the following folder: \Program Files\Common Files\Microsoft Shared\web server extensions\12\BIN
This command will output a list of Site Template with their display name and their internal name.

Example output for “stsadm –o enumtemplates”:

C:\program files\common files\microsoft shared\web server extensions\12\BIN\stsadm –o enumtemplates

SSN Project - Language: 1033 - Site Template: _GLOBAL_#1 - Template Id: 1

SSN Solution - Language: 1033 - Site Template: _GLOBAL_#1 - Template Id: 1

The Create Sub Sites web part requires you to provide the internal name for the Site Template to be used for creating new sites.  This name will typically be in the format (_GLOBAL_#n).
To set the Site Template for new Solution sites:

1. Go to <YOUR URL>/sites/Solutions/Shared%20Documents/AllSolutions.aspx
2. Click Site Actions > Edit Page

3. Click Edit > Modify Shared Web Part for the CreateSubSite web part

4. Expand Miscellaneous and verify that the internal name for the Site Template shown matches the name shown in the enumtemplates output for “SSN Solution”

To set the Site Template for new Solution sites:

1. Go to <YOUR URL>/sites/Project/Shared%20Documents/AllProjects.aspx
2. Click Site Actions > Edit Page

3. Click Edit > Modify Shared Web Part for the CreateSubSite web part

4. Expand Miscellaneous and verify that the internal name for the Site Template shown matches the name shown in the enumtemplates output for “SSN Project”

7. Appendix C – Configuring Site and Workspace Creation Permissions

Site and Workspace Creation permissions enable users to create sub sites and workspaces within a site. By default these permissions are not enabled in the SSN Solutions and Projects home sites. The following steps illustrate how to enable and configure Site and Workspace permissions.
1. Logon as the Site Collection Administrator.

2. Go to the home page of the site collection in which Site Creation Permissions will be configured.

3. Click “Site Actions”, then “Site Settings”.

4. Under “Site Administration” click “Sites and workspaces”.
5. Click “Site Creation Permissions”

6. Ensure that the desired Permission Level(s) that should be allowed to create sites and Workspaces are checked (typically this should be Contribute).
7. Click “OK”.

8. Repeat steps 2 – 7 for each site in which Site Creation Permissions will be configured.
8. Appendix D – Adding Terms of Use and Privacy Policy

Blank html pages for Terms of Use and Privacy Policy are located in the following folder:

Program Files\Common Files\Microsoft Shared\web server extensions\12\TEMPLATE\LAYOUTS\SSN\

Open each of these pages in Notepad or an HTML editor and add your text for Terms of Use and Privacy Policy.

9. Appendix E – Membership Configuration
9.1. Extending the Active Directory Schema

The ActiveDirectoryMembershipProvider Class used by the SSN Membership feature requires an extension of the default Active Directory Schema.

The ssn-membership.ldf file included in SSNBETA2.zip can be used to extend your Active Directory schema.

Use this command to import the ldf file:

ldifde -i -f ssn-membership.ldf
Additional information on using the LDIFDE utility:

Using LDIFDE to import and export directory objects to Active Directory http://support.microsoft.com/kb/237677
9.2. Adding Membership Provider configuration sections to the web.config file

Important:

Create a backup of your web.config file before you make these changes.

The ActiveDirectoryMembershipProvider Class used by the SSN Membership feature requires that additional configuration settings be added to the web.config file for SharePoint.

The SSNBETA2.zip contains a Configuration folder with sample web.config configuration settings.  You will need to change some of the values in these settings to match your configuration.
You will need to open the web.config file for your SharePoint instance in a text editor to make the required changes.  
Membership Provider (membershipProvider.txt) 

These settings contain the schema and account information needed by the ActiveDirectoryMembershipProvider  
Add these settings to the <system.web> section of the web.config file.
Connection Strings (connectionStrings.txt)

These settings contain the LDAP connection strings used by the ActiveDirectoryMembershipProvider to connect to the Active Directory domain controllers used for SSN user accounts.
Add these settings to the <connectionStrings> section of the web.config file.
Application Settings (appSettings.txt)
These settings specify the name of the Active Directory Group to be used for new SSN members.
Add these settings to the <appSettings> section of the web.config file.
Set the SSNMembershipEmailFrom value to be the From email address for emails sent during the Membership process.
Mail Settings (mailSettings.txt)

These settings specify the SMTP server to be used for sending Membership notifications.
Add these settings to the <system.net> section of the web.config file.
HTTP Handlers (httpHandlers.txt)
These settings configure an HTTP Handler for the CAPTCHA image on the Membership Request page.

Add these settings the <httpHandlers> section of the web.config file.
Important:

The Membership Provider configuration must contain the username and password of a user that has permissions to administer user accounts.   This information should be encrypted.  This article on MSDN contains instructions on encrypting sections of a web.config file:
Encrypting Configuration Information Using Protected Configuration 

http://msdn2.microsoft.com/en-us/library/53tyfkaw.aspx
examples: 
aspnet_regiis -pe "connectionStrings" -site "SharePoint - 80" -app "/" -prov "DataProtectionConfigurationProvider"

aspnet_regiis -pe "system.web/membership" -site "SharePoint - 80" -app "/" -prov "DataProtectionConfigurationProvider"

aspnet_regiis -pe "system.web/roleManager" -site "SharePoint - 80" -app "/" -prov "DataProtectionConfigurationProvider"
10. Appendix F – SSN Web Parts
	WebPart Name
	Description

	Hot Sites
	· Displays a numbered list of the most accessed sites.

· Number of sites displayed is configurable.

· Site list is hyperlinked to home page of sites.

	Hot downloads
	· Displays a numbered list of the most downloaded artifacts from site document libraries.

· Number of artifacts displayed is configurable.

· Download list is hyperlinked to home page of sites.

	List Item Ticker
	· Displays items from specified lists 

· Display time for each ticker item is configurable

· Ticker items are hyperlinked to the content they refer to.

	General Stats
	· Displays in a simple list:

· Total Threads #

· Total Posts #

· Total Artifacts #

· Total Users #

· Total Sites #

	Site Rater
	· Allows user to submit a rating for the site (1 – 5) 

· Displays historical average rating (1 – 5)

· Multiple votes are allowed, but only the last vote is considered in the historical average.

· All votes are stored in an external database for ease of external summary data extraction.

	Top Rated Sites
	· Displays a numbered list of the most highly rated tool sites.

· Number of tool sites displayed is configurable.

· List is hyperlinked directly to the site home page.

	MSN Search
	· Allows a user to search for keywords

· Search can be configured to only search a particular site – for example the MS Knowledge Base

· Search results are displayed in new browser window running search.msn.com.

	Work Space Creator
	· Displays email address of person that originally created the site.

	Rollup 
	· Displays a list of items based on a selected view from specified sites

· See the Rollup WebPart Views table for a list of views available in this web part 


Rollup WebPart Views

	View Name
	Description

	Latest Sites
	· Displays a numbered list of the most recently created sites.

· The items in the list are hyperlinked to the home page of the site.

	Hot Communities
	· Displays a numbered list of the most active communities in the last 24 hours.

· Each community name is succeeded by the number of posts made in the last 24 hours – eg ‘AD Discussion (37)’ means that there have been 37 new posts on the AD discussion board in the last 24 hours.

· The list items are hyperlinked to the home page of the Discussion Board.

	Latest Posts
	· Displays a numbered list of the most recently created discussion board posts.

· The list items are hyperlinked to the discussion thread.

	Most Active Authors
	· Displays a numbered list of the most active authors.

	Most Recent Artifacts
	· Displays a numbered list of the most recently created artifact uploads.

· The list items are hyperlinked to artifact.

	My Latest Submissions
	· Displays a numbered list of the most recently created submissions from the currently logged on user.

· The list items are hyperlinked to artifact.

	My Workspaces
	· Displays a numbered list of the most recently created workspaces by the currently logged on user.

· The items in the list are hyperlinked to the home page of the workspace.

	Latest Unanswered Discussion Posts
	· Displays a numbered list of the most recently created discussion board posted that have no replies

· The list items are hyperlinked to the discussion thread.


11. Appendix G – Creating a Web Application

1. Open SharePoint Central Administration.

2. Click the "Application Management" tab.

3. Click "Create or extend Web application" under the "SharePoint Web Application Management" section.

4. Click the "Create a new Web application" link.
5. At the "Create New Web Application" page do the following steps:
· IIS Web Site:
i. Select "Create a new IIS web site".
ii. Enter a description.
iii. Port: Enter a port number.
iv. Path: Validate or enter a path for the web application's virtual directory.
· Security Configuration  
i. Authentication provider:  NTLM
ii. Remaining settings: your preference.

· Load Balanced URL
i. URL: Url for new web application.  ie. http://SSNPORTAL:33979/    (33979 is port number).
ii. Zone: Default.
· Application Pool
i. Select "Create new application pool".
ii. Application pool name: Enter an name for the new application pool.  ie. (SharePoint - 33979).
iii. Select a security account for this application pool: User preference.
· Reset Internet Information Services
i. Restart IIS Manually.
· Database Name and Authentication
i. Your preference.
6. Click the "OK" button.  This will create the new web application.
7. Open a DOS command prompt window and run iisreset with the noforce parameter: iisreset /noforce
8. In SharePoint Central Administration click "Application Management".
9. Click "Create site collection" under the "SharePoint Site Management" section.
10. At the "Create Site Collection" page do the following steps:
· Select the newly created Web Application (ie. http://SSNPORTAL:33979/)
· Enter a Title and Description
· Enter Web Site Address - URL: Select root path (not "sites" path).  ie. http://SSNPORTAL:33979/ 
· Select a Template Selection (it is recommended to use "Collaboration" --> "Blank Site".   SSN Custom templates should NOT be used here.)
· Enter the account information for the Primary Site Collection Administrator & Secondary Site Collection 
· Select a Quota Template
11. Click the "OK" button.  This will create a top level site in the newly created web application.
12. Run the SSN installation against the newly created web application.
· Open a DOS command prompt window.  
· Change directories to the SSN installation folder.
· Run the install command with parameters appropriate to new web application:
· Example: 

install <web application top level site URL> <owner email> <owner login> <web application virtual directory path>
install "http://SSNPORTAL:33979" "administrator@contoso.com" administrator" "C:\Inetpub\wwwroot\wss\VirtualDirectories\33979\web.config"
· When the SSN installation completes perform the SSN post-installation steps. (See the Post Installation section in this document for details).
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