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[bookmark: _Toc191109532]Chapter 1: Overview
The External Collaboration Toolkit for SharePoint (ECTS) is a collection of software and guidance that will help you easily deploy an environment for collaboration with external parties. The ECTS can be installed on a single server in less than a day, which means that your users can begin collaborating with external partners very quickly. In addition, because the ECTS software is built on Microsoft® Windows® SharePoint® Services 3.0, it is designed to be both familiar and very easy to use so that users will be more likely to use this solution and not revert to e-mail for collaboration. Finally, the ECTS software provides a secure platform that protects the data it stores.
Note   Although the solution is designed to work using Windows SharePoint Services 3.0, it also works on Microsoft Office SharePoint Server 2007. If you want to install it in a Microsoft Office SharePoint Server 2007 environment, please review Appendix A, “Installing in Larger Environments,” for more information.
[bookmark: _Toc190501749][bookmark: _Toc191109533]Audience
This solution is intended for organizations whose users need to collaborate with various people outside the organization such as partners, contractors, clients, customers, and so on. Although the ECTS and Windows SharePoint Services provide strong external collaboration capabilities, companies that have highly complex collaboration needs, or need very high levels of security may not have their specific needs met by the ECTS.
Choosing a Collaboration Solution provides guidance to help you determine if SharePoint Products ad Technologies and the ECTS are well suited to your specific situation. 
[bookmark: _Toc190501750][bookmark: _Toc191109534]How the Solution Works
The ECTS allows users inside and outside the firewall to share documents, lists, calendars, and so on, using the features and functionality provided by Windows SharePoint Services. Internal users access the collaboration site through an internal URL and are authenticated against the organization’s Active Directory® domain as usual. External collaborators use a typical Internet address to access the site (for example, https://collab.treyresearch.net). They log on using a form, and are authenticated against a separate Active Directory Application Mode (ADAM) directory that contains only external users.

The following figure shows the basic logical diagram of the solution.


Figure 1.1 Logical diagram of the ECTS solution
This diagram shows how external and internal users navigate to a common SharePoint installation, which is connected to two different identity stores for authentication. Internal users access the collaboration site through an internal URL and use their Active Directory Domain Services (AD DS) account to access shared content whereas external users use a typical Internet address to access the site, are provisioned in a stand-alone ADAM instance, and log on using a form. Placing external users in a distinct directory effectively segregates them from the internal network infrastructure. The solution provides custom components that integrate seamlessly with Windows SharePoint Services and allows you to manage external users similarly to the process used for internal users.
When internal and external users are logged on, they can store documents on the site and otherwise interact with the site as they would with a typical SharePoint site.
[bookmark: _Toc190501751][bookmark: _Toc191109535]Capabilities and Features
The ECTS provides the following capabilities and features that streamline the process of setting up collaboration with external parties.
[bookmark: _Toc191109536]Provision New Site Collections 
Windows SharePoint Services usually allows users to create sites inside a site collection. Unfortunately, sites do not provide the level of security isolation required for an external collaboration environment. However, site collections provide appropriate security isolation so that users who have access to one collaboration area will not have any access to another collaboration area. The ECTS allows users to create a new site collection either with or without administrator approval. This streamlines the process of creating new collaboration sites, and gets users collaborating quickly. The ECTS provides the following components that enable this capability:
Create Site Collection. This Web Part allows an approved user either to create a new site collection (if workflow is not enabled), or request that a new site be created.
Site Collection Manager. This Web Part shows an internal user all of the sites that they currently own. The user can navigate to one of the sites listed or delete the site.
Site Collection Approval (optional). This Web Part gives an administrator the option to approve or deny site collection creation requests.
[bookmark: _Toc191109537]Provision New Users
It is very easy to provide access to a SharePoint site for users that already exist in your AD DS domain. However, when the user is outside the organization and does not have an internal account, the process is much more difficult. Usually, it requires a request to the administrator to create an account, after which access can be granted. With the ECTS, the collaboration site owner can easily create new external users and give them permission to access the sites. This process can be set up either to require administrative approval or not. The ECTS provides the following components that enable this capability:
Add External User. This Web page allows an approved user to create a new external user account (if it does not already exist) or give an existing account access to the site collection. This page is analogous to the SharePoint New User page.
External User Manager. This Web Part allows administrators to view all external users within the SharePoint environment and to perform common management operations on external users who have been created in ADAM. These operations include to:
Delete. Removes the external user from ADAM.
Disable/Enable. Toggles the account disabled attribute in ADAM, which prevents the external user from logging on to the SharePoint site.
Reset Password. Resets the external user’s password in ADAM.
Modify Profile Information. Allows the administrator to change attributes of the user’s profile.
External User Approval (optional). This Web Part gives an administrator the option to approve or deny external user account creation requests.
[bookmark: _Toc191109538]Additional Features
The ECTS also provides some additional features that help make using and administering the system easier. These features include:
Configuration Utility. This Web Part allows administrators to modify how the software works.  Settings that can be changed include the SMTP host, mail sender account, workflow for site creation and user creation, and so forth.
Update My Account Information. Provides self service profile update functionality. 
Forgotten password reset. Provides functionality to help external users who have forgotten their passwords.
Forms-based authentication. Lets external users authenticate using a logon form.
Gather profile information at first logon. Directs external users to a Web page to input profile information.
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[bookmark: _Toc191109539]Chapter 2: Installation and Deployment
The External Collaboration Toolkit for SharePoint (ECTS) uses Active Directory Application Mode (ADAM), Microsoft SQL Server®, Windows SharePoint Services 3.0, and custom software to provide collaboration services. This chapter describes how to install the ECTS and the software it requires.
Note   This chapter describes how to install the ECTS software on a single server running Windows SharePoint Services 3.0 to minimize the number of servers required to make this environment functional. If you want to install the ECTS on more than one server, or to install it in a Microsoft Office SharePoint Server 2007 environment, see Appendix A, “Installing in Larger Environments,” before beginning this installation process.
[bookmark: _Toc191109540]Installation Overview
The process of installing the ECTS is relatively straightforward. The installation process generally involves the following steps:
Prepare the environment. Before you begin the installation process, gather the data you’ll need, confirm that your environment meets the solution prerequisites, and complete a few pre-installation steps.
Install required software. Next, you install the software that the solution requires.
Configure Windows SharePoint Services. This phase of the installation process involves configuring the Windows SharePoint Services environment.
Install ECTS. Finally, you install the ECTS software.
[bookmark: _Toc191109541]Prepare the Environment
To simplify the installation process, you can make certain decisions in advance and gather information that you will need when you install the solution. In addition, ensure that your environment meets the solution prerequisites and complete a few pre-installation steps, which include installing a certification authority and setting up DNS aliases.
[bookmark: _Toc191109542]Required Data 
There are a number of decisions that you can make before you begin that will help streamline the installation process. Record the decisions you make about the following items before you begin installing:
Internal URL. This is the URL for the extranet server that internal users will use. Depending on your typical DNS naming conventions, this might be a fully qualified domain name (FQDN). For example, you might choose http://collab or http://collab.corp.treyresearch.net depending on your naming convention. This name will be served by your internal DNS servers.
External URL. This is the URL for the extranet server that external users will access. This must be a FQDN such as http://collab.extranet.treyresearch.net. This name will be served by your external DNS provider.
ADAM host name. This is the internal FQDN of the ADAM server. This name will be used for the Secure Sockets Layer (SSL) certificate.
SQL Server name. For a SQL Server Express installation, this will be host\SQLEXPRESS, where host is the short name of the host on which SQL Server is installed. If you use a different version of SQL Server, this name could be different.
Internal e-mail server name. You need the name of your internal e-mail server because the ECTS software will use this e‑mail server to send messages to users of the system. Make sure the e‑mail server that you use can relay messages to users outside your organization.
E-mail sender address. You will need to choose an e-mail address to use to send e‑mail from the ECTS system. This can be any e‑mail address, such as sharepoint@treyresearch.net. Generally speaking, this address does not need to handle incoming mail, so any valid e‑mail address should work.
LDAP container name. This is the container that will be used to store the users in the ADAM directory. This name can be any valid container name, but we recommend using something in this form: CN=ExternalUsers,DC=domain_component,DC= domain_component For example, for the domain treyresearch.net we recommend using CN=ExternalUsers,DC=treyresearch,DC=net.
LDAP port number. This is the port number on which the ADAM server will listen for unencrypted connections. Under normal circumstances you can accept the default of 389. If you choose to use a different port number, it must be higher than 1024 and lower than 65536, and not already be in use.
LDAPS port number. This is the port number on which the ADAM server will listen for SSL encrypted connections. Under normal circumstances you can accept the default of 636. If you choose to use a different port number, it must be higher than 1024 and lower than 65536, and not already be in use.
Port number for the SharePoint Central Administration server. When you install the SharePoint Central Administration server, you can specify a port number for it to use. If you don’t specify a port number, SharePoint will randomly choose one for you. Choose a port number that is higher than 1024 and lower than 65536, preferably one that is easy to remember. You will need to be able to access this port from your internal network, but should not be able to access it from the Internet.
Appendix B, “Required Data for Installation,” of this document provides a form that you can use to record the required data that you will use during the installation process.
[bookmark: _Toc191109543]Prerequisites
Before you begin to install the solution, ensure that you:
Install Windows Server 2003 R2 SP2 on the server that will host your extranet collaboration environment (the extranet server). 
Deploy the extranet server in the appropriate location on your network, preferably in the perimeter network.
Join the extranet server to your enterprise AD DS domain.
Install and configure an internal e‑mail server and ensure that all internal users who will use the ECTS have a valid e‑mail address.
Configure your firewalls to allow:
HTTP and HTTPS traffic from the internal network to the extranet server.
HTTPS traffic from the Internet to the extranet server.
SharePoint Central Administration traffic from the internal network to the extranet server.
Active Directory traffic from the extranet server to the Active Directory server.
Note   In a test environment, it is reasonable to open all TCP and UDP ports from the extranet server to the Active Directory server. In a production environment, limit traffic on the firewall to the specific ports that are needed. For the specific ports that should be opened on your firewall, see How to configure a firewall for domains and trusts.
E‑mail traffic from the extranet server to the internal e‑mail server.
[bookmark: _Toc191109544]Pre-installation Steps
Before you can install and set up the solution, you must first prepare the environment. This process involves the following steps.
[bookmark: _Toc191109545]Install Certification Authority (Optional)
To function properly, the ECTS requires that all communication between the SharePoint Web server and ADAM be encrypted. This means that the server that hosts ADAM needs a certificate. You can either get a certificate through an external certification authority (CA) or use the Microsoft CA. 
If you choose to use the Microsoft CA, you must set it up on one of your domain controllers. The software installation process is very simple. On the domain controller, in Control Panel, double-click Add or Remove Programs, then click Add/Remove Windows Components. Select the Certificate Services check box, click Next, and then choose to create an Enterprise Root CA. Provide a common name, then select the defaults for the rest of the installation. When you are done, you will have a CA that can be used to issue certificates in your organization. For more information, see Installing and configuring a certification authority.
[bookmark: _Toc191109546]Set Up DNS Aliases
Your servers will need to have DNS entries both internally and externally. We suggest using an alias for your internal DNS name for the collaboration environment rather than the actual host name of the extranet server. This allows you to move the collaboration environment to a different server or to deploy load balancing in the future with a minimum of disruption to your environment. Use the DNS manager to create an alias (CNAME) for your internal URL, which you recorded with your Required Data. The alias should point to the host record for the extranet server.
You also need to have your external DNS provider create an A or CNAME record that external users can use to access the extranet server. Consult with your external DNS provider to set this up.
Note   For testing purposes, both the internal and external host names can be added to your HOSTS file.
[bookmark: _Toc191109547]Install Certificate and Update Key File Permissions
As mentioned previously, you must have a certificate installed on your ADAM server for the ECTS to function properly. This is because the ECTS connects to the ADAM server over an SSL-encrypted Lightweight Directory Access Protocol (LDAP) connection. Therefore, you must install a certificate on the ADAM server.
Install Certificate
If you are using your own Microsoft CA, follow these instructions to get a certificate for the ADAM server. If your certificate comes from another channel, follow the instructions provided by that source.
First, you may need to modify your firewall rules to allow HTTP (port 80) traffic from the extranet server to the CA server inside your organization. This traffic is only required to get the certificate; after you have obtained the certificate, you can disable this communication.
From the extranet server, use Microsoft Internet Explorer® to access the certification service on the domain controller at http://domain_controller/certsrv, where domain_controller is the name of the domain controller running the certification authority.
To install a certificate on the extranet server:
Under Select a Task, click Request a certificate. 
On the Request a Certificate page, click advanced certificate request. 
On the next page, click Create and submit a request to this CA.
On the next page, under Certificate Template, click Web Server. Under Identifying information for Offline Template, in the Name field, type the FQDN of the extranet server. Fill out the rest of the fields in this section as appropriate.
Under Key Options, click Create a new key set. For CSP, click Microsoft RSA SChannel Cryptographic Provider. In the Key Size text box, type 1024. Click Automatic key container name, and then select the Store certificate in the local computer certificate store check box.
Under Additional Options, for Request Format, click PKCS10, in the Friendly Name text box, type a name, such as ADAM Certificate and then click Submit. If a Potential Scripting Violation warning appears, click Yes.
On the Certificate Issued page, click Install this Certificate, and then, if a Potential Scripting Violation warning appears, click Yes. 
At this point you can update your firewall rules to disallow HTTP communication between the extranet server and the CA server; it will no longer necessary.
To verify that the certificate was installed, you can use Microsoft Management Console (MMC) with the Certificates snap-in to look at the local computer certificates. Expand Certificates, expand Personal, and expand Certificates to find the certificate you just installed. Or you can run certutil ‑store my from the command line to see the certificate.
Update Permissions on the Certificate File
Unfortunately, the certificate that gets installed cannot be accessed by the ADAM server until you complete one more step. You must change the file system permissions on the certificate file so that the ADAM server can read it. To do so, access the C:\Documents and Settings\All Users\Application Data\Microsoft\Crypto\RSA\MachineKeys folder. One of the keys in this folder will be the key you just installed. Check the time stamp to find the appropriate key, or you can use the certutil ‑store my command to help locate the appropriate key (the key container is the file name of the key file).
To update permissions on the certificate:
1. Right-click the appropriate key file, and then click Properties. 
1. Click the Security tab, and then click the Add button. 
1. Click the Locations button, and then, in the Locations list, click the name of the extranet server, and then click OK. 
1. In the object names text box, type Network Service, click the Check Names button to resolve the name, and then click OK to continue.
1. Under Permissions for NETWORK SERVICE, verify that the check boxes to Allow the Read and Read & Execute permissions are selected and then click OK.
ADAM will now be able to read the key file and use the certificate.
[bookmark: _Toc191109548]Install Required Software 
Now that you have prepared the environment, it is time to install the software on the extranet server. We recommend that you log on to the server as the local administrator before installing the software packages.
[bookmark: _Toc191109549]Install Internet Information Services (IIS)
First, click Start, point to Administrative Tools, and then click Configure Your Server Wizard to make sure that the server is set up as an Application Server. Follow the instructions to install IIS. When asked, select the check box to enable ASP.NET. You may need your Windows Server 2003 installation disk to complete this step.
[bookmark: _Toc191109550]Install .NET Framework 3.0
Next, ensure that .NET Framework 3.0 is installed. If it is not already present on the server, download it from the Microsoft Download Center and install it, or select .NET Framework 3.0 in the Recommended Updates section of the Windows Update site. You may be required to restart the computer after the installation is complete.
[bookmark: _Toc191109551]Install ADAM
Next, you will need to install ADAM on the extranet server. ADAM should be available on your server in Add or Remove Programs under Windows Components (look under Active Directory Services), or you can get the latest version on the Microsoft Download Center. Follow the instructions and accept all the defaults for the ADAM installation. Do not create an ADAM instance at this point; you will do so later in the setup process.
[bookmark: _Toc191109552]Install SQL Server
Next, install SQL Server on the extranet server. You can use any version of SQL Server 2005. If you do not need advanced features, you can use SQL Server 2005 Express Edition. You can get SQL Server Express Edition from the Microsoft Download Center. Choose all the defaults for the installation. Do not create any databases at this time; you will do so later in the setup process.
Additionally, you may need to change the default settings for SQL if you are going to install ECTS in a server farm WSS or any kind of OSS environment. By default, SQL 2005 does not allow remote connections. Enable remote connections following the steps documented here: http://technet.microsoft.com/en-us/library/cc288970(TechNet.10).aspx.
Additionally, the SQL Browser Service must be running on the database server. Check the settings for the SQL Browser Service using the SQL Server Configuration Manager, click on SQL Server 2005 Services. Right click on SQL Server Browser, click Properties, click Service, click Start Mode, and click Automatic. Click Ok. Right click on SQL Server Browser, click Start.
Create Application Pool Service Account (optional)
[bookmark: _Toc191109553]If you are going to install either a multi-server Windows SharePoint Services or any configuration using Office SharePoint Server then you will need to create a domain-based service account. This account will be used by Windows SharePoint Services or Office SharePoint Server for its application pools and its connections to the SQL Server database where the SharePoint information is stored.
A service account is essentially a regular domain user account and it is created in the same way using the Active Directory Users and Computers MMC snap-in. 
Note   For more information about configuring service accounts, see Plan for administrative and service accounts (Office SharePoint Server) and Plan for administrative and service accounts (Windows SharePoint Services).
Install Windows SharePoint Services
You are now ready to install Windows SharePoint Services 3.0. WSS can be installed by using the Add or Remove Programs, Add/Remove Windows Programs Control Panel applet.
Single Server Installations
When asked, choose the Basic installation. When you are asked if you would like to run the SharePoint Products and Technologies Configuration Wizard, clear the check box to ensure that this wizard does not run. You will set up SharePoint manually when installing ECTS in a single-server environment.
Important   If you run the Configuration Wizard, many of the steps that follow will not work.	Comment by David: We do run the configuration wizard for multi-server install , so what doesn’t work exactly?
For more information on installing Windows SharePoint Services on a single computer, see http://technet.microsoft.com/en-us/library/cc288005(TechNet.10).aspx.
[bookmark: _Toc191109604]Multi-server Windows SharePoint Services Environment
To install in a multi-server Windows SharePoint Services–based environment choose the Advanced option, and do a Web Front End installation. Next, you should run the SharePoint Products and Technologies Configuration Wizard, and choose to create a new server farm. On the Specify Configuration Database Settings page, enter the database server name and the domain-based service account name and password. This will ensure that Windows SharePoint Services uses the proper account to access the database server.
For more information on installing Windows SharePoint Services for a server farm environment, see http://technet.microsoft.com/en-us/library/cc303308(TechNet.10).aspx.
[bookmark: _Toc191109605]Office SharePoint Server 2007 Environment
When you install in an Office SharePoint Server–based environment, you must deviate from the guidance in Chapter 2, “Installation and Deployment” in a few ways. First, you must choose the Advanced option, and do a Full installation. Next, you should run the SharePoint Products and Technologies Configuration Wizard, and choose to create a new server farm. On the Specify Configuration Database Settings page, enter the database server name and the domain-based service account name and password. This will ensure that Office SharePoint Server uses the proper account to access the database server.
[bookmark: _Toc191109554]Configure Windows SharePoint Services
Now that all the software is installed, it is time to start configuring Windows SharePoint Services for the ECTS. 
To process to configure Windows SharePoint Services involves the following steps:
Set up the SharePoint database and SharePoint Central Administration
Set up e‑mail
Create a collaboration site
Extend the collaboration site
Create a site collection
Set up forms-based authentication
[bookmark: _Toc191109555]Set Up SharePoint Database and SharePoint Central Administration
First, you need to set up the SQL Server database for Windows SharePoint Services and create the Central Administration site. Earlier you chose not to have the wizard do this so that you could use your own SQL Server rather than the embedded SQL Server that comes with Windows SharePoint Services 3.0.

To begin the setup process, open a Command Prompt window and change to the SharePoint bin directory:
cd “%CommonProgramFiles%\microsoft shared\web server extensions\12\bin”
From there, run the following command: psconfig ‑cmd configdb ‑create ‑server SQL Server where SQL Server is the name of the SQL Server you created earlier (for example, TREY-SP-01\SQLEXPRESS). This will create the SharePoint configuration databases that Windows SharePoint Services will use.
Next, you need to create the Central Administration server. To do so, use the following command: psconfig ‑cmd adminvs ‑provision ‑port port where port is the port number for the Central Administration server that you recorded with your Required Data.
[bookmark: _Toc191109556]Set Up E‑mail
Now that you have created the Central Administration server, you can use it to complete the configuration of Windows SharePoint Services. To access the server, click Start, point to Administrative Tools, and then click SharePoint 3.0 Central Administration, or use Internet Explorer to access http://host name:port where host name is the host name of the extranet server and port is the port number for the Central Administration server that you recorded with your Required Data. The first thing to configure inside Windows SharePoint Services is outgoing e‑mail. 
To configure outgoing e‑mail:
1. In Central Administration, under Administrator Tasks, click Outgoing e‑mail settings.
1. In the Action area, click Configure Outgoing E‑Mail Settings. 
1. On the Outgoing E‑Mail Settings page, fill in the form using the information that you recorded with your Required Data. In the Outbound SMTP server text box, type the internal e‑mail server name. In the From address text box, type the e‑mail sender address. You can opt to provide a Reply-to address in the appropriate box, then click OK to finish. 
At this point, SharePoint should be able to send e‑mail to internal and external users.
[bookmark: _Toc191109557]Create a Collaboration Site
Next, create the base site for the extranet collaboration environment. This is the site where users will create new collaboration sites, and where administrators will approve requests, manage users, and so on.
To create a collaboration site:
1. In Central Administration, click the Application Management tab.
1. Under SharePoint Web Application Management, click Create or extend Web application, and then click Create a new Web application. 
1. On the Create a New Web Application page, click Create a new IIS Web site.
1. In the Description box, type a descriptive name for the new site.
1. In the Port box, type 80, in the Host Header box, type the host name of the internal collaboration site. (For example, if your internal site is http://collab, type collab).
1. In the Application Pool section, click the Use existing application pool option if this is a single-server WSS installation. For multi-server and Office SharePoint Server installations use the application pool service account previously created.
1. Leave the rest of the items as defaults and then click OK. 
Eventually an Application Created page will display.
[bookmark: _Toc191109558]
Extend the Collaboration Site
The site you just created has an internal URL that internal users can access. Now you must extend this site to an external URL that people outside your firewall can access. 
To extend the Web application to the extranet zone:
1. In Central Administration, click the Application Management tab, click Create or extend Web application, and then click Extend an existing Web application. 
1. At the top of the page, click No Selection, then click Change Web application.
1. In the Select a Web Application dialog box, click the name of the Web application you just created.
1. Click the Create a new IIS Web site option.
1. In the Description box, type descriptive name.
1. In the Port box, type 443 (to set up for SSL), and in the Host Header box, type the external URL. (For example, if your external URL is https://collab.extranet.treyresearch.net, type collab.extranet.treyresearch.net.)
1. In the Use Secure Sockets Layer (SSL) section, click Yes.
Note   You will not be able to access this URL until you have installed a certificate on this Web site. If you are testing the ECTS, you can choose not to use SSL for the external URL. To do so, choose port 80 rather than port 443 in step 6, and do not enable SSL.
In the Load Balanced URL section, in the Zone list, click Extranet and then click OK. 
When the process completes, the Application Management page will appear.
[bookmark: _Toc191109559]Create a Site Collection
So far, you have created a SharePoint Web application, but you have not created any content for it. By creating a site collection, you put some content in the Web application.
To create a site collection for the Web application you just created:
1. In Central Administration, click the Application Management tab, and then click Create Site Collection. 
1. Verify that your Web application is correct (it should be your internal URL).
1. In the Title box, type a name, such as Collaboration Home.
1. In the Description box, type a description of the collaborative project.
1. In the Web Site Address box, leave the default /.
1. In the Template field, choose a template or take the default.
1. In the Site Collection Administrator section, select a Primary (and optionally a Secondary) person to own the site collection. A good choice would be the local or domain administrator.
1. Click OK. 
The system will run for a while then display a Top-Level Site Successfully Created message. You should now be able to access your new collaboration site. You can verify that the site was created by clicking the URL on the page.
[bookmark: _Toc191109560]Set Up Forms-based Authentication 
Finally, you need to turn on forms-based authentication for the extranet zone. This will allow your external users to log on with a familiar forms-based logon page. 
To set up forms-based authentication:
1. In Central Administration, click the Application Management tab and then, under Application Security, click Authentication providers. 
1. Verify that you are configuring the proper Web application, and then click Extranet. 
1. On the Edit Authentication page, under Authentication Type, click Forms, and then, in the Membership Provider Name text box, type ADAMUser.
1. In the Client Integration section, under Enabled Client Integration, make sure that No is selected.
Note   Microsoft does not recommend enabling client integration in a zone where forms-based authentication is used. For more information on client integration and forms-based authentication, see the “Client Integration” section that follows.
1. Click Save. 
When the Authentication Providers page displays and shows ADAMUser in the Extranet Membership Provider Name field, you have completed setup of the SharePoint environment. You are now ready to install the ECTS.
[bookmark: _Toc191109561]Client Integration
With forms-based authentication, client integration is disabled by default. The main impact of having client integration disabled is that documents cannot be saved directly to the SharePoint site from within a client application. Instead, the user must save the document locally then upload it to the site. 
There might be workarounds available that you could use to make some client integration features work with forms-based authentication. However, these workarounds might be inadequate, or you may experience unexpected issues with them. Microsoft does not support such workarounds. If you plan to use client integration with forms-based authentication, you must fully test any solutions or workarounds to determine if the performance and functionality are acceptable in your environment.
For more information about forms-based authentication and client integration, see Configure forms-based authentication (Office SharePoint Server).
[bookmark: _Toc191109562]Install ECTS
The External Collaboration Toolkit for SharePoint is distributed as a Windows Installer package (MSI) that contains the setup utilities and binaries for the solution. Running this MSI (called ECTS.msi) copies these files to your system, but does not automatically install or configure the software. 
After the software is installed, you have two options for setting up the software: to use the Setup Wizard or run the installation scripts manually. This section describes both methods.
Whichever method you choose, the first step is to install the ECTS.msi on the extranet server. To do this, log on to the extranet server as the local administrator, then either double-click the ECTS.msi file, or run msiexec ‑i ects.msi from the command line. By default, this will copy all the necessary files into a folder called External Collaboration Toolkit under My Documents. The installer will give you the option to select which features you want to install on the server. You should generally install all the features. After you copy the binaries to the extranet server, you still must set up the ADAM user store for external users, configure SQL Server, and install the SharePoint extensions. You can either use the Setup Wizard to perform these tasks, or do them manually.
[bookmark: _Toc191109563]Use the ECTS Setup Wizard
The ECTS Setup Wizard simplifies ECTS setup. The Setup Wizard walks you through the process to gather the information required for setup, then configures ADAM, SQL Server, and Windows SharePoint Services as needed to enable the solution. You will need much of the information that you recorded with your Required Data to complete the Setup Wizard.
To run the Setup Wizard, log on as either local administrator (which is preferred) or the domain administrator, then double-click the ECTSSetupWizard icon in the directory in which you installed the ECTS. Follow the prompts and provide answers to all the questions and then click the Install button to set up the environment. When the wizard completes, you are ready to verify the installation, as described later in the “Verify Installation” section.
[bookmark: _Toc191109564]Set Up Manually
You can choose to run the installation scripts manually, which this section describes. Note that you perform the manual setup in the following order: ADAM, SQL Server, then Windows SharePoint Services. Also note that you should log on as either local administrator (preferred) or domain administrator before you begin the setup process.
[bookmark: _Toc191109565]Run the ADAM Setup Script
To set up the ADAM user store, you need to run a command from the ECTS installation directory (typically My Documents\External Collaboration Toolkit) on the extranet server. You should run the script after you log on as a local or domain administrator.
To set up ADAM, use the following command:
cscript ects_setup_adam.vbs container_name LDAP_port LDAPS_port 
Where container_name is the LDAP container name, LDAP_port is the LDAP port number, and LDAPS_port is the LDAPS port number that you recorded with your Required Data.
This script does several things. It:
Creates a new ADAM instance with the specified container listening on the selected ports.
Extends the ADAM schema with new attributes used by the ECTS.
Creates a new container for users under the specified container.
Grants permission to the container to various service accounts.
[bookmark: _Toc191109566]Run the Database Setup Script
Next, you should set up the SQL Server database that the ECTS will use. You can do this by running another script, which you can find in the ECTS installation directory (typically My Documents\External Collaboration Toolkit) on the extranet server. As before, you should log on as either a local or domain administrator to run the script.
To run the SQL Server setup script, use the following command:
cscript ects_setup_sql.vbs SQL_Server 
Where SQL_Server is the name of the SQL Server.
This script:
Creates the database for the ECTS, which it will call “ECTS”.
Sets up the permissions on that database.
Stores a base configuration in the configuration table.
[bookmark: _Toc191109567]Run the ECTS Setup Script
Finally, you should install and configure the ECTS software on the extranet server. You can do this by running another script, which you can find in the ECTS installation directory (typically My Documents\External Collaboration Toolkit) on the extranet server. As before, you should log on as either a local or domain administrator to run the script.

To run the ECTS SharePoint setup script, use the following command:
cscript ects_setup_sharepoint.vbs ADAMhost container SQL_Server internalURL SMTPHost mailfrom LDAPS_port
Where ADAMhost is the server hosting the ADAM instance, container is the base container for the LDAP instance, SQL_Server is the appropriate SQL Server instance, internalURL is the URL for the internal SharePoint site, SMTPHost is the internal e‑mail host name that SharePoint should use, mailfrom is the e‑mail address from which the mail should come, and LDAPS_port is the port on which ADAM listens for SSL encrypted connections. You recorded all of this information with your Required Data.
This script:
Creates a customized Windows SharePoint Services feature and packages it as a Windows SharePoint solution file.
Installs ECTSBase.wsp and ECTSSolution.wsp.
Deploys these solutions to the front-end Web servers.
Activates all the features in these solutions. 
Note   When ECTSBase.wsp is activated, the solution makes all the required changes to the web.config files for both the internal and external sites.
Adds all Web Parts to the appropriate Web Parts gallery.
After the ECTS is installed and basic configuration is complete, you can verify that Windows SharePoint Services is working as expected.
[bookmark: _Toc191109568]Verify Installation
Following setup, you can take steps to verify that basic things are working as expected. For example, you should be able to see a basic SharePoint site by accessing your internal URL from a browser on your internal network. If you attempt to access the external URL from an external browser, you should see a forms-based authentication page (assuming your firewall is configured as expected). 
If you encounter errors, the most likely cause is a mistake in entering the Required Data used to set up SharePoint. If you feel that you might have entered some of the Required Data incorrectly, you can use the undeploysolution.cmd script to remove the ECTS software so you can try again. You can find this script in the installation folder (typically My Documents\External Collaboration Toolkit).
To run the undeploysolution.cmd script, use the following command:
undeploysolution.cmd internalURL
Where internalURL is the URL for the internal SharePoint site. Running this command will remove all traces of the ECTS from your SharePoint environment.
[bookmark: _Toc191109569]Enable SSL on the External Web Site
To finish up your installation, you need to enable SSL on the external URL of your collaboration site. This will help ensure the confidentiality of information as it traverses the Internet. Note that this step is not necessary to continue setting up the software, but should be completed before you begin using your extranet collaboration site for actual collaboration. If you enabled SSL during installation and deployment, you will not be able to access the external URL until you have installed a certificate.
For information about how to request and install a certificate on IIS, see How to enable SSL for all customers who interact with your Web site in Internet Information Services. Note that you need a certificate only for the external Web site.
[bookmark: _Toc191109570]Server Hardening
Before allowing external users to connect to your collaboration server, we strongly recommend that you use the Security Configuration Wizard (SCW) to ensure that non-essential functionality is turned off on your collaboration server. This will help to reduce the attack surface of your server when it is connected to the Internet. For information about how to install and run this tool, see the SCW Quick Start Guide on the Microsoft Download Center.
For more information about hardening your Windows Server 2003–based system, see the Windows Server 2003 Security Guide.
[bookmark: _Toc191109571]Microsoft Forefront Security for SharePoint
Now that you are collaborating with people outside your organization, it is important to use an anti-malware solution designed for SharePoint. Microsoft Forefront™ Security for SharePoint provides this capability, well as true file-type and keyword filtering capabilities. For more information, see the Forefront Security for SharePoint 2007 User Guide and Introduction to Forefront Security for SharePoint Best Practices.
[bookmark: _Toc191109572]Next Steps
Chapter 2: Installation and Deployment	13
After the software is installed and configured, you need to make the Web Parts available, set up the security for the site, and configure how the ECTS works. These topics are covered in the next chapter of this document.
[bookmark: _Toc191109573]Chapter 3: Configuration and Operations
This chapter describes the administrative tasks necessary to configure and manage the functional components of the External Collaboration Toolkit for SharePoint (ECTS). 
[bookmark: _Toc191109574]Configure ECTS
The following actions must be performed to configure the ECTS:
Create SharePoint groups for administrative functions
Add the Configuration Utility Web Part
Use the Configuration Utility to configure ECTS
Create the ECTS Management page
Add management Web Parts to the ECTS Management page
Create the ECTS Home page
[bookmark: _Toc191109575]Create SharePoint Groups for Administrative Functions
The ECTS solution requires one new SharePoint group to control access to the User Management interface and, optionally, two additional groups that control access to User Creation Workflow and Site Creation Workflow approvals respectively. 
To create SharePoint groups:
1. From the root site level, for example http://collab, click People and Groups.
Click the down arrow on the New button, and then click New Group.
Type an appropriate name for each group, for example:
User Managers. This group would control who has access to the External User Manager Web Part.
User Approvers. This group would control who has access to the External User Approval Web Part.
Site Approvers. This group would control who has access to the Site Collection Approval Web Part.
The ECTS provides three different groups to control access so that larger organizations can delegate different operational tasks to different groups of people. For example, approval of external users might be controlled by a member of the partner management group, management of external users might be run by the help desk for password resets, and approvals for site creation could be managed by a system administrator who monitors the health and stability of the SharePoint components. In smaller organizations, it is likely that only a single small group of administrators will be responsible for all three operational tasks.
After the groups are created, users or groups from the organization’s Active Directory domain should be added as members to the appropriate SharePoint groups.
[bookmark: _Toc191109576]Add the Configuration Utility Web Part
The Configuration Utility Web Part can be added to any page of the SharePoint site, including, for example, the base URL of the collaboration Web application. If you followed the recommendation in the previous chapter, the base URL would be http://collab. 
To add the Configuration Utility Web Part to a page:
1. Browse to a page and then click Add a Web Part.
1. Under All Web Parts, select the Configuration Utility check box, and then click Add.
If you have Full Control permission on the SharePoint site, you can now use the Configuration Utility to configure the ECTS.
[bookmark: _Toc191109577]Use the Configuration Utility to Configure the ECTS
The Configuration Utility Web Part allows you to set the following values that affect the behavior of the solution:
Management URL. This is the URL that is sent to administrators when an administrative action such as External User Approval or Site Collection Approval is required. If you have followed the examples in this chapter, the URL would be http://collab/Shared%20Documents/ECTSAdminPage.aspx.
Note   The management URL must be within the base site collection for the solution. For example, if your internal URL is http://collab, the management URL must begin with http://collab. If this is not the case, the ECTS will not work as expected.
Enforce Password Expiration. Enter a value that represents the number of days that will pass before an external user’s password expires.
Note   This setting is not supported in an environment in which the Active Directory Application Mode (ADAM) server is joined to an Active Directory domain. When joined to a domain, ADAM inherits Password Expiration policy from that domain.
User Account Creation Approver Group Name. Enter the name of a SharePoint group that contains the users who should be notified that a workflow approval action needs to completed. To disable user account workflow, leave this field blank. When user account workflow is disabled, any authorized internal user will be able to request accounts for external users and these accounts will automatically be created.
Site Creation Workflow Approver Group Name. Enter the name of a SharePoint group that contains the users who should be notified that a workflow approval action needs to completed. To disable site creation workflow, leave this field blank. When site creation workflow is disabled, any authorized internal user will be able to request sites for external collaboration and these sites will automatically be created.
Self-Service Password Reset. Enable this feature to provide self-service password reset functionality for external users. The logon page will prompt the user to provide an answer to a question that they configured on first logon. If the answer to the question is correct, a new password will be sent to the external user in e‑mail. The site will then ask the user to change their password the next time they log on. Enabling this option carries the risk that the new password e‑mail could be intercepted and read by someone other than the intended external user.
Email Source Address. The value entered in this field will display as the From: address for all e‑mail sent from the different components of the solution.
SMTP Host. This is the e‑mail server through which all e‑mail will be sent. Enter either the short computer name, for example, woodgrovemain, or the computer’s fully qualified domain name, for example, woodgrovemain.corp.woodgrove.com.
[bookmark: _Toc191109578]Create the ECTS Management Page
The three remaining administrative component Web Parts are typically installed on the same page, which becomes the Central Administration site for the ECTS solution. If, for example, you created a new collaboration site with the URL http://collab, you could create a new Web Part page by following these steps:
1. Browse to http://collab.
1. Click Site Actions, and then click Create.
1. Under Web Pages, click Web Part Page.
1. Under Name, type a descriptive name for the page, such as ECTSAdminPage. This page can be the same as the management URL you entered in the Configuration Utility Web Part.
1. Under Choose a Layout Template, select a template. The Full Page, Vertical option works well for the ECTS Web parts.
1. Click Create.
[bookmark: _Toc191109579]Add Management Web Parts to the ECTS Management Page
Depending on the configuration of workflow for user and site creation, you will install the External User Approval and Site Collection Approval Web Parts using the same process as described for the Configuration Utility Web Part. 
Although it is not strictly necessary for the proper functioning of the ECTS solution, the External User Manager Web Part should be installed to simplify the processes for managing external user accounts.
[bookmark: _Toc191109580]Create the ECTS Home Page
The ECTS solution provides useful tools to help internal users who lead collaboration projects with external users. These tools are provided as Web Parts that can be installed at any location on your site. A typical solution would be to create an ECTS Home page by following the same steps described to create the ECTS Management page. The major difference is that when you set permissions, you should grant permission to the Site Members group, and then all internal users who should be able to create and manage collaboration sites should be members of this group. 
After you create this page, you should add the Create Site Collection and Site Collection Manager Web Parts. You should provide the base URL for this page, for example http://collab/ECTS, to users in your organization who will use the ECTS solution. From this location the internal users can request new collaboration sites, see the status of pending site requests, and manage sites that are already operational.
[bookmark: _Toc191109581]Administrative Operations
The following procedures describe the operational processes for site collection creation and user account creation and management.
[bookmark: _Toc191109582]Manage the Site Collection Creation Process
Internal users use the Create Site Collection Web Part to initiate site collection provisioning in the collaboration SharePoint site. For more information about this component and instructions for how to use it, see Chapter 4, “User Guide.” There are two basic configurations that control how this process works. If site collection workflow is configured, all site requests must be approved by an administrator as described above. If site creation workflow is not configured, the site creation process will take place as soon as the user clicks Create Site on the Create Site Collection Web Part.
[bookmark: _Toc191109583]Approve or Deny Site Collection Requests
When a site creation workflow process is initiated, the members of the Site Creation Workflow Approver group will be notified by e‑mail that a request needs to be approved or denied. The URL in the e‑mail message will be the Management URL that you set using the Configuration Utility.
When the administrator browses to the management URL, they will see a list of site requests waiting for approval in the Site Collection Approval Web Part. Information presented to the administrator includes the relative site URL, the name of the requester, and any business justification provided by the requester. Under Action, click Approve or Deny to approve or deny the site request. The requester will be notified by e‑mail whether the request was approved or denied.
[bookmark: _Toc191109584]Manage the External User Registration Process
Internal users use the Add External User link on the People and Groups page to initiate external user registration in the collaboration SharePoint site. There are two basic configurations that control how this process works. If user account creation workflow is configured, all user registration requests must be approved by an administrator as described above. If user account creation workflow is not configured, the user registration process will take place as soon as the user clicks Click here to register the external user’s e‑mail address on the Add External Users Web page.
[bookmark: _Toc191109585]Approve or Deny External User Registration Requests
When a user creation workflow process is initiated, the members of the User Account Creation Approver group will be notified by e‑mail that a request needs to be approved or denied. The URL in the e‑mail message will be the Management URL that you set using the Configuration Utility.
When the user account approver browses to the management URL, they will see a list of accounts waiting for approval in the External User Approval Web Part. Information presented to the administrator includes the external user e‑mail address and the name of the requester. Click Approve User or Deny User to approve or deny the request. The requester will be notified by e‑mail whether the request was approved or denied. If the request is approved, the user will also be instructed on how to communicate specifics such as the new account password without violating good security practices.
[bookmark: _Toc191109586]Manage External User Accounts
Common management operations for external user accounts are provided through the External User Manager Web part. 
Through this interface the following operations can be performed:
Delete User. This removes the user from the ADAM store, which makes it impossible for the user to log on. The user will also be removed from any site to which they were granted permissions.
Note   Deleting a user from a SharePoint site does not affect the user account in ADAM. If there is any chance that the user will be given access to the same site or to a different site in the future, remove the account at the SharePoint level instead of deleting the account from ADAM.

Enable/Disable User. The option presented is relative to the current state of the user in ADAM. If the user is enabled, they could be disabled and vice versa. Disabling a user is a less permanent way to remove a user’s access to the collaboration Web sites to which they have been given permission. Toggling between disable and enable does not change the user’s permissions on any collaboration site.
Reset Password. If a user forgets their password and self-service password reset is not enabled, you can use this function to reset their password in ADAM. Click Reset Password to have a new password randomly generated and displayed on the page. The help desk personnel or other user administrators should have a standard secure process by which to relay the new password to the external user. 
Modify Profile. Profile information stored for the external user includes the person’s full name, telephone number, and the external company with which they are affiliated. The Modify action allows the administrator to change these attributes of the user’s profile.

Chapter 3: Configuration and Operations	21

[bookmark: _Toc191109587]Chapter 4: User Guide
The SharePoint site you are using has special features for collaboration between users who belong to your organization (internal users) and users from outside of your organization (external users). This chapter provides additional information that might be helpful to you as a potential owner of a SharePoint Collaboration Web site.
[bookmark: _Toc191109588]Using SharePoint for Collaboration
To start collaborating with external users, you will need to create a new space where you can add documents, create discussion lists, and use all of the other collaboration features offered by SharePoint. In SharePoint terms, an area for collaboration is called a site collection. For more information on the relationship between SharePoint top-level Web sites, site collections, and subsites, see Create a SharePoint site.
[bookmark: _Toc191109589]When Should I Create a New Site Collection?
In general you should create a new site collection for each unique collaborative effort with external users. External (and internal) users will generally have visibility across all content in a particular site, so if there is content that you want to be viewed only by a certain group of external users, you should create a new site collection.
[bookmark: _Toc191109590]Creating a New Site Collection
Your administrator will provide a URL or a link from an existing SharePoint site or Web application to a page where you can create or request a new site collection. The interface for doing this will be similar to the following figure.


Figure 4.1 Create Site Collection Web Part
There are two different possible results when you click the Create Site button. Based on how the administrator configured the site, either the new site will be created immediately or an approval workflow process will start. If the site is created right away, text at the bottom of the screen will indicate that the site was created and will display a link to the new site. If administrator approval is required, the request will be put into a queue awaiting administrator approval or denial. When the administrator takes one of these actions, you will receive e‑mail that indicates the decision made and provides information about the new site if it was approved.
[bookmark: _Toc188688881][bookmark: _Toc191109591]Using Sub-sites
If some content on your site will be viewed or modified by every user, but you want to create different collaboration areas, you can create a subsite under the site you already created. For example, you might have a large project team and want to have one subsite for developers and another for marketing personnel. To create a subsite, go to an existing site and use the Site Actions menu, click Create, then click Sites and Workspaces.
[bookmark: _Toc188688882][bookmark: _Toc191109592]Managing Collaboration Sites
Your administrator will provide you with a URL that you can use to manage all of the collaboration sites that you have created. You can also view the sites that you have requested and are waiting administrator approval. The interface for doing this will be similar to the following figure.


Figure 4.2 Site Collection Manager Web Part
This URL is a handy place to bookmark because it also allows you to navigate easily to all of your different collaboration sites.
[bookmark: _Toc188688883][bookmark: _Toc191109593]Add External Users to a Collaboration Site
Because external users don’t typically have user accounts in your organization, there is a special process to register them with the SharePoint site and give them permissions. Even if you are familiar with giving users permissions through the SharePoint interface in a typical internal SharePoint site, you should review this section carefully to note the important differences between giving permissions to internal and external users.
[bookmark: _Toc182282189][bookmark: _Toc188688884][bookmark: _Toc191109594]Adding an External User
When a new collaboration site collection is created, you can begin to give external users permissions to use your site. To do this, browse to your new site, click All People, click the down arrow next to New, and then click Add External User.
Important   If you click the New menu item directly or just click Add Users, you will not be able to add external users to the site. 
In the collaboration site, external users are identified by their e‑mail addresses, which are guaranteed to be unique. Type the e‑mail address of the external user into the text box and then click the Check Names button to see if this external user has already been registered on this site. 
[bookmark: _Toc182282191][bookmark: _Toc188688886][bookmark: _Toc191109595][bookmark: _Toc182282190][bookmark: _Toc188688885]Register a New External User
If the external user has never been registered on this SharePoint site, the interface will indicate that the e‑mail address is not registered, as shown in the following figure.


Figure 4.3 Add External Users Web page
The figure shows that steven@woodgrovebank.com has not been registered with this site before. You can click the Click here to register the external user’s e‑mail address link to register the external user. The administrator of your site can either allow users to register any external account that they want or can opt to require administrator approval for each account requested. 
In the first case the interface will inform you that the account was created immediately. You will also receive e‑mail within a few moments that will provide additional information such as the new external user’s password and instructions on how to relay that information to the new user.
If administrator approval is required, you will be notified of this by text on the Add External Users Web page. When the administrator approves or denies your request, you will receive e‑mail with information about how to proceed.
[bookmark: _Toc191109596]Add a User Who Is Already Registered
If an external user has already been registered to collaborate through this SharePoint site—perhaps because the user is working on another project within your organization— the interface will indicate that the e‑mail address is already registered.
If a user is already registered, you can immediately assign permissions, as discussed in the “Modify User Permissions” section that follows.
Note   If a user is already registered by another person in your organization, that person will be that external user’s contact point within your organization. If there is a problem with the external user’s account, you should try to find out who his internal contact might be, or contact the site administrator directly.
In either case, you can immediately establish the permissions that the user will have on your site when their account is registered and you have given them the password they will need to log on.
[bookmark: _Toc188688887][bookmark: _Toc191109597][bookmark: _Toc182282194]Add Internal Users to a Collaboration Site 
Unlike typical internal-only SharePoint sites, the newly created collaboration site does not inherit or start out with any permissions for any user other than yourself. You must explicitly give internal users permissions to use your site. To do this, browse to your new site, click All People, click the down arrow next to New, and then click Add User.
Type the account name of the internal user into the text box and then click the Check Names button to resolve the user’s name. If the account name is correct, you can then select a permission level, add a personal welcome message that will be sent by e‑mail, and then click OK.
If you want all internal users in your organization to have access to your collaboration site, you can click the Add all authenticated users button, assign the appropriate permissions, and then click the OK button. All internal users will be able to get the selected permissions on your new site. Note that external users must always be added manually.
[bookmark: _Toc188688888][bookmark: _Toc191109598]Modify User Permissions
You can give any registered external user or internal user permissions on your collaborative site. It is recommended that you add users to the appropriate SharePoint groups to give the user permissions that correspond to Member or Visitor. 
Important   Although you can grant external users Full Control on your site, this is not typically recommended. Users who have Full Control can modify or delete any content on the site, change the site configuration and grant or remove any user (even yourself!) from the site. 
[bookmark: _Toc188688889][bookmark: _Toc191109599]Remove a User From Your Site
To remove any user’s permissions on your collaborative site, click People and Groups, and then click Site Permissions. If the user was given permissions by making them a member of the Members, Owners, or Visitors groups, click the group to which the user was added, select the check box next to the user’s name, click Actions, and then click Remove Users from Group. If the user was given permissions directly, click Site Permissions and follow the same steps to remove the user’s permissions.
Note   Removing a user from your site does not delete them from the collaboration environment. You can add the same user again to your site or any other collaborative site at any point without having to redo the registration process.
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[bookmark: _Toc188688890][bookmark: _Toc191109600]Appendix A: Installing in Larger Environments
The instructions provided in Chapter 2, “Installation and Deployment,” describe how to install the External Collaboration Toolkit for SharePoint (ECTS) in a single server environment running Microsoft® Windows® SharePoint® Services 3.0. However, the ECTS can also be installed in other environments, such as:
Multi-server environments where Microsoft SQL Server®, Active Directory® Application Mode (ADAM), and Windows SharePoint Services run on different servers.
Single-server environments running Microsoft Office SharePoint Server 2007 instead of Windows SharePoint Services.
Multi-server environments running Office SharePoint Server.
If you want to install in one of these types of environments, you will need to modify the instructions presented in Chapter 2, “Installation and Deployment.” This appendix describes those modifications.
[bookmark: _Toc191109601]Use ISA Server 	
In larger environments, you should consider using Microsoft Internet Security and Acceleration (ISA) Server to improve the security of your external collaboration site. For more information, see the Microsoft Internet Security and Acceleration Server site. 

After you create this service account, you should follow the instructions in Chapter 2, “Installation and Deployment,” except when you: 
Set up the SharePoint Database and Central Administration.
Create your Web application
[bookmark: _Toc188688892][bookmark: _Toc191109607]Install Appropriate ECTS Components on Each Server
When you install the ECTS software on your servers, you should only select the components that need to be installed on that particular computer. For example, if you have chosen to use a stand-alone SQL Server, only install the SQL Server Setup feature when you install the ECTS software. This ensures that the ECTS Setup Wizard only does the appropriate set up tasks on that server. 
[bookmark: _Toc191109608]Grant Appropriate Permissions in SQL Server
Next, you must grant the service account read and write access to the ECTS database on the SQL Server. To do this, run the ECTS SharePoint setup script, and use the following command:
cscript grant_sql_perms.vbs SQL_Server service_account
Where SQL_Server is the appropriate SQL Server instance and service_account is the domain-based service account in the form domain\userid.
[bookmark: _Toc188688893][bookmark: _Toc191109609]Grant Appropriate Permissions in ADAM
The final step is to give the service account administrator rights to the user store in ADAM. This allows this account to create new user entries in ADAM and is required for the user provisioning capability of the ECTS.
To grant administrator rights to your service account, follow these steps while logged on as an administrator on the ADAM server:
1. Click Start, click All Programs, point to ADAM, and then click ADAM ADSI Edit.
Right-click ADAM ADSI Edit, and then click Connect to.
Select Distinguished name (DN) or naming context, in the text box, type your LDAP container name, and then click OK.
Double-click the My Connection object in the tree, double-click your LDAP container name, and finally click the CN=Roles folder.
In the right pane, right-click CN=Administrators, and then click Properties.
In the Attributes list, select member, then click Edit.
Click Add Windows Account.
Under Enter the object names to select, enter the domain and userid of the service account (domain\userid), and then click Check Names.
To finish, click OK, then click OK again.
[bookmark: _Toc188688894][bookmark: _Toc191109610]Complete the Configuration Process
After you have finished installing everything, you will need to configure the ECTS as described in Chapter 3, “Configuration and Operations.” When you have completed all the configuration steps, your Office SharePoint Server or multi-server Windows SharePoint Services collaboration environment should be fully functional.
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[bookmark: _Toc188688895][bookmark: _Toc191109611]Appendix B: Required Data for Installation 
You can use the following table to record the Required Data and then print it out to use as a reference during the installation process.

Table 1. Required Data for Installation 
	
	Required Data

	Internal URL

	

	External URL

	

	ADAM Host Name

	

	SQL Server Name

	

	Internal E‑mail server name

	

	E‑mail sender address

	

	LDAP container name

	

	LDAP port number

	

	LDAPS port number

	

	Port number for the SharePoint Central Administration server
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